
C
AN

 F
D

www.can-cia.orgwww.can-cia.org

September 2026September 2026

Taming reflections in CAN FD networksTaming reflections in CAN FD networks

CAN SIC transceivers made in ChinaCAN SIC transceivers made in China

CAN-FD bit-timing calculatorCAN-FD bit-timing calculator

Hardware + Software + Tools + EngineeringHardware + Software + Tools + Engineering

CANCAN Newsletter Newsletter

https://www.can-cia.org


2 CAN Newsletter 3/2026

Ta
bl

e 
of

 c
on

te
nt

s

Ultra-wide band (UWB) radar connected to 
CAN networks	 12
Drives for speed in intralogistics	 38

AGV

Integrating CANopen devices into the ROS 2  
ecosystem	 8
CANopen joystick in medical robotics	 41

CANopen

Closing the CAN security gap: CANopen (FD) 
security	 30
Semiconductor news	 34
Open-source browser-based CANopen analyzer	 36
Event data recorder and UNECE R169	 44

Engineering

iVT news	 10
Panel PC for train driver cab	 40

Trade shows

Imprint
Publishing house 
CAN in Automation GmbH 
Kontumazgarten 3 
DE-90429 Nuremberg 
marketing@can-cia.org 
www.can-cia.org 
Tel.: +49-911-928819-0 
Fax: +49-911-928819-79
Reiner Zitzmann (CEO) 
VAT-ID: DE812852184 
HRB: AG Nürnberg 24338
Publisher 
CAN in Automation e. V. 
Kontumazgarten 3 
DE-90429 Nuremberg 
VAT-ID: DE169332292 
VR: AG Nürnberg 200497
Editors 
Olga Fischer (of) 
Holger Zeltwanger (hz) 
(responsible according 
to the press law) 
pr@can-cia.org
Layout 
Nickel Plankermann
Media consultants 
Julia Dallhammer 
Tobias Kammerer 
Birgit Ruedel (responsible  
according to the press law)  
marketing@can-cia.org 
© Copyright 
CAN in Automation GmbH
The views expressed on CAN 
Newsletter magazine are not 
necessarily those of CiA e. V. 
While every effort is made to 
achieve total accuracy, neither 
CiA e. V. nor CiA GmbH can be 
held responsible for any errors or 
omissions.

Why CAN FD refuses to “die” in a CAN XL world	 4
CAN SIC transceivers: Taming reflections in 
CAN FD networks	 14
Open-source CAN analyzer supports SocketCAN  
and CAN FD on Linux	 18
CAN-FD bit-timing calculator	 22
CAN FD in humanoid robots	 24
CAN SIC transceivers made in China	 25
CAN FD news	 27
CAN-FD-to-Ethernet gateway	 33

CAN FD

Facts & figures	 19
Standards and specifications	 42
Latest news	 46

Regular columns

Ta
bl

e 
of

 c
on

te
nt

s

https://www.can-cia.org
mailto:pr@can-cia.org


https://www.gemac-fieldbus.com/can-bus-tester-gt3
https://www.can-cia.org/services/conferences/the-international-can-conference-icc/icc-2027-tutzing-de


4 CAN Newsletter 3/2026

Is CAN FD (flexible data rate) still worth discussing in a 
world that is already talking about CAN XL (extended 

data-field length), 2 KiB payloads, and 20 Mbit/s data 
rates? At the first glance, the third generation of CAN data 
link layer seems poised to make its predecessors obsolete, 
yet in practice CAN CC (classic), CAN FD, and CAN XL will 
coexist in vehicles and industrial systems for many years 
to come.

The interesting engineering question is therefore 
not “FD or XL?”, but rather “Where does CAN FD remain 
the right answer and how do we implement it safely and 
efficiently?”.

Does CAN FD remain highly relevant whenever 
designers need a bandwidth and payload upgrade within 
existing CAN topologies, short development cycles, or cost 
sensitive ECUs (electronic control units) that cannot justify 
a full CAN XL migration? It then looks at how configurable, 
safety ready IP cores, as provided by suppliers such as 
DCD Semi, allow CAN FD to be tailored to project-specific 
performance and functional safety requirements.

Three generations of CAN

Today, CAN is available in three data link layer generations: 
CAN CC, CAN FD, and CAN XL, which are internationally 
standardized in ISO 11898-1:2024. All three generations 

Tailored, safety ready CAN FD IP (intellectual property) cores provided by 
DCD-Semi (Poland), for example, are often the reasonable choice for today’s 

(automotive) projects.

Why CAN FD refuses to “die” in a CAN XL world

share the same basic non destructive arbitration 
mechanism and broadcast semantics, but differ in payload 
size and data phase bit rates. Table 1 summarizes key 
quantitative parameters that often drive architectural 
decisions.
 
Table 1: Key parameters of the three CAN data link layer 
generations (Source: DCD-Semi, ISO 11898-1)  

Parameter CAN CC CAN FD CAN XL
Standard
(first publication) ISO 11898:1993 ISO 11898-1:2015 ISO 11898-1:2024

Max. payload 
length in byte 8 64 2048

Payload options 
in byte 0 to 8 0 to 8, 12, 16, 20, 

24, 32, 48, 64 1 to 2048

Typical nominal 
bit rate Up to 1 Mbit/s

0,5 to 1 Mbit/s 
(arbitration 
phase)

1 Mbit/s  
(arbitration 
phase)

Typical data 
phase bit rates n/a

2 to 5 Mbit/s
up to 8 Mbit/s in 
linear topologies

Up to 20 Mbit/s 
with SIC XL 
transceivers

Typical use 
cases

In-car body and 
comfort networks, 
industrial control

Powertrain, 
chassis, flashing, 
diagnostics

Backbones,  
high bandwidth 
domains,  
tunnelling

From an integrator’s perspective, this “ladder” of 
payload and data rate capabilities means that many 
applications can be satisfied by CAN FD without needing 
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the features and ecosystem of CAN XL. At the same time, 
all three generations can be used side by side in one 
vehicle architecture, with gateways or tunnelling profiles 
bridging between them.

Throughput gains with CAN FD

Beyond headline bit rate figures, payload bandwidth is 
often a more intuitive measure: how many useful bytes 
can be transported per millisecond at a given bus load. 
Measurements from NXP and other vendors illustrate that 
CAN FD can provide several times the payload bandwidth 
of CAN CC on the same physical network. Table 2 shows 
figures at a 50-percent network utilization for one example 
configuration.

Table 2: Payload bandwidth improvement 
(Source: DCD-Semi)  

Metric CAN CC example CAN FD example

Maximal payload length 8 bytes 32 bytes (example)
up to 64 bytes (max.)

Bit rate assumptions 0,5 Mbit/s
11 bit CAN-ID

0,5 Mbit/s (arbitration phase) 
2 Mbit/s (data phase)

Payload bandwidth at 
50-% network utilization 16 byte/ms 68 byte/ms

Approximate 
improvement – 4x in this example

Up to 10x in optimized cases

These figures highlight why CAN FD became attractive 
for the software download, diagnostics, and data intensive 
signals even before CAN XL was specified: a single frame 
can carry up to 64 bytes, and data phase bit rates of  
5 Mbit/s to 8 Mbit/s are feasible on suitable topologies. The 
same physical layer can often be reused, which further 
lowers the barrier to upgrading from CAN CC.

Why CAN FD is here to stay

There are several reasons why CAN FD continues to be 
an attractive design choice even as CAN XL products 
emerge. First, many applications need more bandwidth 
and payload than CAN CC, but not the full capabilities and 
cost associated with CAN XL and new physical layers. 
Powertrain control, chassis functions, diagnostics, and 
many sensor/actuator clusters often fall into this category, 
where 64 byte payloads and a few megabits per second 
are sufficient for the foreseeable lifecycle of the platform. A 
good example of such approach is DCD-Semi’s „CAN All” 
solution, as a comprehensive CAN IP ecosystem tailored 
to the specific design needs.

Second, the availability of CAN-FD capable 
microcontrollers, transceivers, and software stacks is 
already broad, while CAN XL device ecosystems are still 
in a ramp up phase with limited MCU (microcontroller unit) 
options and primarily pre-production parts. For OEMs 
(original equipment manufacturers) with established 
CAN FD development infrastructure, extending existing 
platforms is typically faster and less risky than introducing 
an entirely new generation of controllers, physical layers, 
and test tooling.

Third, CAN FD integrates naturally into hybrid 
architectures where CAN XL is used as a high-bandwidth 

backbone and CAN CC/ CAN FD segments are attached 
through gateways or tunnelling mechanisms. CAN XL’s 
tunnelling profiles explicitly support transporting of CAN 
CC and CAN FD frames inside CAN XL frames, preserving 
investments in lower layer networks while enabling higher 
level consolidation.

Last but not least, CAN FD can still be more efficient 
than CAN XL in certain scenarios, especially with small 
payloads and data rates around 8 Mbit/s. This is an 
important reminder that “newer” does not always mean 
“better,” because the real-world efficiency depends on the 
type of data and the communication profile. 

Another important point is that automotive Ethernet 
does not simply replace CAN; it serves different purposes 
within the vehicle architecture. In practice, these 
technologies coexist in the same vehicle, each used where 
it makes the most sense.

In short, CAN FD is no longer the “latest new thing”, but 
it is very much the protocol that enables practical migrations 
from CAN CC without forcing a leap directly to CAN XL.

Standardization timeline in numbers

The staggered appearance of the three CAN generations 
also explains why their ecosystems differ in maturity.  
CAN CC has been standardized for three decades; CAN FD  
for roughly a decade; CAN XL only for a few years (see 
Table 3).

Table 3: Standardization milestones of CAN data link layers 
(DLL) (Source: DCD-Semi, ISO, CiA) 

Generation Year (initial publication) Documents

CAN CC 1993 ISO 11898 (CAN data link layer)

CAN FD 2015 ISO 11898-1:2015 (CAN FD as 
2nd generation)

CAN XL 2021 (CiA)
2024 (ISO)

CiA 610-1 (DLL), CAN SIC XL 
specifications; ISO 11898-1:2024

Given typical automotive platform lifetimes, this timeline 
suggests that CAN-FD-based ECUs entering production 
now will remain in vehicles well into the 2030s, even as  
CAN XL backbones are added to newer architectures.

Functional safety expectations across CAN 
generations

As networks gain bandwidth and carry more functions, the 
functional safety expectations placed on communication 
controllers increase accordingly. ISO 26262 provides the 
framework for assessing hazards, defining Automotive 
Safety Integrity Levels (ASIL), and implementing safety 
mechanisms and metrics across E/E architectures.

For a CAN controller, whether for CAN CC, CAN FD, or 
CAN XL; this means that error detection, fault confinement, 
timing behavior, and diagnostic features are not only protocol 
requirements but also safety requirements in many ECUs. 
A malfunctioning controller may fail to transmit or receive 
safety relevant messages, violate timing assumptions, or 
behave unpredictably on the network, all of which must be 
addressed in the safety concept and analyses.
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In practice, the safety case for a CAN FD controller is 
often built using the ISO 26262 concept of Safety Element 
out of Context (SEooC), where the IP core is developed 
and analyzed assuming a representative but generic 
environment and then integrated into specific systems 
by OEMs and Tier 1 suppliers. This approach minimizes 
duplicated effort and allows system integrators to reuse 
safety analyses, metrics and work products from the IP 
supplier.

Tailoring CAN FD IP to project needs

Because every vehicle program and industrial platform 
has its own mix of ASIL targets, network topologies, and 
silicon constraints, a “one size fits all” CAN FD controller 
is rarely optimal. Instead, designers increasingly look for 
IP cores that can be configured at synthesis or integration 
time: selecting bus interfaces, memory organization, buffer 
structures, and optional safety mechanisms according to 
project priorities.

Experienced IP providers such as DCD Semi 
respond with modular CAN IP families that can be used as 
standalone controllers or integrated into ASICs (application-
specific integrated circuit) and FPGAs (field programmable 
gate array), with configurable CPU interfaces (for example 
8/16/32 bit), buffer schemes, and protocol options. This 
configurability extends to safety related features, including 
ECC (error correcting code) on memories, error injection 
and self test modes, additional monitoring logic, and 
dedicated safety signaling suitable for safety managers in 
the SoC (system on chip).

From a system integrator’s perspective, this means 
that a single CAN FD IP family can be used across different 
ECUs: lean variants for cost sensitive body controllers, 
and safety enhanced variants for powertrain or chassis 
applications, all based on the same verified protocol 
implementation.

Safety ready CAN FD as SEooC IP

The usefulness of such configurability increases when the 
IP core is delivered not only as HDL (hardware description 
language) but as a complete ISO 26262 work product 
set. DCD Semi, for example, positions its CAN related 
IP cores as ISO 26262 soft IP SEooC, accompanied 
by safety manuals and detailed FMEDA-based (failure 
modes, effects, and diagnostic analysis) documentation. 
These documents describe assumed operating conditions, 
hardware dependencies and safety mechanisms, as well 
as the resulting safety concept in the reference context.

I’ve been with DCD-Semi since 2011, so as an 
example DCD Semis’s automotive IP portfolio comes to my 
mind initally… and it includes CAN CC, CAN FD, CAN FD 
Full, and CAN XL as part of a broader “CAN All” offering. It 
is available with functional safety support up to ASIL D, with 
safety mechanisms tailored to customer requirements from 
quality management (QM) up to the highest ASIL levels. 
For OEMs and Tier 1s this reduces the effort required to 
develop their own controller level analyses from scratch 
and accelerates safety argumentation for communication 
subsystems.

The SEooC model does not remove the need for 
system level safety analysis, but it gives project teams a solid 
starting point, including clear guidance on how to connect 
safety related pins, how to use configuration registers 
relevant for safety, and which external mechanisms (for 
example clock monitoring or voltage supervision) must be 
provided.

Coexistence with CAN XL and migration 
paths

As CAN XL products mature, many new architectures will 
feature both CAN XL backbones and legacy segments 
based on CAN CC or CAN FD. CAN XL explicitly 
supports backward compatibility, and CiA profiles 
(under development) describe tunnelling schemes that 
encapsulate CAN CC and CAN FD traffic within CAN XL 
frames.

This creates several migration patterns in which 
CAN FD IP cores continue to play a crucial role. One 
pattern uses CAN XL as a high-speed backbone between 
domain controllers, with CAN FD segments connected via 
gateways. Here, CAN FD controllers in local ECUs provide 
the network services needed by powertrain, chassis, 
or body functions, while CAN XL primarily aggregates 
and transports traffic between domains. Another pattern 
keeps existing CAN FD networks largely unchanged 
and introduces CAN XL only where explicitly needed, 
for example between high-bandwidth sensor fusion and 
central computing units, again relying on gateways or 
tunnelling at the boundaries.

IP families that already span multiple CAN generations, 
such as DCD Semi’s CAN All and CAN XL cores, can 
ease these transitions, because the configuration and 
integration model is similar whether a project needs CAN 
CC, CAN FD, CAN XL, or a combination of them. From a 
development process viewpoint, reusing the same supplier, 
documentation structure, and safety methodology across 
generations simplifies both engineering and assessment 
activities.

Project-specific customization

Tailoring CAN FD solutions to specific projects is not 
limited to toggling generics in the RTL (register transfer 
level) code; it often involves joint work on safety concepts, 
test strategies, and long term product roadmap alignment. 
Experienced IP houses with a history in CAN technology 
can support OEMs and Tier 1s in making pragmatic 
decisions: where CAN FD suffices, where CAN XL is 
justified, and how to sequence migrations over multiple 
vehicle generations.

DCD Semi illustrates this role in the CAN ecosystem 
through active participation in CiA events and publications, 
where its CAN FD and CAN XL implementations have 
been tested for interoperability and presented as reference 
designs. For system developers, this kind of ecosystem 
engagement is a signal that an IP supplier not only delivers 
cores, but also contributes to plugfests, testing campaigns, 
and the refinement of specifications and test plans, all 
of which are relevant when architectures must balance 
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innovation (for example CAN XL backbones) with robust, 
field-proven technology (for example CAN FD segments).

In such collaborations, CAN FD is no longer treated 
as a legacy protocol overshadowed by CAN XL, but as a 
mature, configurable building block that when combined 
with safety-ready IP and solid integration guidance, 
continues to be a reasonable choice in many new  
designs.

Conclusion

The emergence of CAN XL does not make CAN FD 
obsolete; instead, it sharpens the distinction between 
different tiers of in-vehicle and industrial networks. 
Whenever designers need more bandwidth than offered by 
CAN CC without the full complexity and ecosystem shift of 
CAN XL, CAN FD remains a compelling option, particularly 
in cost-sensitive and mid-bandwidth automotive ECUs that 
will stay in production for many years.

In this context, the combination of configurable, safety 
ready CAN FD IP cores and experienced suppliers provides 
a practical way to align project-specific requirements with 
evolving standards and long-term migration plans. Such 
suppliers are exemplified by DCD Semi with their CAN 
FD, CAN All, and CAN XL offerings. Rather than choosing 
between CAN FD or CAN XL in isolation, system architects 
can use CAN FD as a tailored, ISO 26262 oriented building 
block within architectures that are gradually embracing 
CAN XL where it truly adds value.                                      t

Author
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The ros2_canopen software is based on the open-
source lely-core CANopen library from Lely Industries 

(Netherlands). This library handles the low-level work: the 
CANopen event loop, NMT (network management) state 
management, SDO (service data object) as well as PDO 
(process data object) communication, and a configuration 
toolchain that turns a human-readable network description 
into the device configuration files (DCF), the NMT manager 
node needs at runtime.

At the heart of the stack is a device container that 
reads a single YAML (a human-readable data serialization 
language) network description file. In this file you declare 
each node on the network (its node ID, its EDS file, and 
the driver to load for it) together with any parameters 
that override the device default behaviors. From that one 
description, the container launches the CANopen NMT 
manager and the per-device drivers.

To accommodate a wide range of industrial use 
cases, ros2_canopen offers three flexible operation modes 
depending on the application's requirements:

	◆ General ROS 2 nodes: Best for simple setups. Each 
CANopen device is running as a general ROS 2 node, 
communicating through basic topics and services.

	◆ Managed lifecycle nodes: Adds system reliability and 
recovery. Devices are wrapped as lifecycle nodes, 
allowing a manager to bring the entire CAN network 
online or offline in a precise, safe sequence.

The ros2_canopen protocol stack, maintained under the 
ROS-Industrial umbrella (ROS: robot operating system), 
brings CANopen communication natively into the ROS 2 ecosystem. It lets 
developers describe a complete CANopen network, including the CANopen 
NMT manager application, and talks to CANopen devices through standard 
ROS 2 nodes, services, topics, and ros2_control interfaces.

Integrating CANopen devices 
into the ROS 2 ecosystem

	◆ ros2_control Integration: Built for high-performance 
and low-latency control. This mode exposes CANopen 
devices directly as hardware interfaces for the broader 
ROS 2 control framework.

To interface with the hardware, the stack provides two 
primary drivers out of the box:

	◆ The Proxy driver: A generic bridge that forwards  
raw CANopen messages (such as SDOs and  
PDOs) to and from ROS 2. It is suitable for custom 
sensors, debugging, or devices without a standardized 
profile.

	◆ The CiA 402 driver: A specialized motion-control driver 
that implements the CiA 402 profile for motor drives 
and servo controllers, allowing to command positions, 
velocities, and torques natively.

Multi-drive systems

Multi-drive coordination has become a particular focus of 
the project's recent development. The stack has always 
been able to run several drives on a single network, each 
as its own CANopen node sharing one NMT manager 
node, with the CiA 402 driver providing the full motion-
control profile: control and status words, profiled and cyclic 
position, velocity and torque modes, and interpolated 
position mode. Every node is configured independently in 
the network description, with its own PDO mappings and 
unit-scaling factors.

The most recent releases added CiA 402 multi-
channel support, which lets a single CANopen node 
expose up to eight drive axes. Many modern servo 
controllers pack two or more axes behind a single node, 
and the driver now maps each axis to its own channel, with 
its own state machine and operation mode, so each can be 
commanded individually. Together with the existing multi-
node setup, the stack now covers both ways of building a 
multi-drive system.

Behind the scenes, the CANopen NMT manager node 
automatically coordinates all communication. It manages 
the flow of commands so you can control multiple motor 
axes simultaneously without worrying about network 
conflicts. It also keeps the motors synchronized, which is 
essential when multiple joints must move in harmony.

Figure 1: The ros2_canopen protocol stack overview 
(Source: ROS-Industrial, Fraunhofer IPA)
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On the ROS 2 side, the stack groups these individual 
drives together and presents them to the system as a 
single, unified robot. Each motor axis is mapped directly 
to a standard robot joint. As a result, you can control your 
entire multi-axis machine using familiar ROS 2 controllers 
and visualize its movement in RViz just like any other 
robot.                                                                                   t

Figure 2: Multi-drive system coordination example (Source: 
ROS-Industrial, Fraunhofer IPA)

The ros2_canopen stack provides a robust, mo-
dern, and highly flexible framework for integrating 

industrial CANopen devices into the ROS 2 ecosys-
tem. By leveraging a reliable open-source CANopen 
engine and integrating tightly with ros2_control, it  
lowers the barrier to building and controlling complex 
multi-drive robot systems.

This progress is a true community effort. A huge 
thank you goes to all the contributing developers and 
partner organizations whose dedication has shaped the 
core architecture, hardware interface capabilities, and 
testing infrastructure. We are particularly grateful for the 
community-contributed CiA 402 multi-channel support, 
which has made orchestrating multi-axis drives easier 
than ever.

To explore the codebase, report issues, or 
contribute to the project, check out the official website 
https://github.com/ros-industrial/ros2_canopen.

Acknowledgments

Author

Vishnuprasad Prachandabhanu
Fraunhofer Institute for Manufacturing Engineering and Automation (IPA)
Department of Robot and Assistive Systems
opensourcerobotics@ipa.fraunhofer.de
www.ipa.fraunhofer.de

https://github.com/ros-industrial/ros2_canopen
mailto:opensourcerobotics@ipa.fraunhofer.de
https://www.ipa.fraunhofer.de
https://esd.eu/en/products/can-interfaces?mtm_campaign=anzeigen&mtm_kwd=can_newsletter_0326_can_fd_interfaces


10 CAN Newsletter 3/2026

Battery thermal management

Keypads for off-highway applications

IP67-rated sealed keypads

The BTMS 1 (800V) launched 
by Calatherm (UK) is a battery 

thermal management system for 
high-voltage electric and hybrid 
vehicle platforms. The system 
with an integrated CAN-controlled 
water heater operates at 800 VDC 
nominal. It combines heating (up 

to 7 kW) and cooling (up to 6 kW) functions. Passive 
cooling is possible via a separate radiator pack. 
Due to a compact design, the system is suited for 
integration with cabin HVAC (heating, ventilation, and 
air conditioning) systems.                                            of

Rafi presented new keypads and encoders at the 
iVT Expo in Cologne (Germany). The devices are 

designed for rugged use in construction machinery, 
agricultural vehicles, mining vehicles, forestry machinery, 
and other off-highway applications. 

The product family includes keypads with silicone 
keys and rotary push encoders for input, menu 
navigation, and function control. Solutions with 16 or  
20 keys, integrated encoder keypads, and compact 
encoder variants are available for implementation of 
simple and complex operating concepts. Installation 
locations include armrests, control consoles, side 
panels, steering columns, and cockpit trim.

The IP69-protected (when installed) devices are 
specified for temperatures from -40 °C to +85 °C. The 
products feature CAN-FD interfaces supporting J1939 
and UDS higher-layer protocols. Possible power supply 
ranges from 6 VDC to 48 VDC. The variants are also 
designed for safety-critical applications in accordance 
with ISO 25119 AGPL d (agricultural performance 

Makersan (Turkey) presented at the iVT Expo 
its keypads, buttons, control boxes, displays, 

sensors, pedals, and joysticks with CAN connectivity. 
For example, the new MO 405F is a compact six-
button single-row keypad for intuitive operator control 
in challenging environments. The IP67-protected 
device with sealed keypads withstands operating 
temperatures from -40 °C to +85 °C. It supports J1939 
and CANopen higher-layer protocols, and provides a 
Modbus interface. Key icons and indication lights can 
be customized according to different applications such 
as automotive, commercial vehicles, construction 
machines, and agricultural vehicles.                                            of

iVT newsiVT news

(Source: Calatherm)

(Source: Rafi)

level), ISO 13849 PL d, and ISO 19014 MPL d (machine 
performance level). Secure Boot and Secure Update 
features support current requirements for cybersecurity 
and CRA (cyber resilience act) compliance.

RGB status LEDs, along with function and 
backlighting, provide visual feedback on operating 
states, active functions, and switching states. This 
makes the devices suitable for applications where 
frequently used functions must be reliably accessible 
and tactile blind operation is required. The products’ 
customizability allows adaptation to different machine 
classes, operating concepts, and customer-specific 
requirements.                                                                  of



Würth Elektronik ICS (Germany) showcased solutions 
for vehicle electrics and electronics from HV (high-

voltage) and LV (low-voltage) power distribution systems 
to electronic control units. Drivetrain electrification is 
currently a particularly important topic in the mobile 
machines industry. Using custom-developed HV PDUs 
(power distribution units), the company demonstrated how 
stable and safe connections for optimum power distribution 
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between battery, on-board charger, 
inverter, and other consumers such 
as heaters or DC/DC converters  
can be realized in the 60-VDC to 
1000-VDC voltage range.

The company’s REDline  
Power Boxes are a modular 
platform for development of power  
and signal distribution solutions for  
mobile machines. Different require-
ments for individual installations 
can be flexibly realized. Two new 
variants presented at the trade 
show are the CAN Box Medium 
CDM-A16 and the REDline Power 
Box Xtra. The CAN Box Medium 
CDM-A16 extends the functions of 
the REDline Power Box Medium 
2.0. Here, the electrics is equipped 
with a CAN controller for fuse 

monitoring and relay control as well as for connection  
of digital and analog sensors via CAN. The plug-in 
CDM-A16 module adds smart control and diagnostic 
functions to power distribution. Such smart power 
distribution controllers enable vehicles to be configured 
based on software, eliminating the need for adjust- 
ments to the electrical system, states the manufac- 
turer.                                                                                   of

Smart power distribution
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In logistics, forklifts, AGVs, and other vehicles are equipped 
increasingly with UWB radars to detect pedestrians and 

in vehicles, in order to avoid collisions. Often, these UWB 
radars are applied in sensor-fusion devices, featuring 
other sensor technologies such as millimeter-waves, visual 
recognition, or ultrasonic. Some single UWB radar devices 
as well as sensor-fusion devices are connected to CAN-
based in-vehicle networks. In case of predicted collisions, 
these devices can actuate audible and visual alarm devices 
via CAN. Some high-end solutions can also link with forklift 
speed limits or braking mechanisms, also caused by means 
of CAN communication. In case of AGVs, the UWB radar data 
is used to alert other vehicles on a possible collision by means 
of a wireless link and to stop or navigate the vehicle, sending 
a related command to the braking respectively steering 
device via CAN. Modern sensor-fusion platforms combine 
UWB ranging with visual recognition to differentiate between 
static infrastructure, moving pallets, and human personnel, 
achieving detection precisions above 95 percent in field 
trials. In most cases, there is functional-safe communication 
required, such as CANopen Safety (EN 50325-5, currently 
under revision) and SAE J1939-76 (for CAN CC) respectively 
SAE J1939-77 (for CAN FD) are specifying.

Such pedestrian protection systems often generate 
data streams, including timestamps, positional coordinates, 
and near-miss event logs, which are transmitted to 
central monitoring platforms or cloud-based analytics  
services. This data, while invaluable for safety improvement, 
also raises concerns regarding unauthorized access,  
data tampering, and potential misuse for employee 
surveillance. This needs to be avoided depending on the 
regulations in place.

Ultra-wide band (UWB) radar connected to Ultra-wide band (UWB) radar connected to 
CAN networksCAN networks

CAN-linked UWB radars are used for forklift pedestrian protection systems, in 
anti-collision devices for AGVs (automated-guided vehicles), and child-presence 

detection systems, for example.

Currently, the pedestrian protection market features a 
variety of proprietary communication protocols, data formats, 
and mounting interfaces, which can create interoperability 
hurdles when facilities seek to mix equipment from multiple 
suppliers or upgrade existing systems. CiA is going to extend 
its CiA 462 CANopen profile for item detection devices for 
UWB radar sensors. The specification supports sensor-
fusion devices. It is also suitable for devices implementing 
AI (artificial intelligence) algorithms and methods.

Blind-spot protection

Ubiquicom’s (Italy) functional-safe RTLS (real-time locating 
system) is based on UWB radars. It can be linked to 
CAN-based in-vehicle networks to enable active collision 
avoidance, access control, and telemetry. It can determine 
the exact position of obstacles, industrial vehicles, and 
personnel. It can also integrate this information with the 
vehicle’s speed and trajectory.

This “third eye” system provides a view of potential 
hazards around the vehicle. In a production setting, it 
minimizes "false alarms", because hazard alerts are 
triggered only for objects that are actually on a collision 
course. The warning and alarm zones adapt to the vehicle's 
actual movement and path, explained the Italian supplier.

Due to UWB radars and the AoA (Angle of Arrival) 
technology, the system ensures the localization of the 
vehicle. The RTLS system generates audible and visual 
alarms, when another vehicle enters the warning and alarm 
zones, and also enables the automatic implementation 
of countermeasures (e.g., automatic deceleration of both 
vehicles).
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Adjusting the shape and size of the control zones 
around the vehicle based on its trajectory allows only real 
hazards to be detected. For example, it alerts the driver to 
a vehicle hidden in a blind spot or one that is approaching, 
while ignoring those behind or moving away. The operator 
knows the position of the obstacle, due to the option of 
having a CAN-connectable in-vehicle display that shows 
the position of obstacles and the collision risk assessment 
in real time.

Child presence detection

Inventec (Taiwan) cooperating with NXP (see insert “Server 
for autonomous driving”) has applied UWB radar sensors for 
child presence detection (CPD) systems. The CPD system 
can comprise up to three UWB radars. When applying two 
sensors, you can additionally locate the seat and can sense 
the respiration of the child. With a third radar, it is possible to 
sense the child’s heartbeat; this can help to prevent incidents 
of children being left in hot cars, reducing the risk of heatstroke 
and death. The main board, equipped with NXP chips, features 
a CAN link to integrate the CPD system into the CAN-based  
in-vehicle architecture. ISO/TC 22/SC 31 (road vehicle,  
data communication) is currently discussing the  
standard-ization of child restraint systems. CAN is one  
option to connect it to the dashboard.                                  hz

Inventec (Taiwan) offers a server for autonomous  
driving. It consists of two subsystems connected 

through Ethernet. The failsafe system (compliant with 
ASIL-D) features two TC399 microcontrollers by Infineon 
(Germany) and two Sapphire Rapids processors by Intel 
(U.S.A.). Both subsystems come each with eight CAN FD 
ports to connect sensors and other devices. These inter-
faces are accessible at the rear.

Recently, Inventec announced the next phase of 
its collaboration with NXP (Netherlands). Building on a 
relationship that began in 2024, the two companies are 
expanding their joint efforts from UWB technologies to 
advanced zonal control architectures for the EV (electric 
vehicle) market. In March 2026, the companies completed 
a joint lab project focused on the NXP Coreride Z248 
zonal reference board. This ECU (electronic control 
unit) merges a 48-V power management, data routing, 
diagnostics, and AI‑enabled sensing into one unit. It is 
built on the S32K5 microcontroller, featuring one CAN XL 
and 16 CAN FD interfaces. Four of the CAN FD ports 
of the Coreride Z248 board are equipped with CAN SIC 
transceivers.                                                                     hz

Server for autonomous driving
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Explore the  
difference
Comprehensive analysis combined with ease of use: 
PCAN-Explorer 7 enables the control, simulation, and 
monitoring of CAN, CAN FD, and CAN XL buses. It displays 
data clearly in real time – including as interpreted 
signal values – and can record and play back this data. 
Demanding testing and analysis tasks can be easily 
implemented thanks to macros and Python scripts.

CAN Software PCAN-Explorer 7

CAN XL & J1939-FD SUPPORT

PYTHON SCRIPTING

USE OF MULTIPLE SYMBOL FILES

FLEXIBLE LICENSING MODELS

IMPROVED PERFORMANCE

WWW.PEAK-SYSTEM.COM/EXPLORER7

https://www.peak-system.com/de/produkte/software/analysesoftware/pcan-explorer-7/
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CAN is often introduced as a robust two-wire differential 
network that tolerates distributed nodes and an 

imperfect real-world wiring. That description remains 
valid, but it becomes incomplete as the data-phase bit 
rate increases. At higher edge rates, cable sections, 
connectors, stubs, and termination no longer behave like a 
single lumped load. Their impedance discontinuities create 
reflections, and those reflections can appear as overshoot, 
undershoot, or ringing on the differential bus signal. For 
explanatory reasons we use the network topology as 
shown in Figure 1. However, using this network topology 
in real-world systems is not recommended.

CAN SIC (signal improvement capability) is a physical-layer enhancement for 
CAN FD networks. It actively improves the normally recessive transition for a

limited time, reducing ringing caused by reflections. The protocol and CAN FD
frame format remain unchanged, but the transceiver timing and arbitration limits 

must be included in the network design.

CAN SIC transceivers: Taming reflections in 
CAN FD networks

Conventional CAN high-speed (HS) transceivers are 
designed around a simple electrical principle: they actively 
drive the dominant state and release the bus for the 
recessive state. This behavior is fundamental to arbitration. 
It is also one reason why a dominant-to-recessive 
transition can be comparatively slow and vulnerable to the 
energy returning from the network. This “ringing” is shown 
in Figure 2, which depicts the CAN signal from node 7 during 
transmission.
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Figure 1: Structure of the example CAN network (Source: 
Microcontrol)

The CAN signal improvement capability (CAN SIC) 
addresses this physical-layer problem without changing 
the CAN controller or the frame format.

Why high-speed CAN needs more than a 
faster transceiver

In a CAN CC (classic) network using CAN high-speed 
transceivers, a dominant bit is produced by driving a 
differential voltage onto CAN_H and CAN_L lines. A 
recessive bit is produced by releasing the bus so that 
the termination network brings the two lines back toward 
the common recessive level. The network is therefore 
not driven with the same impedance in recessive and 
dominant states.

Measurement devices

Figure 2: CAN signal ringing during transmission from 
node 7 (Source: Microcontrol)
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That asymmetry is normally an advantage because it 
enables a non-destructive arbitration: a dominant bit over-
rides a recessive bit. However, the physical waveform does  
not change instantaneously. When a transmitter releases the  
bus, the signal propagates through the cable and encounters  
branches, connectors, and other loads. If the topology  
is not electrically well matched to the cable, a part of the signal  
is reflected. At a sufficiently high data-phase bit rate, the reflec- 
tion can still be present when the receiver samples the bit.

The result is not necessarily a complete communication 
failure. More commonly, the system loses the timing margin. 
A receiver may see a delayed threshold crossing, a shortened 
or extended bit, or a series of spurious crossings that appear 
as glitches at the RxD output. The same physical network that 
works comfortably at 250 kbit/s may therefore become difficult 
to operate at 500 kbit/s, even if the nominal cable length has 
not changed.

What CAN SIC transceiver changes

A CAN SIC transceiver changes the electrical behavior of 
the recessive transition. Instead of immediately switching to 
a very high impedance, the transmitter actively drives the 
recessive level for a limited interval. The source impedance 
is approximately 100 Ohm in the commonly described 
implementation, rather than the tens of k-Ohms associated 
with a released output. This temporary low-impedance drive 
absorbs energy and reduces the amplitude and duration of 
reflections.

After the signal-improvement interval, the transceiver 
returns to the normal released state. That time limit 
is essential. The improvement function must help the 
recessive edge to settle, but it must not prevent a different 
node from asserting a dominant bit during arbitration. 
In addition to transmit-side ringing suppression, the  
ISO-defined family of signal-improvement functions also 
includes receive-side approaches that filter or reject 
ringing at the receiver. This difference is shown in Figure 3. 
Here, the transceiver from node 7 has been changed from 
a CAN HS transceiver to a CAN SIC transceiver.

Figure 3: Impact of CAN SIC transceiver from node 7 
(Source: Microcontrol)

https://www.kvaser.com
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The important distinction is that SIC is not a new 
CAN data link layer (ISO OSI layer 2) protocol. A CAN FD 
controller still transmits and receives the same dominant 
and recessive bits, using the same frame structure  
and nominal bit coding. The change is in the physical 
medium attachment (PMA) implemented by the transceiver.

The timing trade-off

Active driving of the recessive state improves the waveform, 
but it also introduces a new electrical condition during 
which the bus is being driven by more than one node. 
Imagine that several nodes transmit recessive bits at the 
same time while another node transmits a dominant bit. 
The dominant driver has to override the active-recessive 
drivers. The more nodes are active at the same time, the 
greater the load that has to be overcome.

For that reason, the signal-improvement interval 
is bounded and the arbitration phase cannot simply be 
treated as an 8-Mbit/s link. The standard specifies CAN 
SIC transceivers as supporting data-phase bit rates up to  
8 Mbit/s, while also warning that the arbitration phase may 
be limited to approximately 667 kbit/s when all CAN-Identifier 
values are considered. The exact usable value depends on 
the transceiver implementation, cable, topology, propagation 
delay, bit timing, and the required arbitration margin.

This is a central design message: SIC can make the 
data phase faster and more tolerant of ringing, but it does 
not remove the fundamental timing relationship between 
arbitration, bus length, and propagation delay. A CAN FD 
frame can therefore combine a conservative arbitration bit rate 
with a much faster data phase, provided that all nodes and the 
physical network are qualified for the selected settings.

SIC timing parameters

The original SIC engineering discussions use several 
timing parameters (see Table 1) to separate the effects of 
the transmitter, the bus, and the receiver. Keeping those 
effects separate is useful when moving from an oscilloscope 
waveform to a bit-timing calculation.

These parameters matter because CAN FD sampling 
is a phase-margin problem. The receiver does not merely 
need to detect the correct voltage; it needs to detect it within 

the permitted sample window after accounting for oscillator 
tolerance, controller delay, transceiver asymmetry, cable 
propagation, reflections, and the selected sample point. A 
transceiver data sheet that only advertises a headline bit rate 
is therefore not enough to qualify a network.

What SIC improves and what not

SIC is most valuable when the limiting problem is ringing 
caused by the network topology rather than by a fundamentally 
unsuitable cable or a missing termination. It can provide an 
additional margin in systems with longer branches, hybrid 
layouts, connectors, or other impedance discontinuities that 
would be difficult or expensive to eliminate mechanically. It is 
particularly relevant when the CAN FD data phase is above  
1 Mbit/s and the network needs more flexibility than a point-to-
point arrangement allows.

SIC does not turn an arbitrary wiring into a valid CAN 
network. The cable still needs an appropriate differential 
impedance, the main line still needs a correct termination, 
and stubs still have a finite electrical length. Common-mode 
behavior, electromagnetic compatibility, ground offsets, 
supply decoupling, and protection against bus faults remain 
the system responsibilities. A CAN SIC transceiver is a 
margin-improvement tool, not a substitute for the topology 
analysis, which should include the following steps:

	◆ Start with the physical network: cable type, characteristic 
impedance, total length, stub lengths, connector 
transitions, and termination.

	◆ Separate the arbitration-phase requirements from the 
CAN FD data-phase requirements.

	◆ Use the transceiver’s dominant-to-recessive and 
recessive-to-dominant propagation data in the  
bit-timing calculation.

	◆ Check both differential ringing and common-mode 
disturbances at representative nodes, not only at the 
transmitter.

	◆ Verify interoperability when different suppliers’ CAN SIC 
transceiver implementations are mixed in one network.

From CiA 601-4 to ISO 11898-2

The former CiA 601-4 specification is a historical reference 
for the CAN SIC concept. Its content moved into the  

Parameter Meaning Why it matters
Signal improvement time Time during which signal improvement 

remains active after a dominant-to-recessive 
transition at TxD.

It improves the edge, but its duration 
contributes to arbitration-phase limits when 
several nodes release the bus at once.

Transmitted bit-width 
variation

Difference between the bit width generated 
at TxD and the bit width appearing on the 
bus.

It describes timing distortion through the 
transmit path.

Received bit-width variation Difference between the received bit width at 
RxD and the original TxD bit width.

It captures the complete loop-delay effect 
through the transceiver.

Receiver timing symmetry Difference between the bit width on the bus 
and the bit width reconstructed at RxD.

It separates receive-path distortion from the 
bus waveform itself.

Propagation delay Delay from TxD to the bus and from the bus 
to RxD, specified separately for dominant 
and recessive states.

It consumes the phase margin and 
constrains the cable length, bit rate, and 
sample-point choices.

Standards note: The numerical limits in the internal timing sheet reflect the former CiA 601-4 / ISO 11898-2:2016 
comparison. Compliance work should use the licensed, current ISO 11898-2:2026 text.

Table 1: Timing parameters for CAN SIC transceivers (Source: Microcontrol, ISO)
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[1]	 ISO 11898-2:2026, Road vehicles – Controller area network 
(CAN) – Part 2: High-speed physical medium attachment 
(PMA) sublayer. It is the current normative reference for 
CAN SIC transceivers and related PMA options.

[2] 	CiA: Physical-layer options. Overview of CAN HS, CAN FD, 
CAN SIC, and CAN SIC XL transceiver categories and their 
practical bit-rate/topology context.

[3] 	CiA 601 series: CAN FD guidelines and recommendations. 
CiA website explaining that SIC handling formerly specified 
in CiA 601-4 is now specified in ISO 11898-2. The text also 
points to the related design calculations.

ReferencesISO standardization process and was incorporated into 
ISO 11898-2:2024. This edition was later replaced by  
ISO 11898-2:2026, which is the current normative reference 
for CAN SIC transceiver requirements.

The withdrawal of CiA 601-4 should therefore not be 
interpreted as a withdrawal of the CAN SIC technology. It 
reflects the normal transition from an industry specification 
to an international standard. CiA also issued an interim 
corrigendum proposal, CiA 140, because some comments 
and corrections were not reflected in the ISO 11898-2:2024. 
CiA later withdrew the CiA 140 document as the ISO revision 
has been progressing.

Conclusion

CAN SIC transceivers address a very practical weakness in 
high-speed CAN networks: the energy that a conventional 
transceiver leaves behind when it releases the bus. By actively 
shaping the recessive transition for a controlled interval, SIC 
reduces ringing and can make more demanding CAN FD 
topologies feasible. The gain comes with a timing trade-off, 
especially in the arbitration phase, so the improvement must 
be considered together with the propagation delay, sample-
point margin, and network topology.

For engineers accustomed to CAN high-speed 
transceivers, the migration concept is straightforward:  
the controller and frames remain familiar, while the  
physical-layer qualification becomes more detailed. The  
key question is not simply whether a transceiver is  

advertised as supporting a certain bit rate. The key question  
is whether the complete network – transceivers, cable, 
connectors, termination, controller timing, and EMC 
environment – remains inside the limits of the current  
ISO-defined PMA behavior.                                                t

ASIL D
ISO  26262

mailto:koppe@microcontrol.net
https://www.microcontrol.net
https://www.cast-inc.com/interfaces/automotive-bus-controllers
https://www.can-cia.org/can-knowledge/physical-layer-options
https://www.can-cia.org/can-knowledge/cia-601-series-can-fd-guidelines-and-recommendations
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The tool works with a wide range of interfaces supported 
by the kernel, including SocketCAN devices, CANable, 

and Candlelight adapters, and network-based tools such 
as CANblaster over UDP (User Datagram Protocol). 
This allows users to test with virtual CAN interfaces or 
connect directly to physical hardware without proprietary  
drivers.

Cangaroo supports DBC (data base CAN) databases 
and can load multiple files at once to decode frames into 
human-readable parameters. Decoded data can be inspected 
in a trace view or visualized using time-series graphs, scatter 
plots, text views, and configurable gauges. These views 
are designed for live monitoring and interactive inspection, 
including zooming and timestamp-based analysis.

Higher-layer protocol support includes UDS over  
ISO-TP (standardized in the ISO 15765 series) with automatic 

The Cangaroo is an open-source The Cangaroo is an open-source 
CAN bus analyzer for Linux-based CAN bus analyzer for Linux-based 
desktop controllers. It focuses on real-desktop controllers. It focuses on real-
time capture, decoding, and analysis time capture, decoding, and analysis 
of CAN CC (classic) and CAN FD of CAN CC (classic) and CAN FD 
(flexible data rate) traffic, with native (flexible data rate) traffic, with native 
integration into the Linux SocketCAN integration into the Linux SocketCAN 
stack.stack.

Open-source CAN analyzer Open-source CAN analyzer 
   supports SocketCAN and     supports SocketCAN and  
      CAN FD on Linux      CAN FD on Linux

reassembly of multi-frame diagnostic messages, as well 
as J1939 message decoding. J1939 features include PG 
identification and support for multi-segment BAM (broadcast 
announce message).

Figure 1: CAN parameters visualized in real-time (Source: 
Hubert Denkmair)

Figure 2: Remote CAN traffic monitoring  
(Source: Hubert Denkmair)

For development and testing, Cangaroo can simulate 
CAN traffic using manual or periodic transmissions. 
Generated frames can be looped back into the trace view, 
making it possible to observe both transmitted and received 
traffic in a single workspace. The application also supports 
advanced filtering and logging for offline analysis.

Installation is available either by building from source 
using a provided Linux setup script or by installing a  
pre-compiled release package. Dependencies are based on  
Qt 6 and standard Linux networking libraries, with packages 
available for major distributions including Ubuntu, Fedora, 
and Arch Linux.

The Cangaroo project was originally written by Hubert 
Denkmair, who developed the initial open-source CAN bus 
analyzer and published it on GitHub. Ongoing development 
is now carried out by OpenAutoDiagLabs, which maintains 
a fork of the original repository and continues to expand the 
tool with new protocol support, visualization features, and 
regular Linux releases.                                                           hz
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Marelli has developed a ZCU (zone control unit), which 
has been awarded as “Engineering product of the year”.  
The Digital Engineering award ceremony was hosted 
by L&T Technology Services in association with ISG  
and CNBC‑TV18. The ZCU was selected for its break- 
through role in simplifying vehicle electrical and elec-
tronic (E/E) architecture, reducing system complexity, and  
accelerating the transition toward software defined vehicles  
through a unified, scalable, and future-ready platform.

“This recognition for our ZCU makes me and all of us 
at Marelli truly proud,” said Ravi Tallapragada, President of 
Marelli’s Electronics business. “I want to congratulate our 
global engineering teams, whose dedication and expertise 
made this achievement possible.”

The product supports two 1-Gbit/s Ethernet ports and 
more than 20 CAN as well as LIN interfaces. In addition, it 
accommodates 48-V system requirements with dedicated 
power input and e-fuse-protected power output. By 
replacing numerous dedicated ECUs (electronic control 
units) and simplifying wiring layouts, the ZCU reduces 
wiring harness weight by approximately 30 percent 
compared to existing zonal control systems.

Built on the Elite-Zone platform, the ZCU integrates 
next-generation microcontrollers, smart power switches, 
and the above-mentioned communication interfaces. 
The product is suitable for software-defined vehicle 
architectures. It features an integrated data routing engine 
for all supported network technologies and supports 
functional safety up to ASIL D (automotive safety integrity 
level D).                                                                               hz

More than 20 CAN and LIN ports
The 848 series of wear-free Hall - 
effect fingertip joysticks from  
Megatron Elektronik (Germany)  
features a flat and robust design. 
These input devices are suited for 
use in control consoles, driver's 
cabs, and applications with high 
mechanical requirements. The 
IP66-protected joysticks feature a profile of less than  
42 mm above the panel and an installation depth  
of less than 26 mm. The internal magnetic  
shielding minimizes the impact of external magnetic  
fields.

The joysticks' mechanics can withstand a maximum 
load of 400 N. The omnidirectional metal mechanism is 
equipped with a ball-and-socket joint to dissipate the forces 
acting on the shaft. Very resistant to vertical impacts, the 
design can also withstand high tensile and shear forces, 
informs the company. Since the sensor is based on wear-
free Hall technology, the joysticks have a service life of 
up to 10 million cycles and are optionally available with 
redundant Hall sensors for greater reliability.

Depending on requirements, the finger joysticks can  
be equipped with a J1939 or CANopen interface, an analog  
voltage output, or pulse width modulation (PWM). The  
joysticks can be installed from above or below, either in a 
panel or a vehicle dashboard. They can be delivered with  
a 2,54-mm pitch connector, customer-specific cable  
assemblies, and 3,3-V electronics for inputs and  
outputs.                                                                               hz

42-mm finger joystick
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The tool supports CAN CC (classic) and CAN FD 
variants. Tolerances for bit rates can be specified and 

a list of CAN peripheral clock frequencies can be created. 
The sample point, synchronization jump width (SJW), and 
other parameters are configurable. For CAN FD, the time 
quantum is crucial: the smaller this value is, the better. 
Using the available peripheral clock frequencies and all 
specified parameters, including the sample point, BitCalc 
attempts to determine the optimum values. These are 
then sorted and output in a tabular form. The tool runs on 
Windows XP (and later Windows versions) or under Linux 
using Wine. BitCalc is available for download from the 
company’s website.

The tool supports microcontrollers from the manu-
facturers as shown in Table 1.

Table 1: Microcontrollers supported by BitCalc (Source: 
MHS-Elektronik)

Manufacturer Products / product families
Analog Devices 	◆ BlackFin

Infineon 	◆ MultiCAN
	◆ TC21x/TC22x/TC23x family (CAN-FD)
	◆ FX/FM3 series
	◆ LX series

Microchip 	◆ AT90CANxxx, (A)T89C51
	◆ AT91
	◆ ATSAM (CAN-FD)
	◆ dsPICxxF
	◆ MCP251x
	◆ MCP251xFD

NXP 	◆ FlexCAN modules
	◆ HC05xx, HC08xx, HC12xx (MCAN)
	◆ S32K1xx (CAN-FD)
	◆ LPC546xx (CAN-FD)
	◆ MPC5748G (CAN-FD)
	◆ SJA1000

Renesas 	◆ M16C/R8C family
	◆ M32R family
	◆ RX6xx
	◆ RZ family
	◆ SuperH family

STMicroelectronics 
(ST)

	◆ STM32G0, STM32G4, STM32H7,  
STM32L5, STM32MP1 (CAN-FD)

	◆ STM32

MHS-Elektronik offers the Bit Timing Calculator (BitCalc) tool for 
calculating CAN bit-timing register values for microcontrollers from different 
manufacturers.

CAN-FD bit-timing calculator

Program description

On the start screen of the “Bit Timing Calculator”, first 
select the controller (see “red 1” in Figure 1: “Select by 
Controller”). The grey-shaded controller setup area is then 
enabled (see Figure 2). Next, select the manufacturer (“red 
2”) and series (“red 3”). In our example, the manufacturer 
is STMicroelectronics (ST) and the series is “STM32G0, 
STM32G4, …”.

The “red 4” shows the list of CAN peripheral clock 
frequencies used. Select under “red 5” the “Clock Setup” 
to change this list. The selected controller series is a CAN 

Figure 1: Start screen of the “Bit Timing Calculator” 
(Source: MHS-Elektronik)

Figure 2: Controller setup area (Source: MHS-Elektronik)

C
AN

 F
D



23CAN Newsletter 3/2026

FD controller. At the “red 6” you can disable calculation of 
the CAN FD data-phase bit rate. Then click “red 7” (“Next”) 
to configure the bit rates.

Then, the window as shown in Figure 3 is enabled. 
The standard bit rates are available in the drop-down 
list (see “red 1”) for CAN CC and the drop-down list (see 
“red 7”) for CAN FD. To calculate custom CAN CC and 
CAN FD bit rates, enter the bit rate in the corresponding 
text box. The prefixes “k” and “M” are supported. Use a 
decimal point for decimal values. For example, 33.3 kbit/s. 
The “red 2” (“red 8” for CAN FD) specifies the permitted 
percentage deviation from the entered bit rate. This value 
should normally be left at “0.0 %”; specifying a tolerance is 
only recommended for custom bit rates.

At the “red 3” (“red 10” for CAN FD), select the method 
used to determine the sample point:
	 1. Use CiA-recommended sample point
	 2. Fixed sample point
	 3. Range

Figure 3: Window for bit-rate calculation (Source:  
MHS-Elektronik)

For options 1 and 2, a fixed value is specified with a 
permitted tolerance at “red 4” (“red 11” for CAN FD). When 
the calculated bit-rate tables are sorted, the values with 
the smallest tolerance are given priority. For option 3, a 
permitted range is specified for the sample point. With this 
setting, the sample point does not affect the sorting order.

When “red 5” (“red 12” for CAN FD) is enabled, the 
synchronization jump width (SJW) is automatically set to 
the maximum possible value. When it is disabled, the value 
is set manually. “Red 6” and “red 13” are features that may 
or may not be included in the BTRs (bit-timing registers), 
depending on the controller. Refer to the relevant controller 
datasheets for further information. At “red 9”, it should be 
specified whether the same prescaler is used for the CAN 
CC and CAN FD bit rates. This setting is recommended 
and should only be disabled in exceptional cases. Once 
everything has been configured, click “Press to calculate 
bit rates” at “red 14” to calculate the bit-timing register 
values. The results for the CAN bit-timing register are then 
shown in the “Nominal bit rate” table (see Figure 4). When 
you select an entry here, the corresponding results for the 
CAN FD bit-timing register appear in the second table, 
“CAN-FD data bit rate”.

Both tables are sorted, with the best results shown 
first. The entries are color-coded as shown in Table 2.

Table 2: Meaning of colors in the bit-rate tables (Source: 
MHS-Elektronik)
GREEN Bit-rate tolerance = 0%; sample-point tolerance = 0%
YELLOW Bit-rate tolerance = 0%; sample-point tolerance > 0%
ORANGE Bit-rate tolerance > 0%; sample-point tolerance = 0%
RED Bit-rate tolerance > 0%; sample-point tolerance > 0%

Now select the desired CAN FD bit-rate entry. Click 
“Copy to clipboard” to copy the result (see Figure 5) to the 
clipboard. Then, you can paste it directly into the C source  
code.                                                                                    t

Figure 4: Resulting bit-rate tables (Source: MHS-
Elektronik)

Figure 5: Result of the bit-rate calculation in C source 
code (Source: MHS-Elektronik)

Author
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Receiving orders exceeding 500 units from an 
automotive customer, Zhiyuan Robotics (China) 

started the mass production. The robotics industry in 
China is shifting from demonstration applications to real 
operational scenarios. In this wave of industrial upgrade, 
Gigadevice has developed dedicated microcontrollers for 
humanoid robots. They feature Cortex-M33 or Cortex-M7 
cores. These MCUs (microcontroller units) implement CAN 
FD protocol controllers based on Bosch’s CAN FD IP core. 
The GD32 series is designed to be used for multi-joint 
real-time motion control. The company’s analog portfolio 
covers sensor signal-conditioning, motor driving, and 
power management, which are optimized to be connected 
to the offered MCUs.

Zhiyuan Robotics expects to produce several thousands 
of humanoid robots in 2026. Yushu Technology, another 
Chinese robot maker aims to produce over 5000 units 
annually, including a lightweight version.

From dexterous hands via arm joints to  
leg joints

Dexterous robot hands integrate typically 10 to 20 degrees 
of freedom, dozens of tiny motors, and hundreds of sensors. 
This requires powerful MCUs. The GD32H75E series of 
microcontrollers (based on a 600-MHz Cortex-M7 core) is 
designed for this kind of applications. It comes with three 
CAN FD protocol controllers and eight UARTs (Universal 
Asynchronous Receiver/Transmitter) ports.

MCUs controlling arm joints must also feature small 
package sizes. Besides the above-mentioned GD32H75 
series (8 mm x 8 mm), Gigadevice offers the GD32F505 
series with two CAN FD ports and the GD32G553 series 
with three CAN FD ports (both measuring 4 mm x 4 mm). As 
the arm joint movement generates a significant heat, these 
MCUs needs to feature a broad operating temperature range 
and an EMI (electromagnetic interference) suppression 
capability to ensure operational stability in environments with 
strong magnetic interferences.

Leg joints must support the total chassis weight, while 
managing dynamic scenarios such as walking, running, and 
fail recovery. Consequently, drive systems employ high-
power motors with instantaneous torque outputs higher than 
those of arm joints. This requires MCUs with exceptional  
real-time control capabilities. The GD32H75E series is 
suitable for such applications as well as the GD30DRE518 
motor drive SoC (system on chip), which comes with three 
CAN FD ports.

Gigadevice (China) offers microcontrollers for humanoid robots. They provide 
multiple CAN FD protocol controllers, which can be applied, especially to arm 
and leg joints.

CAN FD in humanoid robots

Of course, these three sub-systems need to be 
integrated into a distributed control system. For this purpose, 
MCUs with multiple networking capabilities (e.g., CAN FD 
and Ethercat) are required. Gigadevice offers the GD32C113 
series (with two CAN FD ports), the GD32H75E series, and 
the GDSCN832 Ethercat sub-device controller series to 
implement communication nodes.                                         hz

The leg joint control units of Honor's "Lightning" robot 
(winning a humanoid robot marathon) are equipped with 
multiple GD32H7 microcontrollers with on-chip CAN FD and 
external Ethercat interfaces (Source: Gigadevice)
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CAN FD (flexible data rate) networks using CAN SIC (signal improvement CAN FD (flexible data rate) networks using CAN SIC (signal improvement 
capability) transceivers are state-of-the-art. Besides NXP and other Western capability) transceivers are state-of-the-art. Besides NXP and other Western 
chipmakers, Chinese semiconductor manufacturers are increasingly offering chipmakers, Chinese semiconductor manufacturers are increasingly offering 

CAN SIC chips.CAN SIC chips.

CAN SIC transceivers made in ChinaCAN SIC transceivers made in China
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The original idea, suppressing ringing on CAN lines by 
means of temporarily reducing the impedance of the 

transceivers, was introduced by Denso (Japan). After some 
discussions within CiA, this idea was improved and specified 
in CiA 601-4 (version 2). In the meantime, this approach is 
internationally standardized in ISO 11898-2:2026.

The first automotive CAN FD users in Europe and U.S.A. 
applied the legacy CAN FD transceivers enabling 2 Mbit/s 
in the data phase. CAN SIC transceivers are capable to run 
up to 8 Mbit/s depending on the physical network design –  
mainly the chosen topology (e.g., single or double star). 
The CAN Newsletter has already published several articles 
about CAN SIC transceivers (see insert). NXP was the first 
chipmaker, offering CAN SIC transceivers as specified in 
 ISO 11898-2:2026.

The automotive CAN market is migrating from CAN CC  
(classic), using bit rates of 250 kbit/s or 500 kbit/s, to CAN FD,  
applying bit rates from 2 Mbit/s to 8 Mbit/s. Some sources 
estimate the global CAN markets with annual installation 
figures of 4,5 billion nodes. The annual figure for Chinese 
markets is 1,5 billion nodes. In order to reduce the dependency 
on foreign chipmakers, the Chinese government sponsors 
CAN SIC transceiver developments by Chinese companies.

From the first Chinese CAN SIC transceiver ..

In March 2024, CiA member Novosense introduced the 
NCA1462-Q1 CAN SIC transceiver, supporting a stand-by 
mode. It complies with the ISO 11898-2 standard and the 
predecessor CiA 601-4 specification (withdrawn after the 
ISO 11898-2 Edition 3 publication in 2025). The transceiver 
features a normal and a stand-by mode as well as a VIO 
supply pin. The product has a tight bit-timing symmetry, 
enabling bit rates of up to 8 Mbit/s and beyond depending on 
the physical network design. This includes the bus load, the 
number of nodes, the cable length, and other factors.

The CAN SIC transceiver has a ±12-V input common-
mode range, enabling reliable communication between 
nodes with large ground potential deviations. It has a low-
current stand-by mode with a wake-up capability. The 
transmit data dominant time-out function prevents the CAN 
FD network from lock-up by the faults on microcontrollers. 
Moreover, the chip provides a thermal and a short-circuit 
protection. It is pin-compatible with legacy CAN HS (high-
speed) and CAN FD transceivers, such as the NCA1042 by 
Novosense. The CAN SIC transceiver can be connected to 
CAN FD controllers supplied with 5 V or 3,3 V.

There are two versions of the NCA1462-Q1 available, 
only differing in the function of a single pin. Pin 5 is either 
a VIO supply pin or an NC (not connected) pin. The VIO 
pin should be connected to the microcontroller’s supply 
voltage. This adjusts signal levels of pins TXD, RXD, and 
STB (stand-by) to the I/O levels of the microcontroller. The 
VIO pin also provides the internal supply voltage for the low-
power differential receiver of the transceiver. For applications 
running in low-power mode, this allows the network lines to 
be monitored for activity, even if there is no supply voltage 
on VCC pin. For versions without a VIO pin, the VIO input 
is internally connected to VCC. This sets the signal levels 
of pins TXD, RXD, and STB to levels compatible with 5-V 
microcontrollers.

A “low” level on the STB pin selects the normal  
mode. In this mode, the transceiver can transmit and receive 
data via CAN-H and CAN-L. The TXD pin must be “high” 
at least once in normal mode before the transmission can 
begin. The differential receiver converts the analog data on 
the network lines into digital data on the RXD pin. The slopes 
of the output signals on the network lines are internally 
controlled and are optimized in a way that guarantees the 
lowest possible electromagnetic emission. In recessive 
state, the output voltage on the network pins is VCC/2. 
After entering the normal mode, it is recommended to pull 
up the TXD pin to a “high” level for at least 200 ns before 
communications, for fear of unwanted TXD timeout caused 
by unstable TXD level during the power-on phase. The  
stand-alone transceivers are available in SOP8 or DFN8 
packages.

Figure 1: Block diagram of the NCA1462-Q1 CAN SIC 
transceiver (Source: Novosense)
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.. to a bunch of Chinese CAN SIC products

Also in 2024, Meraki Integrated Circuit launched the 
MCAN1462-Q1 CAN SIC transceiver. In the meantime, the 
chipmaker has released additional CAN SIC transceivers 
(MCAN1463-Q1 and MCAN1465-Q1). They differ in 
housings and add-on functionality. The company claims to 
be the first Chinese chipmaker that supports bit rates up to 
10 Mbit/s with its CAN SIC transceivers. The implemented 
wake-up mode includes a local wake-up, an arbitrary frame  
wake-up, and a local networking function to adapt to 
different user application scenarios. These transceivers  
are suitable for 5-V as well as 3,3-V supplied CAN FD  
nodes.

C&S Group (Germany), an  
independent test house, has suc- 
cessfully performed conformance  
and interoperability tests with  
these CAN SIC transceivers. 
The tests were based on 
the ISO 16845-2 test plan 
standard and additional test  
cases pre-specified in the CiA  
association. The ISO 16845-2  
edition including dedicated  
test cases for CAN SIC 
transceivers is currently in 
international balloting.

Another Chinese chipmaker is CiA member 3Peak, 
who has launched CAN SIC products. The TPT1462xQ 
and TPT1463Q system basis chips (SBC), implementing 
a CAN SIC transceiver, have been successfully tested by  

two independent parties  
(C&S Group and IHR,  
Germany) and have 
passed the Velio 
(Vehicle LAN Interoper-
ability and Optimization) 
tests by Toyota (Japan).  
Besides usual confor- 
mance and inter- 
operability issues, the  
Toyota test covers also  
SIC activation response,  
bus-level accuracy, signal- 
symmetry performance, 

and data stability. The SBC supports data-phase bit 
rates up to 10 Mbit/s, depending on the physical network 
design. The tested transceivers maintain RXD effective bit 
width and accurate rollover, enabling long-term error-free 
communication, stated the Chinese chipmaker. Compared 
with similar products on the market in the same environment, 
the SBCs offer advantages, effectively ensuring 
communication stability, said the company.

Southchip Technology, located in Shanghai, has 
also developed a CAN SIC transceiver. The SC25042Q 
chip features a built-in ringing suppression circuitry that 
automatically adjusts the load impedance. It complies with 
the ISO 11898-2 standard. At a bit rate of 5 Mbit/s, the 
signal cycle deviation is measured as 0,5 % (from 200 ns 
to 199 ns). The chip is suitable for 12-V and 24-V power 
supplies and can be connected directly to 5-V and 3,3-V 
microcontrollers with CAN FD ports. There are two 8-pin 
packaging options: SOP8 and lead-free DFN8.

CiA member Hunan Silicon IoT (SIT) offers two 
CAN SIC transceivers: SIT1462Q and SIT1463Q. They 
distinguish in the specified common-mode range (±12 V 
respectively ±30 V). The SIT1463Q CAN SIC transceiver 
supports bit rates up to 8 Mbit/s. It features a CAN fault 
protection from -58 V to +58 V. In addition, the chip 
provides five modes: normal mode, silent mode, stand-by 
mode, sleep mode, and off mode. In low-power mode, it 
supports local wake-up and remote wake-up.

The Taiwanese CiA member  
Amazing supplies the AZKN9325P  
CAN SIC transceiver, capable to  
run up to 8 Mbit/s. The fast signal  
transitions generate stronger 
high-frequency harmonics, which  
can more easily radiate or 
couple into surrounding circuits 
through the bus lines. The inter- 
national standard IEC 62228-3:2019  
defines EMC performance require-
ments for CAN transceivers  
under minimal-node topology con- 
ditions. Like the above-mentioned  
products, the transceiver by Amazing  
meets these requirements. The  
related CAN SIC standards and  
legacy specifications (ISO 11898-2  
respectively CiA 601-4) require to pass additional RF  
(radio-frequency) immunity tests. The AZKN9325P chip 
has been certified by third-party laboratories, achieving the 
required level of performance.

The Far East competition in the CAN SIC transceiver 
business is a first step in reducing dependency on Western 
chip technology. The predicted high volumes of several 
billion chips make it interesting to invest in such products. 
Especially, if this is supported by a government.

Besides NXP, the market leader without any doubts, 
also Aumovio (formerly: Continental) Bosch, Infineon, 
and Texas Instruments manufacture chips with CAN SIC 
functionality. Aumovio and Bosch do this mainly for internal 
use. In general, CAN SIC products are available as stand-
alone components or are integrated in an SBC with further 
circuitry.                                                                                  hz

Figure 3: The 
SIT1463Q transceiver 
features signal-
improvement 
capability as specified 
in ISO 11898-2 
(Source: SIT)

Figure 4: Test board with 
the AZKN9325P CAN SIC 
transceiver (Source: Amazing)

	◆ ESD Electronics: CAN SIC transceivers improve 
signal quality (1-2025)

	◆ Infineon: SIC or SIC XL – this is not the question 
(1-2023)

	◆ Infineon: The new dynamic parameters of CAN  
SIC (4-2022)

	◆ Interviews with providers: CAN SIC transceivers 
(3-2022)

CAN Newsletter articles on CAN SIC

Figure 2: MCAN1463 test report by C&S Group (Source: Meraki)
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AI board for humanoid
robots

Digital counter device

Advantech (Taiwan) has developed the MIB-
742 board, coming with up to four CAN FD 

interfaces. The Physical AI (artificial intelligence) 
product is powered by Nvidia’s (U.S.A.) Jetson T5000 
processor. It is intended for sensor fusion applications 
in humanoid robots. Besides the CAN FD ports, the 
board features one 5-Gbit/s and up to four 25-Gbit/s 
Ethernet interfaces as well as an 8-channel video port. 
The AI processor comes with a JTAG (Joint Test Action 
Group) and a debug UART (universal asynchronous 
receiver/transmitter) interface.

For safety-critical robotics environments, the 
galvanic-isolated CAN FD interfaces protect the AI 
compute domain from actuator-induced noise and 
faults. The CAN interfaces feature TTCAN (time-
triggered CAN) functionality (level 0, 1, and 2). This 
means, they can be synchronized with external events. 
Each CAN FD frame buffer has its own CAN-ID mask, 
supporting a programmable FIFO (first-in, first-out 
mode). A programmable loop-back mode for self-test 
is supported, too.                                                        hz

The 8-channel counter input  
device by Dewesoft (Slo-

wenija) is intended for the 
Sirius XHS system. The module 

(Source: Advantech)

The Supercounter 
device comes with 
a CAN FD interface 
(Source: Dewesoft)

The electric-powered Ferrari Luce is equipped with 
sub-layered CAN FD networks connected to the 
Ethernet-based backbone network. The CAN-linked 
e-Box, located behind the second level of modules, 
houses the power electronics, which include the BMS 
(battery management system), fuses, relays, and 
various sensors (current, gas, etc.). It manages power 
flows and communication via CAN interrupts within  
3 ms, in the event of a short circuit exceeding 2000 A.

    

Power measurement
module with CAN FD

Yokokawa (Japan) has laun-
ched the updated 720301 

(Source: Yokogawa)

supports event counting, waveform timing as well 
as encoder, tachometer, or gear-tooth counting. It 
provides CAN FD connectivity, allowing bit rates up 
to 8 Mbit/s. The counters attached to the Sirius XHS 
system boast a time base of 150 MHz, a maximum 
bandwidth of 15 MHz, and a 32-bit resolution. They 
feature advanced input filtering to address glitching 
issues. Counter inputs are compatible with 3,3-V  
TTL/CMOS logic levels.

The counter channels can also be used as  
a digital output. Digital outputs utilize 5-V push-
pull logic with a fast-triggering option. The triggers  
out module enables digital outputs based on  
custom conditions. Either from the analog input 
channel or the digital input channel. This trigger  
option operates in real-time on the hardware itself. 
Users have the flexibility to customize the shape of the 
output pulse in terms of delay and duration. The total 
response time can go below 500 ns, proving beneficial 
in time-critical applications such as emergency 
shutdowns or alarms.

The counter device is suitable for electric motor 
testing, where in addition to the voltage and current 
inputs the user can connect the frequency output of 
the torque sensor and rotational speed sensor to the 
counter inputs. The company also supplies a power 
analyzer and motor analysis software solution.         hz

power measurement module for the company’s data 
acquisition systems. It features CAN FD connectivity.

The energy storage infrastructure, from EV 
(electric vehicle) batteries to UPS (uninterruptible 
power supply) in data centers, is expanding, driven 
by the accelerating electrification process and the 
AI (artificial intelligence) race. The updated module 
has been developed to meet the demand for AC 
(alternating current) accuracy assurance of voltage, 
current, and power in high-speed data acquisition 
applications, from EVs to UPS.

The all-in-one module simplifies the synchronized 
measurement of guaranteed-accuracy power, voltage, 
and current, combined with signals such as sound, 
vibration, and acceleration. In addition, the product’s 
high-speed cycle-by-cycle power calculation, with 
a computation interval of 0,1 ms, enables precise 
capture of power fluctuations during backup operations 
of UPSs and emergency power generators.              of
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CAN-FD repeater and CAN-FD-to-Ethernet gateway

EMS Dr. Thomas Wünsche (Germany) launched 
the CRep S8C/FD repeater for CAN FD and CAN 

CC (classic) networks. The device provides eight CAN 
(FD) channels, a latency of 160 ns, and the ability to 
implement star-shaped network topologies. It features 
the TCAN1462 transceiver From Texas Instruments 
(TI) implementing the signal improvement capability 
(SIC). A key feature is the ability to reduce installation 
costs by cascading up to three devices. The repeater 
can permanently isolate dominant bus segments and 
features split termination (2 x 60 Ω) or, optionally, a high-
impedance termination. The galvanic isolation of the 
supply voltage from the CAN system provides additional 
safety.

Figure 1: CRep S8C/FD repeater  
(Source: EMS Dr. Thomas Wünsche)

Figure 2: EtherCAN/
FD-S gateway 
(Source: EMS Dr. 
Thomas Wünsche)

The company has also expanded its product portfolio 
by the EtherCAN/FD-S gateway that enables connection 
of CAN-CC and CAN-FD systems to Ethernet networks. 
The compact, DIN-rail-mountable device deploys a 
galvanically isolated TCAN1462 CAN SIC transceiver 
from TI. Supporting the FreeRTOS operating system, the 
gateway is suited for industrial applications. The device 
is equipped with a USB-C interface for maintenance 
(e.g., for factory settings or network information) and an 
integrated web server for configuration. The device not 
only enables remote control of CAN systems in LAN (local 
area network) environments but also allows multiple CAN 
networks to be connected via Ethernet, for example, 
through back-to-back operation of two devices.              of

Multi-channel pressure scanner

Evolution Measurement (UK) has launched the 
Evoscann P16X-A device designed for aerodynamic 

testing. The product features plug-and-play CAN FD 
connectivity, allowing power and data distribution 
through a single cable. It weighs 17 g, enabling 
installation directly within aero-foils, ducts, and model 
surfaces, capturing data, where it matters most.

The device is supported by an optional anti-vibration 
mounting frame and a removable manifold. This enables 
faster setup, improved durability, and easier integration 
across a range of test environments, stated the supplier. At 
its core, the product integrates 16 piezo-resistive sensors 
with individual 24-bit A/D (analog/digital) converters. 
Integrated temperature compensation ensures reliable 
data in changing environments.

The University of Southampton Formula Student 
team has used the Evoscann product. By deploying 
the scanner during wind tunnel and on-track testing, 
the students captured in real-time pressure data across 
the vehicle’s surfaces. This enabled them to validate 
and iteratively improve their CFD (computational fluid 
dynamics) simulations, refining their aerodynamic 
package for minimal drag and maximum efficiency, critical 
factors in endurance and overall energy performance.

“As the lead aerodynamics sponsor for the 
Southampton team, we’re thrilled to see our technology 
directly contributing to such a significant engineering 

achievement,” said Paul Crowhurst, CEO and founder of 
Evolution Measurement. “Their perfect efficiency score is 
a powerful validation of data-driven design and a shining 
example of how accessible, high-quality instrumentation 
can accelerate student innovation.”                                   of

(Source: Evolution Measurement)
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Interface tests for CAN FD and LIN Scalable test platform for ECUs

Göpel Electronic (Germany) has introduced an 
extension for the Scanflex Multi Port Bus I/O 

Module 9305. With the new BAC (bus access cable) 
module CAN FD and LIN systems can be tested for 
functionality during production. The module can be 
connected to the Scanflex system, which enables 
access to test functions of the Scanflex JTAG/boundary 
scan controller. The controller then simultaneously 
generates and dynamically distributes the vectors 
and control sequences to the interfaces. The Scanflex 
controller is based on multi-core processors and FPGAs, 
which allows users to execute test and programming 
technologies from embedded JTAG solutions. Scanflex II  
has eight parallel test access ports for up to 100 MHz. 
This enables synchronized execution of embedded 
test, debug, and programming operations via boundary 
scan, processor emulation, chip integrated instruments, 
or the embedded diagnostics methods.                        of

The Magiccar Compact Plus is a compact and scalable 
desktop test platform launched by Göpel Electronic 

(Germany). It covers key areas of ECU (electronic control 
unit) development and validation. The test platform 
supports, network tests, infotainment tests, quality, 
functional, and endurance tests for ECUs. The system 
features an integrated, programmable power supply. It 
provides residual bus simulations, including diagnostics 
and SecOC (Secure onboard communication) across 
CAN FD, LIN, Flexray, and Automotive Ethernet networks. 
Combined with expandable fault modules, targeted 
interface and robustness tests can be carried out. Critical 
communication states can be simulated and analyzed in 
a reproducible manner to verify the behavior of ECUs. 
For extended tests, external devices such as loggers, 
multimeters, oscilloscopes, or signal generators can be 
integrated. In addition, the platform has been enhanced 
with an on-board logging function to an internal SSD.       of

Expanded PCIe board Rugged AI computers

Force and humidity measurement module

Kvaser (Sweden) introduced the M.2 PCIe xCAN 
main board with a higher level of flexibility for 

compact CAN (FD) system design. Replacing the 
fixed‑configuration M.2 PCIe 4xCAN, this cableless 
main board pairs with the new Kvaser Flex DB9 
CAN (FD) cables, sold separately, to deliver up to four 
distributed CAN (FD) channels to a system.

Designed for space‑constrained and embedded 
environments, the xCAN board comes in a 22-mm × 
80-mm format with a break‑away section that enables 
to adapt it to either 80-mm or 60-mm M.2 slots. Each 
Flex DB9 cable connects the board to a single CAN 
channel, allowing developers to configure up to four 
channels depending on the application.                      of

Syslogic (Germany) launched the RSL A5AGX  
and RML A5AGX rugged computers with up  

to six CAN CC/CAN FD interfaces. The devices 
are based on Nvidia Jetson Thor modules with  
AI computing performance of up to 2070 FP4  
Tera-Flops (floating point operations per second),  
which is 7,5 times the performance of the Nvidia AGX  
Orin. Power consumption can be configured  
between 40 W and 130 W. Typical applications  
include real-time AI reasoning, autonomous 
navigation, and multimodal AI agents for humanoid 
robots, autonomous transport vehicles, and AMRs 
(autonomous mobile robots). Image processing, 
sensor fusion from lidar, radar, and camera data, 
as well as decision-making, are performed with  
near-zero latency, informs the company. The  
dual-deck RML A5AGX is available with four 1-Gbit/s 
Single Pair Ethernet (SPE) interfaces and supports 
typical automotive sensors for use in vehicles. 
Additionally, the devices provide cellular 5G, RTK 
GNSS, and Wi-Fi 7 connectivity as well as NVMe 
SSD storage capacity of up to 2 TiB. The computers  
are designed for an operating temperature range 
of -25 °C to +60 °C and comply with IP67 and IP69  
protection ratings.                                                           of

With the CMM9, MRS Electronic (Germany) 
is expanding its portfolio of CAN-FD-based 

measurement modules for mobile machinery. The 
module combining force and moisture measurement in a 
compact device (95 mm x 60 mm x 36 mm) is developed 
for use in off-highway machinery from agricultural balers 
to harvesting and forage equipment, etc. Through direct 
signal processing within the module, analog sensor 
signals (e.g., from strain gauge load cells) are amplified, 
digitized, and transmitted to the vehicle control system.

Its robust design, featuring an IP6K8 protection 
rating and a temperature range from -40 °C to +85 °C  
enables operation under demanding operating 
conditions. Device’s configuration and adaptation to 
different applications is possible using the MRS Applics 
Studio programming tool.                                                 of

(Source: Syslogic)
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The EU Cyber Resilience Act (CRA) starts to apply from 
late 2027 and reaches every product with a digital 

element. The NIS2 (Network and Information Systems) 
directive is being transposed into national law across Europe 
and obliges operators of essential and important entities to 
apply risk-appropriate technical measures. IEC 62443-4-2, 
the component requirements for industrial automation and 
control systems, is now routinely cited in tender documents.

Gap between regulation and CAN security 
solutions

At the same time, the formal CAN-side answer is still in 
motion. The CiA cybersecurity-related working groups are 
working on solutions, but standardization takes time and 
system designers do not have the luxury of waiting. CRA 
documentation and certifications are scheduled for the next 
year.

This is where EmSA’s security publications and 
matching reference implementations come in. They are not 
a replacement for the future standards, but they let teams 
ship CAN and CANopen products with real, auditable 
cryptographic protection today, using the same threat 
language the regulations use.

Two tiers of security for CAN

There are two complementary security approaches. They 
sit at different layers of the stack and they solve different 
challenges.

The heavier option is SPsec (small-packet network 
security sublayer). SPsec is a security sublayer that sits 
immediately above the data link layer and has the capability 
to protect every CAN FD frame on the network, including 
the high-rate cyclic process data that dominates a running 

Cybersecurity has stopped being a topic that CAN designers can further delay until Cybersecurity has stopped being a topic that CAN designers can further delay until 
the next product generation. Embedded Systems Academy (EmSA) provides security the next product generation. Embedded Systems Academy (EmSA) provides security 
publications and matching reference implementations that let teams ship CAN (FD) publications and matching reference implementations that let teams ship CAN (FD) 
and CANopen (FD) products with cryptographic protection already today.and CANopen (FD) products with cryptographic protection already today.

Closing the CAN security Closing the CAN security 
gap: CANopen (FD)  gap: CANopen (FD)  
securitysecurity

network. It can use full authenticated encryption per frame, 
reducing a frame’s payload from 64 bytes to 48 bytes. 
The downside is the price of admission: SPsec is deeply 
integrated between the CAN driver and the upper stack 
and integrating it into an existing device is invasive. SPsec 
is documented in EmSA’s SPsec101 (concept), SPsec201 
(generic specification) and the network mappings are given 
in SPsec301 (serial point-to-point) and SPsec302 (CAN FD, 
covering CANopen FD).

The lighter option, and the focus of this article, is 
SOFA (Secure Object Fieldbus Access). SOFA lives entirely 
in the application layer above CANopen and is therefore 
easy to integrate with CANopen stacks. It uses the object 
dictionary (OD) entries of type DOMAIN or OCTET_STRING 
as its transport, which means it works unchanged on both 
CANopen CC (classic) and CANopen FD networks. It 
secures selected objects accessed through an SDO (service 
data object) or USDO (universal service data object) client-
server relationship. It is not aimed at high-rate cyclic process 
data; for that traffic class, SPsec remains the right tool.

Where the keys come from

Any cryptographic protection on the network is only as 
good as the keys underneath it. White paper EmSA-
WP-104, Key Provisioning for Minimal Fieldbus Systems, 
defines a symmetric-key provisioning model for constrained  
CAN CC and CANopen CC devices that cannot run 
asymmetric cryptography at production rates. It covers the 
full lifecycle from factory delivery to decommissioning.

A device leaves the factory in an uncommissioned state. 
In this state it refuses every operational command. As part 
of taking possession, it accepts only the single command 
that installs its first credential. This must happen in a secure 
environment.
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Above the uncommissioned state sit three base keys. 
	◆ The Provisioning Key is unique per device and 

authorizes the installation of every later credential and 
the destructive factory restore. 

	◆ The Integrator Key is shared by every node in one 
machine and defines the trust domain of that machine. 

	◆ The optional Operator Key separates day-to-day 
runtime authority from the integrator's deployment 
authority.

Operational traffic never uses these base keys directly, 
to limit their exposure. A server-held random salt, written once 
after every reset, is mixed with a base key through HKDF-
SHA-256 (HMAC-based key derivation function) to produce 
a fresh session key for each power cycle and each of the 
three keys. Keys never travel on the network. Authentication 
tag length is dimensioned for the medium: 32 bits to 64 bits 
are acceptable on both CAN CC and CAN FD for selected 
traffic; the full 16-byte AEAD (authenticated encryption 
with associated data) tag is reserved for provisioning and 
configuration exchanges that can span multiple frames.

Figure 1 shows the salt and session key initialization 
after reset: Servers initialize their salt to zero to mark it as 
not yet set. In a write-once cycle, the client writes the salt 
value. From now on, this is a read-only entry, only erased 
by another reset. Both communication partners use that salt 
value to generate session keys from the three base keys. 
Going forward, these are now ready to be used for AEAD 
cryptography.

SOFA: Selected secure objects over (U)SDO

SOFA is described in the white paper EmSA-WP-105. The 
design starts from a simple observation: on a CANopen 
network, the exchanges that need a cryptographic 
protection are mostly not the cyclic PDOs (process 
data objects). They are the authenticated identification, 
configuration, or calibration table updates and mode 
switches (such as Bootloader activation, etc.). These 
accesses are infrequent and they are already implemented 
as (U)SDO transfers. If we can wrap those transfers  
in authenticated encryption, we cover the access  
classes that matter for audit without rebuilding the lower 
stack.

From the network stack's point of view, a SOFA 
exchange looks like an ordinary SDO or USDO transfer 
against an OD (object dictionary) entry of type DOMAIN or 
OCTET_STRING. A communication sequence exchange is 
tunneled through a single object. From the application's point 
of view, the same entry exposes only one direction: secure-
read-only or secure-write-only.

Inside SOFA there are multiple protocol options. The 
session-based option uses TLS-PSK (transport layer security 
with pre-shared key, RFC 4279) or cTLS (compact TLS) over 
the OD entry, with the pre-shared key being the session 
key derived from WP-104. After a short handshake, every 
subsequent access against the same object is protected by 
the TLS record layer. While these session-based options are 
best standardized, they still have significant overhead.

The per-transfer option is FBsec and requires 
significantly less overhead. FBsec is a stateless challenge-
response exchange patterned on ISO/IEC 9798-2 Mechanism 
4, truncated to two passes for unilateral authentication. Each 
secure read or write is a self-contained two-step transaction.

Figure 2 shows how for a secure read both peers 
contribute a fresh random value during the challenge step 
(draw_clnt_rnd, draw_srv_rnd) to protect from partial replay 
attempts. The nonce used for the AEAD is a combination of 
the two randoms and a zero initialized counter. The additional 
authenticated data (AAD) binds the client node-ID, the server 
node-ID, and the data identifier of the object being accessed. 
There is no session_id on the wire and no long-lived session 
state on the server. The default AEAD algorithm used is  
AES-128-GCM, as accelerators for it are available in almost 
every microcontroller with security enhancements.

In addition, FBsec also supports cyclic continuation 
without re-running the challenge, illustrated by a loop in the 
Figure 2. Using an incrementing counter combined with the 
previously generated base nonce, a session can run for up 
to roughly one million loops against the same object before 
fresh challenge material is required. No further random 
values need to be exchanged here. This is especially useful 
for continuously polling a status parameter or similar to get 
something like a secure node guarding.

Four concrete use cases

The point of SOFA is not the cryptography on its own; it is 
the set of CANopen interactions that become trustworthy 
once a secure object is in place. Four use cases recur in 
our integrator conversations.

Figure 1: Deriving session keys using a shared salt value 
(Source: EmSA-WP-104)

TLS-PSK, cTLS, or FBsec takes over from here. En
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The first use case is the authenticated device 
identification. An OD entry exposes the CANopen vendor-ID, 
product code, revision number, and serial number (see object 
1018h), wrapped in a SOFA secure-read. The client end of 
the exchange is then convinced that the answer came from 
the genuine device and not from a counterfeit node that has 
cloned the identification fields. This is exactly what supply-
chain integrity language in CRA Annex I and IEC 62443 
expects of a device/component.

The second use case is a secure configuration. A 
device exposes one DOMAIN entry that accepts the entire 
configuration set in a single write, typically formatted as 
a concise DCF (device configuration file) blob. The write 
is wrapped in a SOFA secure-write. Either the whole 
configuration arrives with a valid authentication tag and is 
applied atomically, or none of it is applied. There is no halfway 
state where half of the parameters are the new values and the 
rest are still the old ones.

The third use case is triggering crucial functionality, 
for example a mode switch into a different operating mode 
like a bootloader. A SOFA-protected secure-write against 
a defined OD entry tells the device to enter the restricted 
operating mode. The network stack provides the transport; 
the application layer holds the function behind a verified 

Figure 2: One FBsec secure exchange via an object 
dictionary entry (Source: EmSA-WP-105)

authentication tag. An unauthenticated command never 
reaches the mode-change logic.

The fourth use case is the configuration lock. A secure-
write-only OD entry accepts one final write that transitions 
the device into a locked state; from that point on, further 
configuration writes are refused until the lock is cleared by an 
authenticated command under a higher-privilege key. This is 
the CANopen-side answer to the IEC 62443 requirement that 
a component must be able to refuse configuration changes 
outside an authenticated maintenance window.

Each of these objects shows up in the OD as an ordinary 
DOMAIN or OCTET_STRING entry, and each is accessed 
through the same SDO or USDO machinery the rest of the 
device already uses. Existing tools that walk the OD see 
nothing exotic; only the application code knows that a SOFA 
handler is gating the access.

Optional asymmetric identity

The reference implementation carries an optional 
asymmetric Ed25519 layer offering support for public/
private key management systems. Following IEEE 802.1AR, 
a device holds a factory identity (IDevID) and generates a 
local one (LDevID) when it is commissioned. A manufacturer-
signed ownership voucher, an idea borrowed from BRSKI 
(RFC 8995), names the new owner, and the device verifies it 
against the manufacturer key it left the factory with. Only then 
does it accept the Provisioning Key install that bootstraps the 
symmetric key tiers. The same identities can sign individual 
FBsec transfers, raising a secure read or write from unilateral 
to mutual authentication.

The SOFA reference implementation

Alongside WP-104 and WP-105, we published the matching 
SOFA reference implementation under a public open-source  
release under the Apache License 2.0. The code is written 
in C99 and builds with CMake. It ships with a Windows 
user-space simulator that allows a USDO server with 
a four-entry secure object dictionary and an interactive 
USDO client to interact with each other. An optional bridge 
against PEAK PCAN hardware connects the simulated 
mesh to a real CAN (FD) network when one is available.

All four SOFA flows are simulated end-to-end on 
CANopen FD: single secure read, single secure write, and 
the cyclic-polled variants of both. 

The two white papers, WP-104 and WP-105, and the 
reference implementation is published at: https://github.com/
em-sa/SOFA-CANopenFD.                                                     t
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The CAN@net Basic CAN-FD-to-Ethernet gateway from Ixxat (by  
HMS Networks) was developed to meet the growing demand for  
simple, scalable, and cost-efficient connectivity in industrial  
and automotive environments. 
The device can act as a gateway, a bridge, and a PC interface. 
As a CAN-Ethernet-CAN bridge it allows exchange of messages 
between CAN systems over long distances, with several 
message processing, filtering, and mapping functionalities.

The device allows to setup tree or star topologies or 
to enable long-range communication. Optimized topologies 
enable simpler wiring, resulting in less cables and cost savings 
at installation and maintenance. The implemented message 
processing functionality includes a filter, ID translation, and 
data mapping functionalities to streamline network traffic and 
enhance efficiency. A Windows-based configuration tool allows 
for setup and maintenance via USB or Ethernet. 

The device was developed to meet the growing demand for 
simple, scalable, and cost-efficient connectivity in industrial and 
automotive environments. Requiring seamless communication 
between distributed CAN networks and Ethernet-based 
systems, engineers often face a trade-off between performance, 
latency, and system cost. Existing solutions tend to be either 
over-engineered or too limited to handle real-world CAN FD 
requirements. CAN@net Basic addresses these challenges:

Challenge I - Balancing latency and jitter: In many CAN-
to-Ethernet systems, transmitting Ethernet frames for every 
CAN frame creates excessive interrupts, leading to high jitter 
and unstable system performance. Conversely, aggregating 
data reduces jitter but increases the delay. The CAN@net 
Basic uses UDP/IP (user datagram protocol/internet protocol) 

communication, reducing protocol overhead and minimizing 
interrupt load. This enables a balanced approach with low 
latency and controlled jitter, making it suitable for time-sensitive 
applications.

Challenge II - Scaling distributed systems: In applications 
where many devices (e.g., test setups or distributed machines) 
must exchange CAN FD data, physical CAN bus limitations 
become a bottleneck – especially regarding bus length and 
node count. CAN@net Basic enables flexible network expansion 
via Ethernet, allowing engineers to connect distributed systems 
without being constrained by CAN topology limits, claims the 
manufacturer.

Challenge III - Reducing cost: Many users only require a subset  
of advanced gateway functionality but are forced to pay for  
full-featured solutions. CAN@net Basic is specifically designed 
as a cost-optimized alternative, delivering essential functionality 
at a market-aligned list price of 270 Euro while maintaining 
industrial-grade performance and quality, informs Ixxat.

Technical device features include one CAN CC/CAN FD 
channel, one Ethernet channel (RJ45) supporting ASCII interface 
mode and UDP/IP over Ethernet as well as a USB interface  
type C and removable push-in connectors. The CAN (FD) 
interface implements the TCAN1044 transceiver by Texas 
Instruments. It supports bit rates up to 1 Mbit/s in CAN CC 
networks and up to 8 Mbit/s (data-phase bit rate) in CAN FD 
networks. The input voltage can range from 10 VDC to 30 VDC. 
The IP20-protected device with DIN rail housing (108 mm x 
149 mm x 27 mm) provides a galvanic isolation (CAN: 2,5 kV,  
1 minute; Ethernet: 1,5 kV, 1 minute) and operates at temperatures 
from -25 °C to +85 °C.                                                                 of

CAN-FD-to-Ethernet gateway

https://www.sunix.com/en/
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Hybrid MCU for automotive HMI 
devices

SoC for automated driving  
development

Microchip (U.S.A.) has launched the SAM9X75 
system-in-package (SiP), intended for automotive 

and e-mobility ECUs (electronic control units), featuring 
HMI (human machine interface) functions. It comes with 
CAN FD, USB, and GbE (Gigabit Ethernet) interfaces. 
The SiP is tailored for digital cockpit clusters, smart 
clusters for two- and three-wheelers, HVAC (heating, 
ventilation, and air-conditioning) control, and EV (electric 
vehicle) chargers, for example. It provides ample 
buffer space for displays and display interface options, 
including MIPI (mobile industry processor interface), DSI 
(display serial interface), LVDS (low-voltage differential 
signaling) and RGB (red, green, and blue) interfaces. 
With a simplified PCB (printed circuit board) layout, 
the SAM9X75D5M can reduce routing complexity and 
minimize discrete DRAM procurement risk. The hybrid 
MCU (microcontroller unit) comes with 2D graphics and 
audio capabilities. 

Rod Drake, corporate vice president of Microchip 
Technology’s MPU business unit, said: “One of the 
advantages of a SiP is that it provides significantly more 
RAM buffer space than a traditional MCU implementation 
and on a much more compact PCB than can be done with 
discrete memory  –  giving designers options to fit complex 
designs into a small space.” The product is supported by 
the MPLAB X integrated development environment (IDE) 
and the MPLAB harmony software framework, to enable 
graphic developments for several RTOS (real-time 
operating systems), including FreeRTOS and Eclipse  
ThreadX.                                                                          hz

Renesas (Japan) announced that its ADAS (advanced 
driver assistance system) automotive system-on-chip 

(SoC), R-Car V4H, has been selected for the TSS(LSS) 
control unit used in Toyota’s new RAV4 model, which 
debuted in December 2025. The control unit is supplied 
by Denso (Japan). Engineered for advanced ADAS 
applications, the R-Car V4H runs ADAS processing in the  
vehicle, including camera and radar sensor fusion, driver  
monitor, advanced park, and panoramic view for 
improved safety performance. The SoC provides CAN 
CC and CAN FD connectivity.

In the TSS(LSS) control unit, the R-Car V4H 
processes front-camera data using on-chip image 
recognition including AI (artificial intelligence) neural 
networks. It combines the data with radar inputs 
to deliver ADAS functionality including detection of 
vehicles, pedestrians, and obstacles with high accuracy. 
For parking assistance, the integrated GPU (graphics 
processing unit) generates real-time 3D panoramic-
view images from front, rear, left, and right cameras. It 
combines camera and ultrasonic sensor data to identify 
parking spaces and analyze obstacles. Moreover, the 
SoC monitors driver condition for improved vehicle 
safety by using in-cabin camera data.

“We’re thrilled to see our R-Car V4H adopted in 
the RAV4,” said Vivek Bhan, Senior Vice President and 
General Manager of High Performance Computing at 
Renesas. “Toyota is using a wide range of our auto- 
motive technologies from ADAS SoCs to microcontrollers  
and power devices. We’ll continue to support the 
development of future-ready mobility solutions powered 
by intelligent vehicle technology.”                                    of
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(Source: Microchip)

(Source: Renesas)

NPU integrated

Alif Semiconductor (U.S.A.) provides the E3 series of  
microcontrollers, featuring a dual-core solution. Besides  

the Arm Cortex M55 core, the chip integrates an Arm Ethos- 
U55 neural processor unit (NPU). The product is intended for 
ML/AI (machine learning/artificial intelligence) applications. 

On-chip, there are several serial communication interfaces 
implemented. This includes a CAN FD protocol controller, 
providing three 29-bit acceptance filters. It supports frame  
time-stamping as specified in CiA 603 and features a listen-
only mode as well as single-shot frame transmissions. The 
CAN FD protocol controller has one receive buffer and two 
transmit buffers.                                                                   hz
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Cortex M33 based microcontroller

Automotive MCU with CAN XL

Entry-level MCUs for smart devices

Nuvoton (Taiwan) has launched the Mumicro M3331 
microcontroller series, featuring CAN FD on-chip protocol 

controllers. The products are based on the Cortex M33 core 
with a built-in DSP (digital signal processor) instruction set 
and a single-precision floating-point unit (FPU), running at 
180 MHz. Through a hardware-level secure boot, they ensure 
that the microcontroller executes only certified and authorized 
firmware from startup. To protect core IP (intellectual property) 
assets, the MCU features an Execute-Only-Memory (XOM), 
to safeguard core algorithms and eliminate the risk of code 
leakage. Additionally, the Trustzone technology partitions a 
secure execution environment to effectively defend against 
malicious attacks.

Two on-chip CAN FD protocol controllers enable 
communication with other nodes, especially microcontroller-
based sensor devices. With up to 48 PWM (pulse-width 

Renesas (Japan) has showcased a demonstration 
using the RH850/U2C 32-bit automotive micro-

controller (MCU) at the Embedded World 2026. Dedicated 
automotive applications include chassis and safety 
systems for passenger cars and motorcycles, battery 
management systems (BMS), and body control functions 
(lighting, motor control, etc.).

The low-end MCU combines four 320-MHz 
RH850 CPU (central processing unit) cores with up 
to 8-MiB of on-chip flash memory. The component 
operates with interfaces for E/E architectures, such 
as CAN XL, Ethernet 10base-T1S, Ethernet TSN  
(1 Gbit/s or 100 Mbit/s), and I3C. It is compatible with 

The STM32C5 MCU series by STMicroelectronics is 
aimed at consumer and professional devices such as 

smart thermostats, door locks, industrial sensors, robotic 
actuators, wearable electronics, and computer peripherals. 
The units embed the Arm Cortex-M33 processor and come 
with on-chip flash memory from 128 KiB to 1 MiB and two 
CAN FD interfaces (among others). The MCUs integrate built-
in protections that help safeguard products against tampering 
and cyber risks. 

The series targets packages from UFQFPN20  
(3 mm x 3 mm) to LQFP144 (20 mm x 20 mm) and support 
ambient temperatures from -40 °C to +125 °C, with a junction 
temperature up to +140 °C. The upgraded STM32Cube 
environment with size-optimized, production-grade drivers 
introduces enhanced code generation and development tools 
as well as software examples. STM32 Nucleo evaluation 
boards, and a display extension board from Riverdi with 
TouchGFX development software for building entry-level 
graphical user interfaces, are available to assist development.

Microcontrol (Germany) implemented a CANopen FD 
master (NMT manager) protocol stack on the STM32C5 
microcontroller as part of the ST Partner Programme. 

(Source: Renesas)

modulation) outputs, the MCU provides control solutions 
for photography lighting and stage lighting. Some variants 
support USB 2.0.

The chip is specified for an operating temperature 
range from -40 °C to +105 °C. To further enhance 
system reliability, the 512-KiB flash memory supports 
an error correction code (ECC) for detecting and re-
pairing bit-flip errors. Furthermore, within the 320-KiB  
SRAM, a hardware parity check is provided for the 64-
KiB core area. The M3331 series offers a variety of  
package options, ranging from QFN 33 (4 mm x 4 mm)  
to LQFP 128 (14 mm x 14 mm), helping customers optimize 
PCB (printed-circuit board) layouts.

The company offers evaluation boards. Third party 
real-time operation systems (RTOS) such as FreeRTOS 
and software libraries are supported, too. Nuvoton has 
established subsidiaries in the USA, China, Israel, India, 
Singapore, Korea, Japan, and Germany.                               hz

CAN FD, LIN, UART, CXPI, I²C, I²S, and PSI5. As more 
vehicle networks transition to domain- and zone-based 
architectures, the RH850/U2C provides flexible system 
configuration and scalability.

The MCU supports functional safety up to  
ASIL D (automotive safety integrity level), conforming to  
ISO 26262. To meet cybersecurity requirements, it complies 
with the ISO/SAE 21434 and supports cryptographic 
algorithms ranging from post-quantum cryptography 
(PQC) to those mandated by current Chinese and other 
international regulations. Built on a 28-nm manufacturing 
process, the unit consumes lower power in active  
and standby modes. The already available MCU is 
supported by a comprehensive development environ- 
ment.                                                                                      of

The protocol stack has been shown 
at the STMicroelectronic’s booth 
at Embedded World 2026. It was 
remarkably straightforward, requiring 
only about two days of development 
time, said Microcontrol. This time was 
primarily spent thoroughly reading and 
understanding the extensive reference 
manual and technical details of the MCU. This made the 
adaptation process fast and efficient, thanks to clear register 
descriptions and configuration guidelines, added the company.

The improved performance of the STM32C5 compared 
to STM32C0, resulting from the larger RAM capacity and 
higher clock speeds, enables more robust handling of CAN-
FD frame processing and arbitration procedures. A key 
advantage is the ability to utilize extended clock features, 
allowing the CAN interface clock to be precisely tuned to 
40 MHz – the optimal frequency recommended by Bosch 
for block operations of CAN-FD peripherals. The total RAM 
requirement of Microcontrol's CANopenFD stacks is 9993 
bytes for the master (NMT manager) stack and 3966 bytes 
for the slave (NMT server) stack. This provides the end user 
with ample space to implement advanced application logic, as 
the MCU used has 128 KiB of RAM.                                       hz
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The tool installs as a Python package via the pip 
package manager, starts a local web server, and opens 

in a browser at localhost:8080. No native application is 
required. The backend uses the FastAPI framework with 
python-can for hardware abstraction. The tool runs on any 
CAN CC (classic CAN) USB adapter.

Zero-configuration CANopen decode

Communication object identifiers (COB-IDs) in CANopen 
follow fixed object number ranges as defined in the CiA 301 
specification. This allows every frame type to be classified 
from the 11-bit CAN-Identifier (CAN-ID) alone, without an 
electronic data sheet (EDS) file. After 15 qualifying frames, 
the decoder activates automatically and labels each frame 
in the message table by type and node-identifier (node-ID):  
network management (NMT) control, synchronization 
(SYNC), emergency (EMCY) objects, transmit and receive 
process data objects (TPDO/RPDO), service data object 
(SDO) channels, and heartbeat frames (see Figure 1).

A nodes table tracks every node discovered from 
heartbeat frames. The NMT state per node (operational, 
pre-operational, or stopped) updates in real time.  
Estimated heartbeat interval and total frame count are 
shown per node without any polling or SDO reads.

SDO transactions arrive as two separate CAN 
messages: a request from the SDO client in the CAN-ID 
range from 601h to 67Fh and a response from the node in 
the CAN-ID range from 581h to 5FFh. The decoder pairs 
these within a 500-ms window by node-ID, object index, 
and sub-index, then resolves the object name from a built-
in object dictionary of 180 specified objects. This dictionary 
covers the CiA 301 communication profile objects and the 
CiA 402 drive profile objects. Object names, hexadecimal 

CANviz is an open-source browser-based tool for monitoring and interacting CANviz is an open-source browser-based tool for monitoring and interacting 
with CANopen and J1939 networks.with CANopen and J1939 networks.

Open-source browser-based CANopenOpen-source browser-based CANopen
analyzeranalyzer

values, and decimal interpretations appear in the SDO log 
automatically from the observed network traffic, without 
any manual configuration (see Figure 2).

EMCY frames are decoded to the 16-bit error code, 
the CiA 301 error class name, error register flag list, and 
manufacturer-specific data in hexadecimal values. The 
EMCY section appears only when fault frames are present 
and clears when the network is clean.

CiA 402 drive profile

The CiA 402 drive profile is used by servo drives and 
motor controllers in robotics, industrial automation, and 
motion control applications. Its default first TPDO mapping 
provides the status of the drive in the ‘statusword’ placed 
in byte 0 and byte 1 of the TPDO. The CANviz decoder 
uses this default mapping to extract the named drive state 
machine state from live PDO frames without an EDS file. 
The according state ‘Switch on disabled’, ‘Ready to switch 
on’, ‘Switched on’, ‘Operation enabled’, ‘Fault’, and ‘Quick 
stop active’ appears inline under each node in the nodes 
table (see Figure 3). The annotation ‘(default)’ indicates 
that the default TPDO mapping was assumed. Loading 
an EDS or DCF (device configuration file) file removes 
this assumption, enables full PDO payload decode for any  
non-default mapping, and adds resulting signals to the signal 
plot view.

Figure 1: Message table with passive frame classification 
(Source: Chanchal Dhiman)

Figure 2: SDO log with object dictionary lookup (Source: 
Chanchal Dhiman)
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Active network control

NMT commands (‘Operational’, ‘Pre-operational, ‘Stop’, 
‘Reset application, and ‘Reset communication’) can be sent 
to a specific node or broadcast to all nodes from a panel 
in the interface. A confirmation step is required before any 
command is transmitted.

CiA 402 ‘controlword’ commands are available as single-
click actions: ‘Enable operation’, ‘Switch on’, ‘Shutdown’, 
‘Quick stop’, ‘Disable’, and ‘Fault reset’. Each button displays 
the exact ‘controlword’ value it will send before the user 
confirms (see Figure 4). This allows drive state transitions 
to be executed directly from the browser without a separate 
commissioning tool or terminal.

SDO reads and writes to any live node are supported 
from the same panel. The object name resolves automatically 
as the object index is typed, using the built-in object 
dictionary. For objects not in the built-in object dictionary, 
object index and sub-index can be entered manually with a 
data type selection.

J1939 support

Many embedded networks combine CANopen actuators with 
a J1939-based vehicle backbone traffic. The tool handles 
both simultaneously on a single network connection. J1939 
uses 29-bit extended CAN-IDs and is auto-detected at 250 
kbit/s. Each CAN-ID is split into priority, parameter group 

Figure 3: CANopen nodes table and CiA 402 drive control 
panel (Source: Chanchal Dhiman)

number (PGN), source address, and destination address.  
A database of 54 PGN definitions and 99 source address 
names built-in in CANviz provides named decode without 
a DBC (database CAN) file. Diagnostic message 1 (DM1) 
active fault frames are decoded to suspect parameter number 
(SPN), failure mode indicator (FMI), occurrence count, and 
lamp states. Broadcast announce message (BAM) transport 
protocol reassembly handles multi-packet messages in up 
to eight concurrent sessions. For physical signal values, a 
J1939 DBC file can be loaded via the DBC panel.

Signal plotting and logging

Decoded signals from CANopen (via EDS) and J1939 (via 
DBC) share a common signal plot view with up to eight 
signals on a shared time axis. The time window is selectable 
from 10 seconds to 30 minutes. Threshold alerts flag signals 
that exceed a defined limit (see Figure 5). Session recording 
to ASC (Vector CANalyzer log format) or CSV (comma-
separated values) format runs during the live capture. Replay 
of saved sessions is supported at any bit rate.

Hardware

The tool supports gs_usb devices with Candlelight firmware, 
Peak PCAN-USB, Kvaser, slcan-compatible adapters over 
COM port, and SocketCAN on Linux, through the python-can 
abstraction layer. Low-cost adapters for 10 to 15 US-dollars 
are sufficient for most use cases. Actual throughput depends 
on the adapter and driver stack; the tool has been validated at 
3500 frames per second with zero frame loss on a reference 
hardware. Interface setup per adapter type is documented at 
https://github.com/Chanchaldhiman/CANviz/blob/main/docs/
interfaceguide.md.

CANviz is MIT-licensed and is available at  
https://github.com/Chanchaldhiman/CANviz. It installs as the 
canviz package via pip.                                                                    t

Figure 4: CiA 402 ‘controlword’ button tooltip (Source: 
Chanchal Dhiman)

Figure 5: Signal plot threshold breach indicator (Source: 
Chanchal Dhiman)
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Suitable transport structures in intralogistics are a 
prerequisite in all industries to withstand competitive 

pressure in the future. Storing, retrieving, and preparing 
items in warehouses for dispatch are being taken over 
by automatic storage and retrieval machines, driverless 
transport systems, and logistics robots. 

Such logistics solutions are often driven by high-
performance micromotors, placing high demands on the 
used drives: 

	◆ They must be capable of releasing high forces under 
confined conditions,

	◆ Work reliably in continuous or stop-and-go operation, 
and

	◆ Perform highly precise positioning tasks.
The speed also plays an important role. Many thousand 

orders need to be processed every day in large warehouses. 
CANopen-capable drive systems from Faulhaber are used 
for sorting and transporting as well as for storage and 
retrieval. Thanks to the modular design, the motors can be 
combined with a variety of encoders for precise positioning 
tasks and with high-performance gearheads for high torque 
requirements. There are also compact motion controllers that 
can either be integrated in the drives or arranged externally.

Autonomously driving 
and self-contained logistics 
robots are used for storage 
as well as removal and 
dispatch preparation. They 
optimize material flow, re- 
lieve employees and re- 
place, e.g., conventional 
lift trucks or pallet trucks. 
For example, autonomous 
picking robots typically 

comprise a lifting column and a gripper. As a drive unit, 
it contains, e.g., BX4 series brushless DC servomotors 
with integrated motion controller and planetary gearhead 
from Faulhaber. Used in the gripper, this combination 
enables precise positioning during storage or retrieval 
operations. As the complete drive unit weighs about  

CANopen-capable drive systems from Faulhaber (Germany) have proven their
performance in many intralogististics applications, from sorting through transporting 

to a wide range of different robotics solutions.

Drives for speed in
intralogistics

300 g, no counterweight is required even when the 
gripper is fully extended. With a diameter of 32 mm and a  
length of 85,4 mm, the compact servomotors enable to  
design the gripper very flat, allowing it to also pick up 
packages stored just above the ground. Expensive storage 
areas can thus be optimally used. Due to the brushless 
commutation, the motors are long-lasting and reliable. 
They deliver high torques and are quiet running. With the 
integrated current control, the torque demands are limited 
and the drive is protected against overload.

Compact drives for rapid start/stop

When products are transported on conveyor belts or roller 
conveyors, they are separated and moved to the desired 
processing track by means of track switches, flaps, or 
slides. Not only in large warehouses in which thousands 
of packages per hour are transported on such conveyor 
systems, the speed of the automatic sorting systems is a 
key factor. The track switches must be moved to exactly 
the right position in a fraction of a second. 

Microdrives and motion controllers from Faulhaber are used in the Toru picker robot 
from Magazino (Source: Magazino, Faulhaber)

Figure 1: BX4 series 
brushless DC servomotor 
(Source: Faulhaber)

Figure 2: Storage and retrieval is performed by a vacuum 
gripper arm driven by Faulhaber motors (Source: Faulhaber)

Figure 3: CXR series 
DC micromotors are 

suited for fast start/stop 
operation as required 

in handling systems 
with automatic sorting 

(Source: Faulhaber)
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Graphite-commutated DC micromotors of the CXR series  
combined with matched gearheads have proven themselves 
in handling tasks. Their commutation system is very robust  
and well suited for dynamic, high-performance applications 
with fast start/stop operation as is required in many 
handling systems with automatic sorting, e.g., where 
switches are used to change routes on transport paths. 
With their linear characteristics, the DC motors are easy 
to control. Combined with high-resolution encoders, this  
makes them suitable for precise positioning tasks. Neo-
dymium magnets and the Faulhaber winding provide a high 
power density in a compact design. Thus, the motors can  
be installed directly in the handling elements. In spite  
of their small size, they can lift considerable weights there.

Transport in production processes

Automated guided vehicles (AGVs) are the means of choice 
when it comes to ensuring flexible transport in production 
processes. Among the important requirements for the AGV 
drives are availability, speed, flexibility, and often, low space 
requirements. The current consumption also plays a role in 
ensuring that the vehicle battery is as long lasting as possible. 
For example, brushless DC servomotors of the BP4 series 
are suitable to drive the wheels, whereby the motor power 
can be transferred to the wheels via planetary gearheads and 
drive belts. The efficient motors with the company’s winding 
technology allow for a high copper content and keep losses 
to a minimum thanks to high winding symmetry.

Magnetic incremental encoders 
of the IE3-1024 series built onto the 
servomotors for position detection 
are available with different resolutions 
and feature a standardized, electronic 
encoder interface. The resolution, 
direction of rotation, index width, and 
index position can be adapted to the 
application. A motion controller with 
e.g., a CANopen interface controls 
the servomotors and communicates 
with the central controller. The 
CANopen interface supports the  
CiA 402 CANopen device profile 
for drives and motion control (IEC 
61800-7-201/-301). Such drive sys-

tems are also used for mobile robot platforms, which move 
autonomously in industrial halls without a preinstalled 
guidance system. Above all, their high power density is evident 
in the wheel modules. Thus, the small drive systems from 
Faulhaber can be found in almost all areas of intralogistics.

For limited space

If there is a limited installation space for wheel drives in 
the axial direction, the high-torque flat motors of the BXT 
series are an option. Thanks to innovative winding and 
optimized design, the motors are 14 mm, 16 mm, and 
21 mm in length and deliver torques up to 134 mNm, within 
a diameter of 22 mm, 32 mm, and 42 mm respectively. For 
precise speed control or high positioning accuracy, diameter-
compliant encoders or speed controllers are integrated into the 

Figure 4: Automated 
guided vehicles 
(AGVs) are increas- 
ingly used for trans-
port in production 
processes (Source: 
Faulhaber)

housed motor variants, whereby the 
drive is increased by 6,2 mm. Speed 
control is performed by Hall sensors  
integrated in the motors. Thus, a speed  
range from 200 rpm to 10000 rpm 
is available. The compact drive 
combination is suitable for space-
critical applications and simplifies 
installation and commissioning. The  
matching metal planetary gearheads  
of the GPT series are characterized 
by a short design, high torque, and 
fine graduations of the reduction 
ratios. 

Motion controllers 

The motion controllers ensure positioning using DC motors, 
BLDC motors, linear motors, as well as stepper motors. 
They enable the four-quadrant regulation of the motor 
movement matched to the respective application. The three 
most important components of a motion controller are the 
processor, control electronics, and the output stage. From the 
predefined parameters and the feedback data from the drive, 
the microprocessor calculates the dynamic control variable 
used to control the motor movement. The control electronics 
process the relevant signals. The output stage is responsible 
for supplying power to the motor.

Motion controllers receive feedback about the motor 
movement e.g., via an analog value, Hall sensor signal, or an 
encoder signal. They are available with or without housing. 
Devices with housing are connected using screw terminals. 
Those without housing are plugged directly into a master 
board. In order to network the motion controller, a CANopen 
interface is available, for example.

Motion controllers define the required speed for the 
motor by adjusting the power supply voltage (analog value) 
or by means of pulse width modulation (PWM). From the 
feedback, the motion controller calculates the extent of the 
performed movement and adapts control to the specifications. 
The preinstalled firmware allows the execution of complex 
sequence programs for motion control as well as automatic 
operation of the connected motor. The available operating 
modes include:

	◆ Positioning mode to move to predefined target positions,
	◆ Movement profiles with predefined acceleration and brake 

ramps as well as maximum speed,
	◆ Autonomous mode with freely programmable sequences,
	◆ Speed control of the predefined target speed,
	◆ Current control as a protective function with integrated 

thermal models.                                                                 t

Figure 5: If installation 
space is limited in 
the axial direction 
for wheel drives, 
the high-torque flat 
motors of BXT series 
are suitable (Source: 
Faulhaber)
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The panel PC integrates a 10,4-inch industrial-grade 
touchscreen with 1000 nits of brightness, ensuring 

visibility even under direct sunlight inside train cabs. 
In addition, a UIC 612-01-compliant physical keyboard 
preserves operating procedures for train operators, helping 
reduce operational errors and improve driving safety.

The product supports 5th generation DDR (double 
data rate) memory. This SDRAM (synchronous dynamic 
random-access memory) minimizes power consumption 
and thermal output. Equipped with a 6-MiB cache and 32 
Graphics Execution Units by Intel, the device is suitable 
for stand-alone HMI (human machine interface), TCMS, 
and lightweight edge AI inference applications, requiring 
real-time processing capability, explained the Taiwanese 
supplier.

Designed for seamless onboard integration, the 
panel PC offers a range of interfaces, including 1-Gbit/s 
Ethernet, USB (universal serial bus), and GPIO (general-
purpose input/output) ports, enabling connectivity with 
onboard sensors, control modules, and peripheral devices 
for real-time data acquisition and communication. The 
CAN interface is intended for communication with TCMS 
equipment. According to the supplier, industrial-grade 
M12 connectors ensure secure and reliable connections, 
minimizing the risk of cable disconnection caused by 
vibration and continuous train movement. The panel PC 
also supports Wi-Fi 6E, Bluetooth 5.3, 4G/5G cellular 
connectivity, and GNSS positioning.

The panel PC is suitable for railway environments, 
involving vibration, shock, and power fluctuations. It is  
EN 50155-certified, meeting the requirements for durability 
and reliability in railway electronic equipment. The product 
complies with MIL-STD-810H standards for vibration 
and shock resistance, while supporting an operating 
temperature range from -40 °C to +70 °C. It also supports 

Darveen (Taiwan) exhibits at Innotrans 2026 its EN 50155-certified TVP-310
touch-panel PC, featuring a CAN interface to communicate with a train control 
monitoring system (TCMS). It is powered by Intel’s Atom x7433RE processor,
providing artificial intelligence (AI) capability.

Panel PC for train driver cab

a voltage input range from 9 VDC to 36 VDC (optional from 
43 VDC to 160 VDC). The front panel features an IP65-rated 
protection against dust and water ingress.

CAN-based TCMS applications

Since several years, companies offer CAN-based TCMS 
solutions. They have been integrated in commuter trains, 
metros, trams, and other rolling stock. The TCMS by Amit 
Transportation (Czech Republic) and Leroy Automation 
(France) use redundant CANopen communication. The 
TCMS by Amit has been applied by Skoda, Stadler, and 
other OEMs (original equipment manufacturers). Leroy has 
supplied its TCMS to Alstom, CRRC, and to SCNF for retro-
fitting rolling stock. Another supplier of CANopen-based 
TCMS products is Ingeteam (Spain). Since 2019, this 
product has been used for seven diesel-electric locomotive 
generations by Tülomsas (Turkey), a shunting locomotive 
manufacturer.                                                                          hz

(Source: Darveen)

The TVP-310 panel PC comes with multiple interfaces, 
including a CAN link to TCMS products (Source: Darveen)

The international trade show for transport technology 
takes places every two years in Berlin. Sub-divided 

into the five segments (railway technology, railway 
infrastructure, public transport, interiors, and tunnel 
construction), Innotrans occupies all 42 halls of the 
Berlin Exhibition Grounds. The Innotrans Convention 
complements the trade show. The event takes place 
from September 22 to 25.

CAN in Automation (CiA) exhibits in hall 27, booth 
290. CiA staff informs about latest developments on CAN 
data link layers as well as CANopen application layers 
and profiles. Information about SAE J1939 solutions is 
available, too.                                                                    hz

Innotrans 2026
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Originally, Spacemouse joysticks were used in robotic 
arms in space applications. The Spacemouse by 

Megatron comes with an embedded CANopen interface 
and can be applied in medical robots. It allows complex 3D 
movements to be controlled with one hand. The product 
is equipped with a contactless, wear-free optoelectronic 
sensor. The 3D finger joystick offers users six degrees of 
freedom and is characterized by its high sensitivity. As the 
module reacts to even the slightest movement of the finger 
or wrist, it enables highly precise control. The intuitive 
operation of the device involves pressing, pulling, turning, 
and tilting, so no familiarization time is required.

The CANopen version of the joystick allows various 
settings (CANopen node-ID and bit rate) by means of 
DIP (dual in-line package) switches. It complies with the 
CiA 401 profile for modular I/O devices (version 2.0.0). 
The product features four TPDOs (transmit process data 
objects) and four RPDOs (receive process data objects). 
Variable PDO mapping is supported. The used CAN-IDs 
for the PDOs are configurable by means of SDO services. 
Due to the screw flange and an installation depth of less 

The Spacemouse joystick by 
Megatron (Germany) offers six 
degrees of freedom. It is designed to 
enable medical surgeries in sub-millimeter 
ranges.

CANopen joystick CANopen joystick 
in medical in medical 
roboticsrobotics                   The 3D joystick in the

             Roboticscope microsurgical 
        visualization tool is used to align 
   the robotic head precisely over the 
surgical field (Source: Megatron/BHS 
          Technologies)

than 19 mm, mounting the product is simple, cost-effective, 
and space-saving.

Medical technology manufacturers have integrated 
the joystick into their products. BHS Technologies 
(Austria), for instance, has incorporated the 3D joystick 
into its Roboticscope microsurgical visualization tool. The 
interaction between the head-mounted display (HMD) and 
the robot-guided camera head in this surgical microscope 
allows surgeons to work in a relaxed, ergonomic position. 
The joystick is used to align the robotic head precisely over 
the surgical field. This gives surgeons the freedom to move 
the robotic head as if it were an extension of their arm.

Interventional Systems, located in Austria, also  
uses the 3D joystick. With Micromate, the medical 
company has launched a medical robotic platform enabling 
a variety of percutaneous procedures, i.e., minimally 
invasive operations through the skin. This product offers 
interventional radiologists and oncologists a cost-effective, 
fully equipped miniature robotic platform for performing 
biopsies, tumor removal, and other high-precision surgical 
procedures. The joystick plays a key role in this. It aligns 
surgical instruments to the planned treatment level with 
sub-millimeter precision in a matter of seconds. With its 
help, the surgical needle can be positioned much more 
precisely than with conventional freehand guidance. 
The actual operation is then performed manually by the 
surgeon.                                                                             hz

The Spacemouse joystick offers six degrees of freedom 
to control a camera, for example. 

Pan, roll, spin, tilt, and zoom
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This regular column provides news from standardization bodies and nonprofit 
associations regarding CAN-related documents. Covered are also recommended 

practices, application notes, implementation guidelines, technical reports, and 
open-source projects.

The Dronecode Foundation (DF) is a vendor-neutral 
association as part of the Linux Foundation. DF 

members develop Pixhawk open standards to drive 
interoperability of the drone ecosystem. The electrical 
design is based on a 40-pin connector that exposes  
the features needed to develop a multi-payload interface 
hardware with support for modern sensors. Among  
others, this approach supports two redundant CAN  
ports.

The DS-014 multi-payload interface specification is 
intended for gimbals carrying mid-sized payload cameras 
in mind, with a number of possible configurations, ranging 
from Ethernet, UART (universal asynchronous receiver/
transmitter), USB (universal serial bus) to CAN-based 
DroneCAN and Cyphal. Both DroneCAN and Cyphal 
originate from an earlier project named UAVCAN. In 2022, 
the project split: the original version of UAVCAN (UAVCAN 
v0) was renamed to DroneCAN, and the newer UAVCAN 
v1 was called Cyphal.

 The specification process took over 18 months of 
development with contributions and participation from 
DF member companies and PX4 contributors. Platinum 
member Auterion and Silver member Freefly Systems led 
the related working group. “Auterion firmly believes that 
an ecosystem of open hardware and software standards 
increases the efficiency of all involved parties. Standards 
like the new Pixhawk Payload Bus (PPB) standard 
allow every partner in the ecosystem to focus valuable 

Open-standard and open-source projects for the drone industry

Standards and specifications

engineering time on their own core product and make the 
product compatible automatically,” said Thomas Gubler, 
Head of Avionics at Auterion. “We are excited to be adding 
many PPB compatible payloads to our Skynode powered 
drones.”

The first reference implementation is available 
in Astro by Freefly Systems, their latest commercial  
drone platform. “The DS-014 Payload Bus Standard allows 
us to offer different payload options to our customers  
and users,” said Cory Schwarzmiller, Principal Embedded 
Systems Engineer at Freefly Systems. This open  
standard will save adopters development time on system 
integration. 

The PX4 project

PX4 is an open-source approach. It supports the above-
mentioned higher-layer protocols DroneCAN and Cyphal. 
At either end of the network, a 120-Ω termination resistor 
should be connected between the two network lines. Flight 
controllers and some GNSS (global navigation satellite 
system) modules have built-in termination resistors for 
convenience, thus they should be placed at opposite ends 
of the chain. The CAN interface is redundant. Pixhawk 
standard-compatible CAN devices use 4-pin JST-GH 
connectors for the CAN interface. Two connectors are 
used for input and output when wiring in a daisy chain 
(except for flight controllers and some GNSS devices with 

(Source: Adobe Stock)
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built-in termination resistors, which only have a single  
JST-GH connector).

Flight controllers may have up to three independent 
CAN ports (neither DroneCAN or Cyphal support more 
than three). Notable is that it is not possible to have both 
DroneCAN and Cyphal running on PX4 at the same time.

The PX4 successor, Skynode X, combines a flight 
controller, a mission computer, and LTE (long term 
evoluion) connectivity in one product. It is more than a 
drone autopilot: It transforms any robotic vehicle from a 
mere mobile camera into a connected autonomous system. 
This all-in-one solution combines all the core components 
and connections needed to deploy the Auterion software 
stack on a varied range of drones and robots.

The Pixhawk adapter board is used to break out the 
Skynode flight control interfaces on J3 and J4 to connectors 
and pinouts compatible to the Pixhawk standard. The 
adaptor board features two redundant CAN interfaces with 
no termination resistors. The voltage levels for all signals 
brought out from the FMU (fight management unit) to the 
Pixhawk adapter board are either 5 V or 3,3 V.

Germany orders thousands of autonomous 
strike systems

The German government has signed a cooperation 
agreement with Ukraine to enable the Auterion Airlogix 
Joint Venture to execute its first production contract for 
thousands of AI-guided (artificial intelligence) autonomous 
strike systems. The contract covers mid-range X-wing 
and delta-wing unmanned aerial systems manufactured in 
Germany for the Armed Forces of Ukraine. They will be 
partly based on the above-mentioned open standards and 
specifications.

The Auterion Airlogix Joint Venture GmbH was 
established in February 2026 at the Munich Security 
Conference with the backing of both governments. 
Airlogix contributes battle-tested UAV platforms. Auterion 
contributes the AuterionOS operating system, an AI-guided 
terminal navigation, GNSS-denied autonomy, and swarm 
coordination through Nemyx. Production takes place entirely 
in Germany under Ukrainian export permissions.                hz

SAE’s next-generation DBC (data base CAN) file 
combines J1939-21/-22 application-layer functionality 

and J1939-73 (DBCs) decoding. This includes more than 
2300 parameter groups (PGs). The DBC file contains  
95 nodes. The enhanced DBC file simplifies the conversion 
of raw CAN data into actionable insights, empowering 
engineers and developers to accelerate development, 
testing, and maintenance processes for heavy-duty 
vehicles. With the expanded coverage and the seamless 
integration, it ensures optimal performance, reliability, and 
compliance across the entire fleet.                                       hz

The CleANopen application profile for refuse-collecting 
vehicle body application units (BAU) has been revised. 

The six-part document series (version 2.2.0) specifies 
the communication between several deeply-embedded 
functional units, including the CleANopen body controller 
(BC) and (bin) lifter units, compaction units, etc. The 
updated versions have been editorially improved and 
errors have been corrected. Technically, a numbering of 
lift units (LUs) for single compartment side loaders (right/
left) have been added. Additionally, some parameters 
and PDOs (process data objects) have been introduced. 
Especially, PDOs for measuring units (MUAs) now provide 
a WELMEC-complaint signature. Additional SDO (service 
data object) channels connect the bin classification units 
(BCUs) with (bin) identification units (IDUs). Parameter 
specifications have been updated, too.                                       hz

Next-generation DBC files

CiA 422 series updated

	◆ CiA 417 series: The CANopen Lift documents 
have been revised. The updated four-part profile 
specification (CiA 417 series) for lift control systems 
introduces the virtual device for power supply units. 
Other already specified units have been improved 
by means of additional parameters. In addition, the 
documents have been editorially updated.

	◆ CiA 613-2: CiA has released the version 1.0.0 of 
the CiA 613-2 CANsec data plane specification 
as a draft specification proposal (DSP). CANsec 
data plane aims to protect the data integrity, 
freshness, authenticity of origin, and confidentiality 
of data in CAN XL communication, by reusing the 
security functionalities of MACsec. The document 
additionally addresses the primary key management 
requirements but does not specify in detail a key 
exchange/distribution protocol.

	◆ ISO 16845-2: The conformance test plan standard 
for CAN transceivers has successfully passed 
the DIS (draft international standard) ballot. The 
submitted comments will be observed, soon. 
After implementing the agreed changes and 
improvements, ISO 16845-2 will be published as 
international standard (IS).

	◆ ISO 26753: This standard (road vehicles – common 
parameter specification) to be developed has been 
registered as PWI (preliminary work item) by the 
ISO Central Secretariat. It intends to merge all 
existing parameter specifications of commercial 
vehicle external CAN-based interfaces (e.g, ISO 
11992-2/-3, ISO 16844-7, ISO 25200). ISO will also 
standardize the external interfaces, but without 
parameter specifications. Only the mapping of them 
into application layer PDUs (protocol data unit) will 
be specified as well as the lower layers.

	◆ SAE J1939-22: The J1939 application layer  
specification for CAN FD is under revision. SAE  
members discuss technical enhancements regarding  
the WAKE function and assurance trailers as well as  
editorial improvements.                                             hz
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The UNECE R169 regulation requires to store different 
parameters (e.g., speed, brake demands) in case of  

dedicated events (e.g., sudden deceleration (hard braking), 
airbag deployment, activation of a safety function). Such  
parameters are distributed in in-vehicle networks (IVN).  
Therefore, EDRs are connected to them. Many heavy-
duty vehicles use the J1939 application profile as IVN 
communication technology. OEMs (original equipment 
manufacturers) can implement the EDR functionality in 
an existing J1939-compatible ECU (electronic control 
unit) or they use a stand-alone EDR device connected to 
the J1939-based IVN. The stand-alone approach is also 
suitable for retrofitting.

More than 50 parameters to be stored

In an annex, the UNECE R169 regulation lists more than 
50 parameters that must be recorded in case of certain 
events. The table includes the recording interval, sampling 
rate, range, accuracy, resolution, and what triggers the 
data should be recorded in response to.

A number of parameters relates to meta information, 
such as event tagging (trigger activated, event recording 
completed, EDR hardware part number, ignition cycle, etc.).  
Besides speed, gear position, and brake status, the EDR  

Since beginning of 2026, new heavy-duty vehicle types must provide EDR (event 
data recorder) devices compliant with the EU regulation R169 by UNECE (United 
Nations Economic Commission for Europe). From 2029 on, all trucks and buses 
sold in the European Union must be equipped with such an EDR.

Event data recorder and UNECE R169

CSS Electronics (Denmark)  
offers the CANedge data  

logger, which can be used as 
EDR device compliant with  
the UNECE R169 requirements.  
The implemented cyclic log- 

EDR can log data cyclically

(Source: CSS)

The UNECE R169- 
compliant EDR  

Swoboda Technolo-
gies (Germany) com-
bines 3D accelera-
tion and gyroscope 
sensing, to capture dri- 
ving events. A battery-
backed real-time clock  
and 4 MiB of flash  
memory ensure consis-
tent timestamps and  
reliable data retention. The product comes with two 
J1939 interfaces. The device is rated for -40 °C to 
+85 °C. Dual-protected firmware updates, hardware 
key management, and a tamper-evident housing seal 
meet the cybersecurity requirements of ISO 21434. 
Firmware updates are possible via a protected USB 
interface. The product provides two LIN ports, too.     hz

Cyber-secured EDR

(Source: Swoboda)
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The EDR device by Cyberware (Turkey) meets the 
requirements of UNECE R169. It provides CAN 

connectivity and captures critical vehicle data before, 
during, and after events. The recording time windows 
are configurable. According to the supplier, the product 
is cyber-secured; this includes secured diagnostics, 
secured data retrieval, and secured OTA (over-the-air) 
updates.                                                                      hz

EDR with configurable recording times
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ging approach has multiple benefits:
	◆ It provides full-trip context on any events (for 

diagnostics/liability analysis).
	◆ It eliminates the risk of 'missed events' related to e.g., 

threshold calibration errors.
	◆ It simplifies integration for OEMs.

The product features two CAN/J1939 ports and an 
optionally integrated IMU. The second CAN interface can 
be used, when there is no IMU function available in the 
IVN, to connect a CAN-based IMU, not disturbing the IVN 
communication. In some applications, the required data is 
split across more than two CAN networks. In this case, you 
can combine the CANedge with a CANmod.router, allowing 
a single CANedge to record five CAN channels into a single 
log file. The CANedge data recorder is also available with 
Wifi and LTE (long term evolution) connectivity.                hz
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Sibros (U.S.A.) provides the Deep Logger, which 
complies with UNECE R169. Unlike conventional 

EDR solutions that operate in isolation, this solution 
integrates seamlessly with vehicle systems to capture, 
store, and transmit data for critical events. Key 
capabilities include:

	◆ Real-time data capture and transmission – Ensures 
critical event data is recorded instantly, minimizing 
the risk of data loss.

	◆ Event-trigger mapping – Accurately associates 
captured data with specific crash events or  
triggers (e.g., sudden deceleration, airbag 
deployment).

	◆ Secure data storage and access – Meets global 
security standards for storing sensitive crash data 

The EDR solution by iWave (India) is built on the G26I 
data recorder platform. It is designed to comply with 

UNECE R169 requirements. The device, featuring an 
Arm processor combined with an up to 16-GiB eMMC 
(embedded multi-media card), ensures multiple events 
data to be recorded and stored. The EDR unit supports 

EDR for software-defined trucks

EDR with three CAN interfaces

(Source: iWave)

while enabling authorized access for investigations 
and regulatory reporting.

	◆ Analytics and visualization – Provide tools  
for analyzing crash data trends and  
generating actionable insights for  
improving  
vehicle safety and compliance readiness.

The EDR solution captures parameters such 
as vehicle speed, braking patterns, acceleration,  
impact severity, and airbag status. It ensures that the  
data is timestamped and aligned with the event 
occurrence for easy correlation and post-event analysis. 
In addition, it offers flexible integration with off-board 
cloud systems for long-term storage and compliance 
reporting.                                                                        hz

three CAN/J1939 ports, enabling real-time capture of 
vehicle ECU (electronic control unit) parameters from 
brake systems, airbag modules, ADAS (advanced 
driver assistance systems), etc. The device enables to 
continuously monitor multiple ECUs data and supports 
for connection to the OBDII port for retrieval purposes.

The product captures the data elements through 
CAN/J1939 and IMU (inertial measurement unit) 
sensors. The CAN/J1939 data is recorded with the 
sampling rate specified in the EU regulation. The 
integrated IMU sensors capture longitudinal and 
lateral accelerations as well as yaw rate and roll rate. 
The EDR continuously monitors vehicle conditions 
to identify safety-critical events. Event detection can 
be based on sudden deceleration, activation of safety 
systems, or last stop. In addition to regulatory data 
elements, the EDR supports storage of other vehicle 
and system parameters beyond those mandated by the  
EU regulation.                                                                 hz

device must record pedal positions, airbag status, steering  
wheel angle, and more. Additionally, IMU (inertial measure- 
ment unit) data must be captured. This includes movement  
and orientation in 3D space. It typically combines  
accelerometers (to measure linear acceleration) and  
gyroscopes (to measure angular rotation) as well  
as yaw rate measurements and delta velocity  
calculations. These can either be provided by existing  
ECUs, by a 3-dimensional IMU embedded in the  
EDR, or by a stand-alone IMU connected to the IVN. 
According to the EU regulation, the EDR must store the 
parameters in a non-volatile memory. The EDR must retain 
recorded event data until retrieved/overwritten. It must be 
able to retain at least five different events. Such events 
include in particular the deployment of antilock braking 
systems (ABS), emergency brake interventions, or vehicle 
stability controls. To trigger the recording, the EDR needs 
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to evaluate and to combine several IVN parameters. In 
some scenarios, recording of only five events could be 
not sufficient, because relevant data is overwritten. After 
loss of power or communication, the EDR is not required  
to continue recording.                                                        hz
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LATEST
NEWS

News in this regular column came in,  
close to the editorial deadline. Nevertheless, 
they have been doublechecked on accuracy and 
correctness.

IAA 2026: Remote control devices For IoT applications

CAN FD transceiver

Allgon Group brings 
its family of remote-

control brands – Åkerströms 
(Sweden), Sistematica (Italy), 
and Tele Radio (U.S.A.) – to 
the IAA Transportation fair 
in Hanover (Germany), held 
from 15 to 20 September 
2026. Together at Hall 
12, stand D40, the three 
companies present their 

Espressif (China) has launched the ESP32-S31 
system-on-chip (SoC), a dual-core processor with 

a CAN on-chip protocol controller. The component 
is intended for IoT (Internet-of-Things) devices, 
featuring 1-Gbit/s Ethernet, Wi-Fi 6 (IEEE 802.11ax), 
and Bluetooth 5.4 connectivity. It integrates a dual-
core, 32-bit RISC-V microcontroller running at 320 
MHz with an MMU (memory management unit) and 
60 GPIO (general-purpose input/output) pins. One 
core features a 128-bit data path with SIMD (single 
instruction, multiple data) support, enabling parallel 
processing.

The TWAI (Two-Wire Automotive Interface)  
on-chip protocol controller implementation conforms 
with CAN CC (classic), supporting 11-bit and 29-bit 
CAN data/remote frames. It does not support CAN FD 
(flexible data rate) data frames and interprets them as 
a failure, transmitting a CAN error frame.                   hz

The TLE9351BVLE transceiver by Infineon  
complies with ISO 11898-2 and fulfills also the  

SAE J2284-4/5 specifications. It is intended for 
automotive (AEC-Q100) and industrial applications. The 
CAN FD transceiver I suitable for bit rates up to 5 Mbit/s. 
This means, it complies with SAE J1939/17, a physical 
layer specification for commercial vehicles using 500 
kbit/s in the arbitration phase and 2 Mbit/s in the data 
phase.

For permanently supplied devices, the transceiver 
chip provides a standby mode. In standby mode, 

Linda Nyquist-Evenrud 
(Source: Allgon) (Source: Espressif)

remote-control products for commercial road vehicles, 
mobile machinery, and transport applications. Some 
remote-control receivers feature CAN connectivity. 
The solutions by Åkerströms and Tele Radio optionally 
support CANopen and Sistematica offers an optional 
J1939 assist.

“IAA Transportation is where the future of transport 
and logistics takes shape, and it's the perfect stage to 
show what Allgon Group can offer when Åkerströms, 
Sistematica, and Tele Radio come together under one 
roof. Each brand brings its own strength to mobile 
applications, and together we can offer customers 
a more complete answer to the safety and reliability 
challenges they face every day.” said Linda Nyquist-
Evenrud, CEO at Allgon Group. The group is the 
parent company of the above-mentioned brands. It is 
one of the leading players in the radio remote control 
business for industrial vehicles, including cranes.       hz

the power consumption of the chip is optimized to a 
minimum, while the transceiver is still able to recognize 
wake-up patterns on the CAN network and signal the 
wake-up event to the microcontroller with the on-chip 
CAN protocol controller.

Depending on the voltage level at the VIO pin, 
the transceiver can be connected to 3,3-V or 5-V 
microcontrollers. The component features TxD timeout 
and overtemperature protection. It is RoHS-compliant 
(Restriction of Hazardous Substances), meaning they 
are suitable for Pb-free soldering.                                  hz
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Open-source CANopen stack with 
lift profile support

Protocol converter devices and 
more

CiA member Xyntos (CH) has released a CANopen 
CC (classic) protocol stack for embedded systems, 

under the Apache License 2.0. The stack is written in 
object-oriented C++17 and is aimed at developers who 
want a maintainable CANopen implementation rather 
than a configuration-driven code generator. This 
means, a device is a C++ class, the object dictionary 
is a class with typed entry objects, and callbacks are 
virtual methods of listener interfaces.

The protocol stack implements NMT, heartbeat, 
SDO server and SDO client (including block transfer), 
PDO and MPDO, SYNC, TIME, EMCY, LSS (CiA 
305), and NMT boot process (CiA 302-2) services. 
Additionally, the protocol stack supports the CANopen 
lift application profile (CiA 417). The object dictionary 
is generated from a standard EDS (electronic data 
sheet) file (CiA 306) by the included Eds2Od tool. The 
stack uses no dynamic memory allocation, is target-
independent, and every service can be compiled out 
to fit small flash budgets.

Sample projects for the ST Nucleo-C092RC board 
demonstrate a CiA 401 I/O device as well as a CiA 417 
lift call panel with the matching call controller — a hall 
call is registered on one board and acknowledged by 
the other device. The stack, samples, unit tests, and 
tools are available on GitHub; the documentation is at 
CANoopEn.net.                                                           hz

Recently, Odot Auto-
mation (China) has 

become CiA member. The 
company founded in 2003 
offers I/O devices, PLCs 
(programmable logic con-
trollers), and protocol con- 
trollers for different com-
munication systems. This  
includes products, fea-
turing CANopen connec-
tivity. For example, the 
MG-CANEX CANopen-
to-ModbusTCP gateway. 
On the CANopen side, it features NMT (network 
management) manager functionality. The product 
supports synchronous and asynchronous PDOs 
(process data objects), SDOs (service data objects), 
and Heartbeat services. Up to 16 CANopen devices 
can be connected to the gateway. On the ModbusTCP 
port, it acts as a TCP (transmission control protocol) 
server and can be accessed by five TCP clients at the 
same time. 

Additionally, the Chinese company manufactures 
the C4374 PLC running Codesys, providing a CANopen 
NMT manager interface. The modular design supports 
up to 32 expansion modules. In the company’s 
portfolio is also the CN-8021 CANopen bus coupler, 
which implements the CiA 401 profile for modular 
I/O devices. The company’s modular I/O devices use 
an embedded, device-internal CANopen network to 
connect I/O modules. All the products are distributed  
via a network of more than 100 partners.                   hz

DIN-rail mountable CANopen-
to-ModbusTCP gateway 

(Source: Odot Automation)

Autonomous tractor with 
agriculture robot

Sabanto (U.S.A.) and Verdant Robotics (U.S.A.) 
have linked their products by a CAN network. Sabanto 
retrofits agriculture vehicles to make some driving 
autonomously. Verdant Robotics offers the Sharp-
Shooter, a precision farming implement, which works 
automatically like a robot. The combined products 
navigate and operate without a human being in the cab.

This integration enables a new level of autonomous 
precision farming. The Sharp-Shooter runs behind a 
Sabanto-equipped autonomous tractor. This approach 
can identify individual plants and weeds and apply inputs 
only where needed. The system allows for continuous, 
labor-free field operations with the tractor navigating 
the field and powering the implement. Sharp-Shooter 
communicates directly with the Sabanto-equipped 
tractor through a CAN network, feeding real-time field 
data to Sabanto’s autonomy system during active 

navigation. Based on that data, the Sharp-Shooter 
directs the tractor to adjust speed and implement height 
based on conditions in the field. The decisions a skilled 
operator would make from the cab are now executed 
autonomously by the combined system.                         hz

(Source: Sabanto, Verdant Robotics)
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