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Safety first – The need for  
interoperability tests

Boys’ eyes widened when 
they were on the Bau-

ma fairground, in particu-
lar in the open-air area. Ex-
cavators, graders, and oth-
er earth-moving machinery 
were demonstrated. Some 
of them were dancing and 
others were part of shows 
with dancing girls and boys. 
The heavy-duty machines 
made of iron and steel fas-
cinated the visitors, not just 
the boys. What they don’t 
knew was that these ma-
chines-on-wheels or cater-
pillars were controlled by 
sophisticated electronics.
Most of the electronic con-
trol units, sensors, actua-
tors, and human machine 
interfaces in construction 
and mining machines are 
networked by means of 
CAN-based bus systems. 
The electronics need to be 
robust, reliable and since 
some years they shall pro-
vide increasingly function-
al safety. This is regulated 
in the European Machin-
ery Directive 2006/42/EC, 
which has come into effect 
in end of 2009. This docu-
ment references several not 

entirely harmonized inter-
national standards. Safe-
ty-related control systems 
can be assessed based on 
functional safety standards 
like EN ISO 13849-1 and 
IEC 62061, to fully meet the 
functional safety require-
ments resulting from the 
above-mentioned Europe-
an directive relating to as-
sembly and trade of ma-
chinery within the European 
Union. The EN ISO 13849-1  
standard applies to safe-
ty aspects of controls and 
to all types of machinery, 
using mechanical, hydrau-
lic, pneumatic and electri-
cal technologies. The Per-
formance Level (PL a to d) 
measures the safety per-
formance. The IEC 62061 
standard applies to the 
use of electrical, electronic  
and programmable elec-
tronic (E/E/PE) control sys-
tems for machine safe-
ty, and analyses the entire 
product life cycle. The Safe-
ty Integrity Level (SIL 1 to 
4) assesses the safety per-
formance. There is some 
standardization activity to 
merge IEC 62061 and ISO 

Abstract
At the Bauma 2013 in 
Munich (Germany), the 
world-leading tradeshow 
for construction and mining 
machines several suppliers 
introduced safety-related 
controllers and other 
devices compliant to the 
relevant safety regulations 
and related standards. 
Some of them already 
passed the test procedure 
by authorities and received 
a certificate – often by 
one of the German TÜV 
organizations. However, 
such a certificate doesn’t 
guarantee interoperability 
by means of the network 
interface. This is not 
proofed by the authority 
organizations.

13849, which should result 
in the new ISO 17305 stan-
dard. But any change in any 
safety standard means re-
certification. A re-certifica-
tion is also necessary, when 
one safety-related compo-
nent is changed. This might 
happen quite often with mi-
cro-controllers. Of course, 
the re-certification is not 
that challenging as the first-
time certification. On the 
other hand, it costs some 
money and delays busi-
ness (read also the editorial  
“There are some unsolved 
problems!”).

A firework of safety 
products
The last years, some elec-
tronic suppliers have de-
veloped products featur-
ing functional safety. The 
first company offering a 
CANopen Safety compli-
ant PLC was ifm (Germany). 
For a bridge inspection sys-
tem (see CAN Newsletter 
2006, June issue), two IEC 
61131-3 programmable con-
trollers exchanged SRDOs 
(safety-related data objects) 

Figure 1: Gallery of recently introduced safety PLCs suitable for mobile machinery providing CANopen Safety  
connectivity (from left to right: R360 by ifm, ESX-3XL by STW, and Digsy Fusion G by Intercontrol)
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as specified in EN 50325-
5 (formerly CiA 304). How-
ever, these PLCs don’t pro-
vide an object dictionary, 
and therefore they are not 
CANopen device. Neverthe-
less, they can communicate 
with other CANopen Safety 
devices and manage them. 
Hirschmann MCS (Germa-
ny) was another early bird 
implementing the CANopen 
Safety protocol: The over-
load protection system for 
cranes and other construc-
tion machinery was based 
on the protocol already de-
veloped before the millenni-
um by CiA members. Oth-
er controller vendors de-
veloped their own solutions 
for a SIL-2 compliant CAN 
communication. STW’s 
(Germany) ESX family of 
host controller has been 
approved for safety-relat-
ed applications. Some ma-
chine builders connected 
via CAN/CANopen two sen-
sors measuring the same 
value to the safety controller 
in order to achieve a SIL-2 
compliant communication. 
Sometimes, this was done 
because of the non-avail-
ability of CANopen Safe-
ty sensors. In the mean-
time, several sensor ven-
dors have implemented 
CANopen Safety into their 
products. Pepperl + Fuchs, 
Posital, and TWK (all head-
quartered in Germany) pro-
vide encoders or/and incli-
nometers with CANopen 
Safety interfaces. CiA is up-
dating the CiA 406 (encod-
er) and CiA 410 (inclinom-
eter) profiles accordingly. 
They will be released soon. 
Other manufacturers have 
also introduced several 
CANopen sensors support-
ing CANopen Safety, e.g. 
FSG and Hirschmann (both 
are headquartered in Ger-
many).

On Bauma 2013, In-
tercontrol (Germany) has 
launched its Digsy Fusion 
G controller. The safety de-
vice is programmable in 
IEC 61131-1 languages us-
ing Codesys 3.5 by 3S. The 
safety functions of the prod-
uct comply with IEC 61508 
and IEC 62061 as well as 

ISO 13849-1. The SIL-2 cer-
tified product features also 
CANopen Safety communi-
cation functions. The mod-
ular controller is equipped 
with two 32-bit micro-con-
trollers. The base module 
provides 48 I/O ports and 
can be extended by stack-
able add-on modules to up 
to 240 I/O lines. The four 
CAN interfaces are support-
ed by the certified CANopen 
Safety protocol stack, which 
has been implemented by 
the company itself. Addi-
tionally, the CAN interfaces 
may use CANopen, J1939, 
or proprietary higher-layer 
protocols. By the way, 3S 
provides CANopen Safe-
ty connectivity for its Cod-
esys Safety SIL-2 software 
(see CAN Newsletter 2013, 
March issue). This TÜV cer-
tified PLC runtime software 
is dedicated for mobile ma-
chines. It is to be expected 
that some PLC makers al-
ready using Codesys will 
extend their product port-
folio with safety controllers 
featuring CANopen Safety 
connectivity. But it may take 
some time, before author-
ities have certified those 
products.

One of the unique fea-
tures of Intercontrol’s safe-
ty controller is the possibil-
ity to run safety and normal 
application software in par-
allel without any interfer-
ence. This means, you can 
even after safety approval 
extend or change the nor-
mal application program. 
The safety controller with a 

Performance Level of d is 
suitable for category 2 and 
3 applications according 
to ISO 13849-1. The devic-
es’ design is done in a way 
that most of the computing 
power can be used for ap-
plication programs. STW’s 
ESX-3XL host controller 
also available with Codesys 
Safety features a controlled 
separation fo safety-relat-
ed and non-safety-related 
software functionality. The 
C application programming 
interface (API) meets the 
requirements for SIL-2/PL-d 
applications. STW claims to 
be the first ECU (electron-
ic control unit) supplier that 
can fulfill the safety require-
ments for Codesys designs 
under IEC 61131-3 and IEC 
61131-6. Another supplier 
of safety ECUs is TTcon-
trol (Austria), a joint ven-
ture by Hydac International 
and TTTech. This company 
is the only one, which also 
provides I/O modules with 
CANopen Safety interfaces. 
If you requireOf course, you 
can also use a CANopen 
Safety PLC running in NMT 
slave mode and use it as a 
programmable I/O module.

But if you can avoid 
programming safety soft-
ware, this makes system 
design more easy. There-
fore, Hirschmann has intro-
duced on Bauma 2013 the  
Qscale I2 safe load indicator 
for small and medium-sized 
cranes, which is just config-
ured and not programmed. 
Of course, it implements a 
PLC, which is not visible to 

Links 
www.bosch-rexroth.com

www.codesys.com
www.fernsteuergeraete.de

www.hirschmann-mcs.com
www.ifm.com

www.intercontrol.de
www.mtssensor.com

www.pepperl-fuchs.us
www.posital.de

www.sauer-danfoss.com
www.sensor-technik.de

www.twk.de

Related articles
R. Wagner, I. Hornberger: 

CANopen Safety with 
Codesys Safety for SIL 2. 

CAN Newsletter, March 
2013.

H. Zeltwanger: CANopen 
Safety – The forgotten 

protocol extension. CAN 
Newsletter, March 2010.

Product related 
information

More information 
about CANopen Safety 

products and other safety 
devices are provided 

in the CAN Newsletter 
Online magazine. This 

online magazine features 
a search function, so 

that users can find easily 
even older product 

information. It is also 
hyperlinked to the CiA 
product guides as well 

as to the suppliers’ 
websites.

Figure 2: The first CANopen I/O devices featuring 
CANopen Safety has been launched by TTcontrol
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manufacturers of electronic assemblies
and complete industrial computer systems
since 1982. The company describes itself
as Industrial Computing Architects
and develops embedded PCs, industrial
computers and industrial communication
according to customer requirements.

Good communication is very important
nowadays – not just in real life, but also
in machines, plant and complex industrial
applications from a wide range of inds-
tries. This applies especially if error-free
transmission of data is required due to
more and more compact construction and
the necessity for more performance in 

the case of distributed systems. For this
reason, Janz Tec AG also places great
value on innovative and sophisticated
technology in the industrial communication
business sector. The InCom products
developed in-house enable the control
systems for your machines, plan and
systems to be kept at the highest level.

With 30 years of experience in the market,
Janz Tec AG is capable of meeting 
individual customer requirements at any
time – this starts as early as the concept
phase, continues through the develop-
ment and production of the components
up to series delivery.

30 years of experience 
in industrial computer systems
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the user. Codesys knowl-
edge is not required. The 
related configuration tool 
is available in three ver-
sions (Service, Basic, and 
Expert) depending on what 
should be achieved: cer-
tain management functions, 
controlled calibration or 
complex crane diagnostics. 
The software includes the 
necessary functional tests 

for TÜV acceptance test-
ing and necessary overload 
trips are provided to deter-
mine the parameters neces-
sary to calibrate the crane. 

The necessary safety 
sensors (also provided by 
Hirschmann) are optional-
ly available with CANopen 
Safety interfaces. This in-
cludes the G-sens geo-
metric measuring sensors, 

the F-sens force sensors, 
and the P-sens pressure 
sensors. Also MTS Sen-
sor Technologie (Germany) 
has introduced CANopen 
Safety connectable sen-
sors on the Bauma 2013. 
The Temposonics MH lin-
ear encoder can measure 
length up to 5 m. They are 
designed for hydraulic ap-
plications in mobile machin-
ery. Bosch Rexroth present-
ed in Munich its 4THEC5 
SIL2 joystick, which is SIL-2 
and PL-d certified. The de-
vice provide a CAN inter-
face supporting CANopen 
or J1939 profile specifica-
tions. The internal product 
architecture features redun-
dancy for all data flows. For 
each control element, two 
position sensors send sep-
arate signals to two micro-
controllers, which check the 
consistency of the informa-
tion using specially devel-
oped software.

Ifm has also launched 
a 32-bit PLC, which can pro-
cess SRDOs as specified in 
EN 50325-5. It is already 
The SIL-2/PL-d TÜV-certi-
fied controller provides also 
normal (not safe) CANopen 
and J1939 interfaces. Safe 

J1939 communication is 
available from Sauer-Dan-
foss (Germany/Denmark). 
Of course, it is a proprie-
tary not by SAE (Society 
of Automotive Engineers) 
standardized solution. The 
company has developed a 
generic safety protocol for 
CAN-based networks (see 
insert “Proprietary safety 
protocol”). It is applicable 
for CANopen, J1939, and 
Isobus (ISO 11783).

Interoperability  
testing
The authorities just prove 
that the functional safety 
functions are implement-
ed correctly and accord-
ing to the European regula-
tions. They don’t care, if the 
device-under-test confor-
mance to any communica-
tion protocol. Also interop-
erability between devices 
is something what doesn’t 
matter those authorities. 
Of course, the system de-
signer is interested in all of 
them: Conformity to func-
tional safety standards, 
conformity to the CANopen 
Safety protocol as well as 
the interoperability of con-

There are some unsolved problems!
The European Machine Directive 2006/42/EC is effec-
tive since 2009. Programmable devices controlling ma-
chines have to be compliant with it. Authorities such 
as the German TÜVs certify those products and ma-
chines. In general, the electronic devices have to fol-
low the referenced international standards. When one 
of them changes, the products need to be re-certified. 
Of course: Because your design has to be state-of-
the-art. And state-of-the-art is what is internationally 
standardized. No contractions. Unfortunately, the revi-
sion process of the referenced standards is not syn-
chronized. This means, the manufacturers have to re-
certify their products more frequently as they expected 
on the first glance. More worse: You need also to re-
certify your safety product, when for example the mi-
cro-controller is changed. If you choose another micro-
controller from another chipmaker, this is fair enough. 
However, if the very same chipmaker just introduces a 
follow-up micro-controller, which is function and soft-
ware compatible, you also have to re-certify it. And this 
may happen more than once in the lifetime of the safe-
ty product.

Just a worst-case scenario example: You design a 
safety sensor. Let’s assume you are fast. After one and 

an half year, you have the safety certificate for your prod-
uct. Unfortunately, one of the referenced standards (e. g.  
IEC 61508) has been released in a new version, in the 
meantime. You can’t sell the sensor anymore to ma-
chine builders, because it is not more state-of-the-art. 
Sorry, but a re-certification is necessary. You have to 
wait another half year before you can start selling the 
sensor. After this time, your chipmaker informs you that 
the micro-controller will be discontinued. Fortunately, 
the next version is pin and software compatible. Nev-
ertheless, this requires a re-certification. You have to 
wait another few months, before you can make busi-
ness. But you can’t, because another referenced stan-
dard is under review and will be published soon in the 
next edition.

You think, I am kidding. No, this is bitter reality. I 
think it is time to find solutions for such scenarios. Tech-
nically you can solve the problem partly by means of 
using FPGAs or other manufacturer-specific hardware 
solutions, which is never updated. But this doesn’t work 
for very small quantities, because it is too expensive. 
And the changing of standards is not solved at all. We 
need more safety for our investments, without reducing 
the safety aspects, of course.           Holger Zeltwanger

Figure 3: Besides several safety sensors, the industry  
supplies also SIL-2 compliant joysticks as the shown  
completely redundant devices by Bosch-Rexroth
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Proprietary safety protocol

Sauer-Danfoss has developed the Plus+1 CAN Safe-
ty Message protocol. TÜV Süd (Germany) has ap-
proved it. This protocol is independent of the used 
application layer. In difference to a non-safe CAN 
message, it is necessary to send an additional CAN 
data frame. This message contains a 3-bit sequence 
number, a 16-bit CRC protecting the safety data in 
the PDO (CANopen) or PGN (J1939 or Isobus), and 
the CAN-ID of the related CAN message contain-
ing the safe data. There is also a maximum time be-
tween the two related messages (called Safety Data 
Group), which shall not expire (Safety-relevant Cy-
cle Time). The Safety Data Message (SDM) is sent 
first followed by the Safety Header Message (SHM). 
The SDM may contain safety data as well as non-
safe data. The SDGs are sent periodically with the 
Safeguard Cycle Time (SCT). The Plus+1 CAN Safe-
ty Message protocol uses the sequence number and 
the additional CRC polynomial to detect single fail-
ures. The probabilistic analysis proofed that this pro-
tocol exceeds the requirements for SIL-2 and PL-d. 
The analysis was based on un-shielded wires, 255  
receivers, and an 1-ms periodic transmission of 
SDGs.

Based on this concept, Sauer-Danfoss supplies 
devices using CANopen or J1939 connectivity. This 
includes ECUs for different purposes as well as hy-
draulic devices and joysticks.

The Fan Drive Control (FDC) by Sauer-Danfoss  
supports the Plus+1 safety protocol and is suitable for 
the company’s H1 family of piston pumps

trollers and sensors or ac-
tuators featuring an open 
safety communication stan-
dard. This is why CiA will 
organize plug-fests for 
CANopen Safety devices. 
It is intended to proof those 
devices implementing the 
CANopen Safety protocol 
and the related profiles (e.g. 
CiA 406 or CiA 410) under-
stand each other. It should 
be avoided that interopera-

bility problems are detect-
ed during system design. 
The testing will be done dur-
ing plug-fests. In such plug-
fests, ECUs and PLCs will 
be connected to the sen-
sors and actuators. The 
performed tests will include 
SRDO operational tests as 
well as the configuration of 
SRDOs.

 
Holger Zeltwanger
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First international Mobile Machine Control (MMC) conference

CAN in Automation (CiA) organizes the 1st international Mobile Machine Control (MMC) 
conference in Nuremberg (Germany). The 2-day event will take place in June 2013 (12th  
and 13th). The conference will focus on CAN-related topics, but also addresses other  
communication systems such as Ethernet and WLAN. The MMC program committee has 
selected 22 papers. Three sessions are related to safety control and communication. The 
other sessions include agriculture machinery, system and device design as well as application 
examples and tools.
Hirschmann MCS, Inter Control, Softing, Sontheim, and STW sponsor the conference. The 
event is accompanied by a tabletop exhibition. “This is the only international conference 
focused on the design of electronic control systems for mobile machinery including 
agriculture, construction, forestry, and mining machines as well as off-highway vehicles,” 
said Holger Zeltwanger, CiA Managing Director. “The selected papers range from application 
experiences to next generation control systems.” The main focus is on safety controller and 
safe communication via CAN and Ethernet networks.

More information about CAN-connectable devices featuring functional safety is available 
on CAN Newsletter Online (www.can-newsletter.org).
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“We were at the right time at 
the right place, …”

“…and we, as engineers, 
developed products for 
engineers,” explained 
Martin Litschel, one of the 
three founders, the success 
of Vector. He believes that 
a company not located 
close to Daimler and Bosch 
would not have been able 
to have the same success. 
“It was a home game,” 
added Eberhard Hinderer, 
also a founder of the 
company. But the success 
has many fathers: “The 
CiA membership gave us 
the chance to present our 
first CANalyzer tool already 
in 1992 at the Interkama 
exhibition for chicken 
feed,” said Dr. Helmut 
Schelling, the third founder, 
remembering the early days 
of the CAN business. CAN 
network analyzing tools 
were also offered in those 
days by i+ME and Softing. 
“But, we discussed with our 
customers from engineer 
to engineer”, explained 
Litschel. “We were driven by 
our education background.” 
The result was a graphical 
user interface, easy to 
understood by engineers. 
“I had been involved 
in programming until 
1998,” added Schelling, 
explaining the commitment 
and responsibility of the 
management in developing 
tools for engineers.

No doubt, today Vector  
is the market-leading  
manufacturer of CAN  
network analyzer tools. In 
total, the company has sold 
far more than 200,000 of 
their CANalyzers. They are 
used in development, pro-
duction, and maintenance 
departments all over the 
world. 

From a 3- to an 
1100-employees 
company
Vector, established April 
1st, 1988, celebrates this 
year its 25th anniversary. 
Originally founded as an 
engineering office, the com-
pany is now a heavyweight 
in the CAN tool business 
and supplies also embed-
ded software for the auto-
motive industry. Nowadays, 
the company has subsidiar-
ies in USA, Japan, France, 
Sweden, Korea, Great Brit-
ain, India, and China.

In the very early days, 
the owners did not want to 
take the responsibility to 
hire staff. But a couple of 
weeks later, they did it. “We 
have never planned the 
growth or the next steps,” 
said Schelling. “However, 
whenever there was need, 
we took the necessary de-
cisions.” In 1994, the 25th 
employee joined the Swa-
bian company. In 1999, 100 
employees were already 
working in the Vector Group 
increasing to more than 
500 in the year of 2005. 
Six years later, the num-
ber of employees exceed-
ed the mark of 1000. To-
day the company employs 

Links
www.vector.com/25

www.vector.com
www.vector-cantech.com

www.vector-france.com
www.vector-gb.co.uk

www.vector-japan.co.jp
www.vector-scandinavia.

com

Company milestones
1988:  Foundation of 

Vector Software GmbH 
on April 1st by Eberhard 

Hinderer, Martin Litschel, 
and Dr. Helmut Schelling

1992: Renaming to 
Vector Informatik GmbH 

and delivery of the first 
CANalyzer license

1996:  Delivery of the first 
licenses for CANoe and 

CANape
1997: Foundation of Vector 

CANtech (USA)
1998: Foundation of Vector 

Japan
2001: Dr. Thomas Beck 

joined the companyVector 
as shareholder and 4th 

managing director tement
2001: Foundation of Vector 

Consulting GmbH
2006: Vector acquired 4m 

Software Division of Micron 
Electronic Devices AG

2007: Foundation of Vector 
Korea

2009: Foundation of Vector 
Great Britain, Vector India, 

and Vector China
2010: Aquintos became 
part of the Vector Group
2011: The ownership of 

the Vector Group was 
transferred to the non-profit 

Vector Stiftung and the 
Vector Familienstiftung
2012: Thomas Riegraf 

joined the company 
management

some 1100 persons. The 
company has been award-
ed as an excellent employ-
er. The European "Great 
Place to Work" initiative, to-
gether with the Handelsb-
latt (German) newspaper as 
sponsor awarded a quality 
seal for workplace culture 
to the 100 best employers 
in Germany. In 2011, Vector 
attained the 10th place in 
the category of companies 
with 501 to 2000 employ-
ees. The next award is in 
the pipeline: In 2013, Vector 
has been awarded the 2nd 
best employer in the IT in-
dustry in that category. The 
company also expects a 
good industry independent 
positioning.

While many rising 
stars in the young IT indus-
try carried their gains to the 
stock markets, the Vector 
management invested in 
bricks, as Martin Litschel 
expressed it. The first com-
pany-owned building was 
finished in 2001, followed 
by a second in 2004. But 
this is not the end. “We are 
already planning the next 
construction stage with four 
additional buildings,” ex-
plained Hinderer, responsi-
ble for the project.

Figure 1: Vector has invested in bricks; the next buildings 
are already planned
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Dr. Thomas Beck
President

Eberhard Hinderer
President

Martin Litschel
Founder and president

Thomas Riegraf
Founder and president

Dr. Helmut Schelling
Founder and president

Not just a  
“toolmaker”

By the way, the com-
pany’s name derived from 
the first business: Program-
ming NC machines us-
ing vector graphics. Start-
ing with the making of bus 
analyzing tools in 1992, 
the company changed the 
name from the Vector Soft-
ware origin to Vector Infor-
matik. Nowadays, the com-
pany still makes half of the 
turnover with testing and 
tools. Of course, this in-
cludes the CANalyzer for 
testing ECUs (electronic 
control units) and the other 
well-known tools such as 
the CANoe for testing and 
simulation. The company 
supports all network tech-
nologies used in the auto-
motive industry. However, 
the main business is still re-
lated to the CAN technol-
ogy. So it is not a surprise 
that Vector is an early bird 
in the CAN FD develop-
ment. The company already 
adapted the improved CAN 
protocol in analyzing tools, 
which were demonstrated 
several times on CAN FD 
events organized by Bosch 
and CiA. “CAN FD is the 
logical consequence, when 
you need more bandwidth,” 
said Martin Litschel, one of 
the “inventors” of the CAN 
protocol. To the question, 
if the improved CAN data 
link layer is a competitor 
of FlexRay, he answered: 
“CAN FD is a competitor of 
FlexRay, only in those appli-
cations, in which time-trig-
gered communication sys-
tems have no business.”

The other half of  
Vector’s business is com-
ing from embedded soft-
ware including operat-
ing systems as well as 
ECU calibration and ap-
plication software devel-
opment. Beginning of this 
year, the Microsar Safecon-
text operating system (OS)  
has been certified to ASIL-D  
in compliance with the  
ISO 26262 standard. The 
software certified by TÜV 
Nord (Germany) runs on the 
TMS570 processor by Tex-
as Instruments. The con-

cept is currently being ex-
tended to other processors.

Mixed ASIL systems 
require safe partitioning of 
software modules (“Free-
dom from Interference”). 
The certified OS supports 
this by protecting against 
overwriting of memory ar-
eas and by safe switch-
ing of contexts. The need-
ed switching of the memory 
protection unit (MPU) and 
the switching of task and in-
terrupt contexts was devel-
oped according to ASIL-D.

In order to cover also 
the hardware-near soft-
ware development, Vector 
cooperates with iSystem 
(Germany) since this year. 
The companies have inte-
grated their tools. The AMD 
and XCP options extend the  
CANoe development envi-

ronment by adding the ability  
to access internal ECU val-
ues and to execute test and 
analysis tasks. In contrast to 
mere black box testing that 
only stimulates and mea-
sures external ECU signals, 
the ASAM standardized 
XCP protocol also facilitates 
the modification and analy-
sis of internal ECU values. 
The main advantage is the 
monitoring of internal ECU 
parameters that cannot be 
measured over convention-
al bus communication. By 
modifying these parame-
ters, it is moreover possible 
to introduce intentional fault 
conditions and directly test 
the resulting behavior of an 
ECU.

So far, memory ac-
cess has been realized 
over CAN interfaces or ad-

Figure 3: The current CANalyzer optionally supports 
different standardized higher-layer protocols including 
CANopen and J1939-based profiles

Figure 2: The first CANalyzer introduced in 1992
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As one of the most influential media in automation, iianews.com has 
always adhered to the principle of reporting latest information of 
technology trend, marketing and product. More importantly, 
iianews.com insists on transmitting the most valuable information to 
engineers and decision makers, playing a major role in their learning, 
working and evaluating.

Our Concern: Advanced technologies applied in the field device, control and 
managing section of modern factory. Key areas such as new energy, OEM, 
intelligent building, rail transport, water treatment, intelligent instrument, 
management and maintenance of equipment and materials handling etc.

Our Goal: Let users understand the profession tendency through the news. Let 
users grasp the technical front through the new products. Let users enjoy the 
growth smoothly through the on-line example! 

http://www.iianews.com


development phase, in which  
the debug interfaces can  
still be accessed externally. 

For the time being, the 
debuggers support more 
than 3000 different micro- 
controllers that can be con- 
nected directly under  
CANoe.AMD, CANoe.XCP  
or CANape. 

This access path to 
the ECU does not require 
any additional software or 
XCP drivers. No addition-
al resources are used, and 
the real-time behavior is not  
affected.

Succession arranged
We all become older, 

and some day, we will re-
tire. In order to avoid that fi-
nancial sharks take over the 

company, the four share-
holders of Vector decid-
ed to transfer ownership to 
two foundations. In August 
2011, the regional adminis-
trative authority of Stuttgart 
(Germany) admitted the 
two foundations. The non-
profit foundation, known as 
the ‘Vector Stiftung’, was 
endowed by the compa-
ny founders Eberhard Hin-
derer, Martin Litschel and 
Dr. Helmut Schelling. It will 
receive 60 % of the com-
pany’s shares. The family 
foundation (Vector Fami-
lienstiftung), which was en-
dowed by Dr. Thomas Beck 
as well, retains the remain-
ing 40 %, but consolidates 
94 % of voting rights. 

“Taking this step en-
sures a solid, long lasting 

basis upon which Vector 
can continue to develop and 
grow. This guarantees long-
term continuity to our em-
ployees, as well as our cus-
tomers and partners,” said 
Dr. Thomas Beck. “Along 
with continuity, the founda-
tion concept also guaran-
tees that company profits 
will be reinvested in a mean-
ingful and socially balanced 
way,” adds Dr. Helmut 
Schelling. The goals of the 
Vector non-profit foundation 
are to support research for 
environmental-friendly mo-
bility concepts, promote the 
development of young aca-
demics and support social 
institutions.

Eberhard Hinder-
er, Martin Litschel, and Dr. 
Helmut Schelling, already 

ditional VX1000 hardware 
by Vector. However, access 
had to be implemented in 
the ECU software. Regu-
lar communication limit-
ed the bandwidth of CAN-
based XCP communication 
substantially. For specific 
micro-controllers, the VX 
product family offers maxi-
mum data rates of up to 30 
Mbit/s, sampling cycles of 
15 µs, and it can moreover 
be used in vehicles with-
out any problems. The ECU 
code requires suitable con-
ditioning as well.

With their joint devel-
opment, both companies 
have extended the Vector’s 
tools with the access tech-
nology of the iSystems’s de-
buggers. This integration is  
especially helpful in the  

Vector Consulting Services published a study on  
future trends available on the companies website 
(www.vector.com/trends-en). 
According to this study, 2013 calls for more efficiency 
and competitiveness, because the business climate is 
more fragile than before. The study derived from a Vec-
tor’s customer questionnaire. The result: Companies 
will continue to invest in growth through innovation by 
developing new products and solutions, because this 
determines their market position. At the same time they 
are aware of the volatile market situation and thus trim 
their development teams worldwide to be as lean and 
as efficient as possible.
 The year 2012 was very successful for most com-
panies. In some places, however, change and invest-
ments had been avoided, since business "went very 
well" and teams had more than enough to do. That was 
a mistake, because product portfolios should be ad-
justed counter-cyclic. Now perceived cost restrictions 
are stronger. Automotive suppliers reported price pres-
sure of three to twelve percent for the same products 
over one year. Others are so well established in their 
market that they can charge and get more than their 
competitors. 
Vector Consulting Services has identified four  
trends:
◆ Work with distributed teams
 Set clear objectives for improvement and measure 

the agreed targets. Ensure a high level of discipline 
in distributed teams by transparently controlling both 
projects and results. Use tailored methods and tools 
for matching your own constraints and needs. Im-
prove competences for distributed development and 
soft skills. For instance, using different communica-
tion channels rather than sending only mails.

◆ Streamline the development 
 Streamline workflows and related tools stepwise,  

with an overarching strategy, incremental goals,  

and a future-oriented IT architecture. Set concrete 
provement targets on a quarterly basis. Train em-
ployees in "lean development". Give each team the 
task of developing their own action plan for reduc-
ing waste, rework and interface conflicts – with refer-
ence to your company-wide efficiency targets. Eval-
uate your performance, for example by sales per 
developer, lead-time, fault-detection rates and cost 
drivers. Make sure that agile techniques do not lead 
to arbitrariness. Apply professional change manage-
ment.

◆ Develop function-oriented and architecture-based
 First establish a strong focus on systems engineer-

ing and modeling of functions and architecture. 
Support the interfaces to the different components 
through traceability, consistency checking and de-
velopment automation. Prepare model-based de-
velopment: Stepwise introduction, focus on critical 
components, continuity of requirements to code and 
test cases, and adjustment of your own processes. 
Do not primarily look on tools, but rather on integrat-
ed processes and a systematic methodology. Use 
environments to consistently model the different lev-
els of abstraction, from functions to logic, from archi-
tecture to implementation.

◆ Implement functional safety
 Define safety requirements and measures early and 

consistently from a system point of view. Break it 
down only to components and functions, after the 
architecture impacts have been analyzed. Integrate 
suppliers and customers into your overall concept of 
functional safety. Reduce the cost of functional safe-
ty through integrated modeling, early defect detec-
tion and reuse. Optimize in parallel your engineer-
ing processes towards more efficiency. Do not copy 
the methods from the standards, but rather use the 
wide experiences of Vector for efficiently implement-
ing functional safety.

Vector’s view of technology trends in 2013
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close to the age of 60 years, 
plan to reduce gradual-
ly responsibility in the next 
years. “We don’t plan to re-
tire now,” stated all three. 
In order to hand-over the 
company management as 
smooth as possible, mid 
of last year, Thomas Rie-
graf has joined the corpo-
rate management. Already 
in 2001, Dr. Thomas Beck 
joined the management. 
Riegraf has been working 
for Vector for 23 years. He 
was involved in the devel-
opment of the CANoe and 
CANalyzer tools. “I look for-
ward to assuming my new 
role and responsibilities at 
Vector. I will dedicate my-
self to these tasks with full 
commitment to advance 
Vector’s development in re-
lation to our customers and 
employees,” said Thomas 
Riegraf.

Beginning of this year, 
Vector has reorganized its 
business with standard-
ized higher-layer protocols. 
The department dealing 
with CANopen, Devicenet, 
J1939, Isobus and all the 
other standardized CAN so-
lutions are integrated in the 
existing departments such 
as tools and testing, em-
bedded software, and cali-
bration. The protocol stack 
development has moved to 
the tool department. The 
avionics business unit is 
remaining as a strategic 
department, which is also 
responsible for the CAN-
based avionics solutions 
(Arinc 825/6). “You should 
not misinterpret this reor-
ganization,” said Dr. Beck. 
“We are strongly commit-
ted to standardization.” The 
company is present in many 
standardization committees 
and member of all relevant 
associations including CiA. 
“We even want to extend 
our business in the direc-
tion of commercial vehicles 
and other industries,” stat-
ed Thomas Riegraf. “But we 
don’t want to invest heav-
ily in businesses, in which 
the prices do not match our 
company’s goals,” added 
Martin Litschel.                  

conformance test center 
®

For more details please contact the CiA office at certification@can-cia.org

www.can-cia.org

Conformance test your CANopen implementation
Interoperability testing in a multi vendor test stand

Test your devices together with other engineers at a plug fest 



“Our major business is  
high-quality CAN hardware”

Ixxat Automation is known 
for a long time in the CAN 

business. Official estab-
lished at April, 1st in 1998, 
the company celebrated re-
cently its 15th anniversary. 
However, when consider-
ing the predecessor – the 
STZP transfer center – the 
company looks back to a 
25-years history. The CAN 
pioneering company is lo-
cated in Weingarten close 
to the Lake of Constance in 
the South of Germany. The 
main business is still the de-
velopment and production of 
CAN hardware products like 
interface boards and topol-
ogy components. “Our ma-
jor business is high-quality 
CAN hardware” said Chris-
tian Schlegel, CEO of Ixxat.  
“We produce per year about 
50000 hardware compo-
nents, which makes more 
than two thirds of our in-
come. About 80 % are CAN-
connectable units.” This in-
cludes PC interface prod-
ucts, gateways, infrastruc-
ture components like CAN 
repeaters and bridges as 
well as CAN hardware spe-
cifically designed for OEMs. 
The other turnover comes 
from software (15 percent), 
e.g. protocol stacks and en-
gineering services (15 per-
cent). A market analysis 

conducted internally last 
year showed that the com-
pany belongs to the mar-
ket leaders or even is the 
market leader related to the 
worldwide supply of CAN in-
terface boards and CAN in-
frastructure components.

Christian Schlegel was 
involved from the begin-
ning in programming pro-
tocol stacks: “I started with 
a Profibus slave imple-
mentation, developed the 
first CAN Application Lay-
er software, and contin-
ued programming our first 
CANopen protocol stack.” 
Today he manages the 
company, still participating 

Company history
1998: Foundation of Ixxat 

Automation and transfer of 
the STZP employees and 

business
2000: Foundation of 

daughter company in the 
USA (New Hampshire)

2002: Start with Flexray 
technology (execution of 

verification tests for the 
Flexray consortium)
2005: First real-time 

Industrial Ethernet and 
IEEE 1588 projects

2006: Entry into safety 
technology according IEC 

61508
2008: BWK becomes 
majority shareholder
2011: Foundation of 

daughter company in 
France and sales offices in 

Switzerland and Italy
2013: HMS Industrial 

Networks acquired Ixxat

Links 
www.ixxat.com

www.hms.se  

in the technical meetings 
and discussions company-
internally as well as with 
customers.

The question, what 
were the most interesting 
and challenging CAN appli-
cations, he has seen in his 
23 years working for Ixxat  
and STZP, he answered: 
“The project for Kongs-
berg’s ship automation sys-
tem with its redundancy and 
high-availability require-
ments, was the most chal-
lenging one.” The Norwe-
gian company equips about 
1000 vessels per year with 
this jointly developed sys-
tem. 
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Figure 1: The management (from left to right) –  Christian 
Weißenrieder (Financial Director), Markus Demaria (R&D 
Director), Christian Schlegel (Managing Director), Thomas 
Waggershauser (Sales & Product Marketing Director)
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PCAN-Explorer 5

The universal tool for developing and monitoring CAN 
networks. 

  Extensive user interface improvements: File manage-
ment via projects, confi guration of all elements with the 
property editor, and window arrangement using tabs

  Simultaneous connections with multiple networks / 
CAN interfaces of the same hardware type 

  Confi gurable symbolic message representation
  Data logging with tracers and the 4-channel Line Writer
  VBScript interface for the creation of macros
  Functionality upgrades with add-ins (e.g. Plotter, J1939, 
CANdb Import, or Instruments Panel add-in)

  User interface language in English or German

PCAN-Diag 2

PCAN-Diag 2 is a handheld CAN bus diagnostics unit. The new 
model offers enhanced functionality:

  Clear CAN traffi c representation in lists, confi gurable 
symbolic representation of received messages

  Transmission of individual CAN frames or CAN frame lists 
  Built-in 2-channel oscilloscope for detailed analysis of 
the differential CAN signal or an optional external signal, 
triggering by CAN IDs or other events

  Bit rate detection, bus load and termination measurement
  Windows® software for easy device confi guration and 
transmit list defi nition, upload via USB connection

  Storage of diagnostic results (CSV, BMP) on an internal 
1 GB mass storage USB device

PCAN-Diag 2 is a handheld CAN bus diagnostics unit. The new 

PCAN-Diag 2

CAN bus 
diagnostics 

with trace function

PCAN-PC/104-Plus Quad

Four-channel CAN 
interface with galvanic 
isolation for PC/104-Plus 
systems.

PCAN-PC/104-Plus Quad

PCAN-miniPCIe

CAN interface for PCI 
Express Mini slots. Single- 
or dual-channel versions 
with isolation available.

PCAN-PCI Express

CAN interface for PCI
Express slots. 1, 2, and 
4-channel versions with 
galvanic isolation available.            

ment via projects, confi guration of all elements with the 

PCAN-PCI Express

PCAN-USB Pro

High-speed USB 2.0 
interface with galvanic 
isolation for connecting up 
to 2 CAN and 2 LIN busses.  

High-speed USB 2.0 

PCAN-USB Pro

PCAN-PCI/104-Express

CAN interface for PCI/104-
Express systems. Available
as 1-channel, 2-channel,
and opto-isolated version.

PCAN-PCI/104-Express

PCAN-Router Pro

Programmable and 
confi gurable four channel 
CAN router with data logger 
in aluminum casing. 

Now also programmable

PCAN-Router DR

CAN router in DIN rail 
plastic casing with 2 CAN 
channels, selectable bit 
rate, and galvanic isolation.
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LINUX device driver
  availableYou CAN get it...

Hardware & software for CAN bus applications…

www.peak-system.com
Otto-Roehm-Str. 69, 64293 Darmstadt, Germany
Phone: + 49 6151 8173-20  –  Fax: + 49 6151 8173-29  –  E-mail: info@peak-system.com



Related articles
Detecting CAN nodes 

with different of drifting  
bit-rates, in CAN 

Newsletter 3/2012

CAN topology 
components, in CAN 

Newsletter 1/2012

CAN – vintage, not 
obsolete!, in CAN 
Newsletter 1/2012

One of the largest CAN 
designs was done for Otis: 
The lift (elevator) control 

system comprises in maxi-
mum about 18000 nodes. 
“We developed a specific 

CAN higher-layer protocol 
based on the 29-bit identi-
fier, in order to address so 
many devices from any loca-
tion in the hierarchical sys-
tem,” explained Schlegel. He 
also mentioned two medical 
applications, which have im-
pressed him: The integrated 
operating room by Karl Storz 
and the eye-surgery system 
by Alcon Labs. In both proj-
ects the CAN PC interfac-
es from Ixxat are used. The 
operating theaters by Karl 
Storz are based on the SBC 
network, a CAN network 
with a CAL-based proprie-
tary profile. The SBC net-
work was first used in the 
company’s equipment for 
endoscopy surgeries. In the 
meantime, the SBC is also 
used in the OR1 integrated 
operating room.

HMS acquired Ixxat
Ixxat, founded by Prof. Dr. 
Konrad Etschberger, was 
acquired beginning of this 
year by HMS, a Swedish 
company focused on com-
munication interface prod-
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Figure 2: Annual sales volume and staff development

Figure 3: Annual sales figures of CAN interface products 
in units

I had the privilege of accompanying and helping to shape 
a large part of Ixxat’s history. So I’d like to take a look back 
on it, but also forwards into the future.

When Prof. Dr. Konrad Etschberger established 
the Steinbeis Transfer Center for Process Automation 
(STZP) in 1987, the first field buses like Profibus were 
just being introduced. When the first Intel CAN control-
ler became available, STZP was asked by ZF to evaluate 
the component. Starting with the requirement of being 
able to connect PCs to a CAN network to make the data 
traffic visible, a CAN interface card with an ISA bus inter-
face was developed, and became STZP’s first product.

Although CAN was designed for use in the automo-
tive sector, STZP concentrated on the use of CAN in in-
dustrial applications. In 1990, STZP was the first provider 
of CAN seminars, and in 1992 it became a CiA member.

When I joined the field-bus topics as an engineer 
at the STZP in 1990, I worked intensively with the de-
velopment of a higher-layer protocol (HLP) for CAN. The 
definition of a HLP for CAN was thus the first CiA speci-
fication. In 1994, the CAN Application Layer (CAL) was 
published. That ultimately became CANopen, whose 
first specification was released in 1995. STZP and later 
Ixxat were heavily involved in the development and fur-
ther refinement of the CANopen specifications.
Over the years, STZP’s product portfolio was expanded, 
so by 1998 they offered a comprehensive product range 
of CAN-PC interface cards and CAN repeaters, as well as 

analyzing tools and protocol software packages for CAL, 
CANopen, and DeviceNet.

To demonstrate more professionalism, give employ-
ees a longer-term perspective, and also to leave the uni-
versity fold, Ixxat Automation was founded in 1998 and 
STZP’s technology and employees were transferred to it.

In the years after 1998, more and more technolo-
gies were added, e.g. Ethernet/IP in 2001. Then, in 2002, 
we worked on the introduction of Flexray (after previously 
working on the Byteflight protocol with BMW). In 2005, 
Powerlink followed, another Industrial Ethernet solution.

An important first step in the global market was the 
founding of US daughter company in 2000. In 2011 and 
2012, we've added our own sales offices in Italy and 
Switzerland, along with another subsidiary in France. We 
have a global sales network of 18 distributors not count-
ing the HMS offices and distributors.

In the future, we will concentrate (besides the CAN 
business) on three additional topics: safety, Ethercat and 
Powerlink. We would like to extend our heartfelt gratitude 
for the last 25 years for the established customers who 
have accompanied us on our journey. It’s been fun. And 
we are looking forward to future that we can experience 
together, as well as to the new technologies and chal-
lenges that will come during that time. CAN FD is one of 
the next one we will invest in. We are already developing 
with a partner an FPGA solution supporting the improved 
CAN protocol.

23 years in the CAN businessChristian Schlegel (Ixxat)
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CAN FD products 
will come soon

“We have not yet scheduled 
in detail, the support of CAN 
FD in our products,” said 
Schlegel. “But by end of this 
year, you will see the first 
CAN FD products from us.” 
The company will extend its 
CAN drivers (VCI – Virtu-
al CAN Interface as well as 
ECI – Embedded Commu-
nication Interface) in order 
to support the higher pay-
loads of up to 64 byte. How-
ever, the next version of the 
CANanalyser tool (version 
3.0), which is to be released 
beginning of summer this 
year with some interesting  
add-on features (for more 
details visit the CAN News-
letter Online) will not yet 
support the improved CAN 
protocol. However, CAN in-
terfaces and also the bus-
analyzing tool with CAN FD 
support will be presented 
at the 14th iCC (internation-
al CAN Conference) in No-
vember in Paris. “I see a 
prospering future for CAN,” 
stated Schlegel. “CAN net-
works are cheap and easy 
to maintain compared to 
Ethernet-based solutions. 
And with CAN FD we have 
now a migration path to 
higher bitrates resulting in 
higher throughput.”

The company has 
been a very active CiA 
member participating in 
many CiA technical work-
ing groups. Besides in the 
CANopen Interest Group, 

Ixxat employees were 
present in several Special 
Interest Groups such as 
dealing with contrast media 
injectors, gateways to wire-
less networks, layer set-
ting services, etc. “We will 
continue to support CiA in 
its specification activities,” 
promised Schlegel. “We as 
a small company regard 
CiA as one important fac-
tor of our success. Together 
with HMS, also a CiA mem-
ber and other CiA members, 
we will continue to develop 
jointly CAN technology for 
different markets.”

Holger Zeltwanger

ucts and gateways. The 
company’s shareholders 
(the BWK investment com-
pany, Prof. Etschberger, and 
Christian Schlegel) sold the 
firm completely. It is now a 
HMS daughter managed by 
Christian Schlegel. “I think 
the acquisition will give us 
the chance to improve our 
presence worldwide,” said 
Schlegel. “HMS has more 
than 80 people in its world-
wide sales departments at 
the Swedish headquarters 
and 10 international sub-
sidiaries as well as a much 
wider distribution network 
as we had in the past.” Both 
companies have already 
joined their sales forces 
by means of building sales  
teams. For Germany,  
Switzerlandn France and 
Austria one sales team was 
established, and this also  
already happened in USA  
and Italy. “We will be the 
competence center for CAN 
technology, safety, Ether-
cat, Powerlink, and will  
have an important role  
as customized hardware  
provider within the HMS  
group. Ixxat's ambition 
is to stregthen our posi-
tion as a major supplier 
for customized CAN hard-
ware and for all CAN relat-
ed technologies." Basis for 
the hardware production 
are the HMS group facto-
ries in Germany, Sweden, 
Lithuania and China where 
the HMS group produces 
400.000 hardware products 
per year at very high qual-
ity standards.” said Schle-
gel. HMS – not that suc-
cessful with CANopen as 
with Profibus – also benefits 
from the well known CAN 
company and its custom-
er base. “Their strong posi- 
tion especially on the  
German automation mar-
ket will strengthen our pres-
ence in Central Europe,” 
said Staffan Dalström, 
HMS’ CEO. “Together with 
our subsidiary in Karlsruhe, 
Ixxat will reinforce HMS  
in Germany - the world’s 
leading market for  
industrial communication 
solutions.”
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Introduction 
The first section of this  

article describes briefly,  
how physical layer 

appearances can be  
indirectly monitored with  

the application layer  
services which are the  
main constraints. Next  
section presents, how 

status of any device can be 
presented without project 
configuration information. 
System membership and 

connection monitoring 
principles are presented 

in last two sections before 
discussion.
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Common misunderstand-
ing in the industry is, 

that emergency (EMCY) 
protocol is the main excep-
tion management service in 
CANopen systems. On the 
contrary, there are excep-
tion management features 
as part of each communi-
cation service, and stan-
dardized design process 
and files provide a system-
atic approach to reduce de-
sign errors. Many servic-
es, dedicated for both ex-
ception management and 
troubleshooting, have been 
presented in the literature. 
They are briefly reviewed 
and readers are advised to 
read the referenced publi-
cations for more details.

Implementations with 
discrete I/O cabling have 
typically been managed 
with human readable elec-
tric drawings and separate, 
written parameterization 
instructions, which have 
caused deviations in quali-
ty. In addition to the commu-
nication services, CANopen 
includes also design pro-
cesses and files to avoid 
design failures and config-
uration inconsistencies [2]. 
Systematic parameter man-
agement approach enables 
flexible use of off-the-shelf 
components throughout 
systems life cycle, so that 
standard process files, and 
tools can be used to hide 
the complexity in assembly 
and service [3].

Various exception 
management features are 
available during system op-
eration. Properly configured 
NMT-master starting only 
valid devices with various 
optional checks is the first 
efficient safeguard, which 

Exception management in 
CANopen systems

Dr. Heikki Saha

can be configured as sim-
ple as allowed by the appli-
cation. The design process 
provides error-free informa-
tion for run-time parameter 
transfers [5]. Furthermore, 
metadata of the parame-
ters can be utilized for e.g. 
checking plausibility of the 
parameter values and pre-
venting parameter editor to 
exceed the defined value 
ranges.

Signal status monitor-
ing and plausibility check-
ing are based on the in-
formation provided by the 
design process and files [5]. 
Both NMT status of the pro-
ducer and signal update in-
terval can be used to con-
firm both correct producer 
state and update of each 
incoming signal at required 
interval. Signaling depend-
ability of CAN communica-
tion with application layer 
safeguards is several mag-
nitudes higher that can be 
achieved with discrete in-
puts and outputs [6].

Of course event list 
functionality based on 
EMCY protocol is support-
ed. The usability of such 
concept can be significant-
ly improved by expanding 

the capabilities of the de-
sign files [7]. Proposed ad-
ditional features enable er-
ror code management as 
an integral part of the de-
sign process. It should be 
noticed that event list is in-
tended to be used togeth-
er with the other excep-
tion management services. 
Typically, event list is used 
to provide notifications and 
other services can be used 
for more detailed diagnos-
tics, based on the source 
node-IDs indicated by the 
EMCY consumer.

 Physical layer
It has been well known from 
the history of CAN that in-
creasing the number of 
nodes in a network decreas-
es residual error probabil-
ity because each node is  
monitoring the commu-
nication and is able to  
globalize locally detected  
errors [1]. It is obvious  
that the more there are  
devices monitoring the 
communication, the bigger 
portion of all errors – part 
of which can be local to cer-
tain positions of the network 
– can be detected. 

Figure 1: Example device monitor window with a generic 
error pending
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Majority of the physi-
cal layer errors are covered 
by CAN controllers and 
main CANopen communi-
cation services [5]. Some 
effects of undetected cor-
ruption can be detected by 
plausibility checking based 
on signal metadata export-
ed from CANopen project 
to software project [5] [6]. 
CANopen is very reliable 
and the probability of un-
detected erroneous frames 
is extremely low [6]. Physi-
cal layer appearances have 
effects on application layer 
behavior, where indications 
can be processed and visu-
alized for operators.

Combinations of signal 
timeouts and device states 
can be used for distinguish-
ing physical layer failures 
from communication or con-
figuration errors [5]. The 
main problem of termina-
tion resistors is that they are 
not active components. As 
a consequence, their con-
dition can be determined 
quite well but not perfectly.

If adding devices intro-
duces communication prob-
lems, physical layer specifi-
cations have been violated. 
Most obviously wrong pro-
tection circuits have been 
used in the devices, caus-
ing impedance mismatch in 
the transmission line. Oth-
er common reasons are to-
pology violations causing 
reflections disturbing the 
communication. It is also 
possible that the maximum 
number of nodes support-
ed by transceiver chips has 
been exceeded. It is as-
sumed in further sections, 
that systems are designed 
and assembled correctly.

Device monitoring

Basic device monitoring  
can be implemented as a 
standard stand-alone soft-
ware component, without  
any information from the 
system or components. 
Such characteristic is at-
tractive, because it en-
ables efficient approach 
to provide the basic de-
vice monitoring for all sys-
tems without project spe-
cific workload. Typically this 
kind of components can 
be used for troubleshoot-
ing e.g. from the beginning  
of the projects or with early  
prototypes.

Very basic implemen-
tation is included in the ex-
ample in Figure 1, where 
only CANopen mandatory 
information is shown. This 
set of information is sup-
ported by each CANopen 
device. Device type is de-
coded based on lower word 
value, which indicates the 
supported device profile. 
Vendor-ID is decoded into 
vendor name based on the 
information maintained by 
CiA. Revision number is 
shown in the standardized 
format (major and minor). 
Product code and serial 
number are shown as raw 
decimal values. Error regis-
ter flags for pending errors 
are decoded as abbrevia-
tions due to a constrained 
screen size.

The basic approach 
supporting only CANopen 
mandatory information can 
be expanded with CANopen 
optional information such 
as Manufacturer Status or 
Predefined Error Field ob-
jects. While the first one 

sounds interesting, its con-
tents are free and are thus 
not possible to decode with-
out device specific, detailed 
information. The benefit of 
showing the latter one may 
also be marginal, because 
the same information al-
ready exists on the event 
list. Thus, device profile 
specific information would 
be more attractive, because 
it can be decoded in details 
based on higher word of de-
vice type.

Drives support device 
control, status information 
as well as various informa-
tion and status objects de-
fined in device profiles. It 
means that if the objects 
are supported, they indicate 
same behavior and can be 
found from same object lo-
cations in each device [12] 
[15]. Encoders indicate sup-
port and activity informa-
tion for both warnings and 
alarms, which enables ex-
tensive diagnostics without 
a need for system configu-
ration or exact product infor-
mation [14].

Measurement devices 
– e.g. pressure and temper-
ature transmitters – provide 
signal type, unit and scaling 
information [13]. Compara-
ble information is available 
from inclinometers too [16]. 
I/O devices support e.g. po-
larity selection for digital 
I/O and scaling for analog 
I/O, but generic structure of 
such devices makes it dif-
ficult to decode the status 
without detailed device in-
formation [11].

Membership 
monitoring
Basic membership mon-
itoring in CANopen sys-
tems can be based on 
one the most fundamental 
CANopen service, heart-
beat consumer. Fixed 
screen locations are used 
for each node-ID, which en-
ables the use without proj-
ect information in e.g. ear-
ly prototypes. Member-
ship monitoring can be im-
proved by position names, 
which can be automatical-
ly collected from system's 

Figure 2: Example membership monitor window with two 
invalid devices found from the system
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Figure 3 presents the 
LineStat basic function 
block for monitoring a single 
connection. There are two 
inputs for the target node of 
the connection, NodeStIn 
for NMT-state and NodeSe-
qIdx indicating the node in-
stallation index from the be-
ginning of the network. Two 
daisy-chained signals for 
error position and recovery 
indication are also used.

If a device exists and 
there is no error indica-
tion in SeqNumIn but sta-
tus is not correct, the node-
ID of the device is set into  
SeqNumOut. If an error  
indication exists in  
SeqNumIn, it is directly 
propagated into SeqNum-
Out. If a device with cor-
rect status exists after one 
or more failing positions,  
SeqStOut is set to true. True 
state in SeqStIn is always 
propagated into SeqStOut.

An example system is 
presented in Figure 4. It has 
linear topology and it con-
sists of N nodes installed 
and R:th node is monitor-
ing the system status. Array 
NmtSt holds NMT-states in 
the ascending node-ID or-
der and array NIds holds 
the node-IDs in ascending 
installation order. System 
monitor does not natively 
support indication of invalid 
nodes, because their loca-
tion is not known and can-
not be determined unam-
biguously.

Error free status is fed 
from the monitoring position 
towards both ends of the net-
work. If either SeqNumOut  
is greater than zero and 
both SeqStOut signals are 
negated, non-zero value 
points directly the faulty 
connection from the be-
gin of the network. If either  
SeqStOut is asserted, there 
is most probably a termi-
nation failure. Proposed 
approach in most cases 
reveals both missing termi-
nator and one installed in a 
wrong location away from 
either end of the network.

Another approach 
would be to indicate termi-
nators potentially failing de-
vices in all errors, which 
may be more confusing for 
the service personnel. In 
some cases one missing or 
wrong terminator does not 
cause immediate visible ef-
fect on communication. Fur-
thermore, e.g. power supply 
failures may cause similar 
NMT state combinations.

An example of sys-
tem monitor with combined 
membership and connec-
tion monitoring with 2D 
background is presented in 
figure 5. In more complex 
systems, so called 2.5D 
background could be used 
[4]. Various 3D visualization 
technologies can also be 
used, depending on the ca-
pabilities of selected display 
hardware. Termination error 
is suspected because there 

is one operating device af-
ter failing device. A cable 
break is also detected, be-
cause all devices from cer-
tain point to the end of the 
bus are failing. Color or po-
tentially failing connection 
and terminators is set to 
red.

The use of intelligent 
sensors and actuators in-
creases the number of 
nodes and improves the de-
pendability and accuracy of 
system status information. 
It is obvious that increas-
ing number of nodes will 
increase the accuracy of 
connection monitoring be-
cause there are more and 
shorter connections. As ex-
plained in the physical lay-
er section, increasing the 
number nodes increases  
the dependability of the 
communication also in CAN  
level.

Summary
Following thoroughly de-
fined design process and 
storing configuration in-
formation in the standard 
files will prevent majority of 
the design inconsistencies. 
During operation CANopen 
systems can indicate to op-
erators most of the failures 
based on the most funda-
mental communication ser-
vices, without any external 
measurement tools. Fail-
ures include configuration 
inconsistencies, broken 
network connections and 
problems in parameter and 
signal transfers.
      Device and membership  
monitors do not require proj-
ect information, but such in-
formation improves usabili-
ty of the membership mon-
itor. Operation of member-
ship monitor without project 

Figure 4: Analysis of a linear network using the basic function block

Figure 3: Basic analysis function block producing status of 
a single connection

CANopen project. It is pos-
sible to display status of all 
devices – valid or invalid – 
in a system in this kind of 
view. There is no mapping 
into system structure, but 
the use of system specif-
ic position names improves 
understandability. Node-ID 
need to be used for possi-
bly existing invalid nodes.

Source information can  
be taken from either local  
heartbeat consumer or from 
Request NMT object [9] of a 
remote network accessed 
with remote SDO service 
[9]. NMT states are read 
with a standard function 
block [5] [10] to an array for 
the further processing.

An example member-
ship monitor is presented 
in Figure 2. In addition to 
the valid devices, there are 
two devices, with node-IDs 
21 and 22, invalid to the ex-
ample configuration. Valid 
devices have been started 
and green color indicates 
NMT operational state. In-
valid devices have not been 
started and they remain in 
NMT Pre-operational state 
indicated by yellow color. If 
a boot message is sent by 
the device, but heartbeat 
is not available, the NMT 
state is unknown. If neither 
boot message nor heart-
beat is available, the device 
is missing.

Connection monitoring
One of the main advantages  
of distributed control sys-
tems, when compared with 
the use of centralized archi-
tecture with discrete I/O, is 
an intrinsic support for con-
nection state monitoring. 
Connection state monitoring  
can be based on information  
from heartbeat consumer of  
the devices combined with 
device installation order. 
Using GraphML based file 
format for system struc-
ture description and auto-
matic code header genera-
tion from it is already proven 
technology [4]. As member-
ship monitoring, also con-
nection monitoring works 
as well for local as remote 
networks. 
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information enables indica-
tion of existing invalid de-
vices, too. System monitor 
needs both structural infor-
mation and device names 
of a system. Because of 
strong system dependence, 
existing invalid devices 
cannot be indicated in an  
acceptable way.

Connection monitor-
ing was implemented as an 
example for linear topolo-
gy. Other topologies can be  
covered later on, when  
standardized method for 
defining such topologies 
become standardized. 
Same basic analysis func-
tion block can be re-used, 
but instead of generation 
parameter header section, 
a whole top-level diagnos-
tics function block would 
need to be generated from 
the network project. Such 
approach moves the most 
complex processing from 
the system to the design 
process.

Finding out termination 
failures remain challeng-
ing, because terminators 
are passive components 
and the overall behavior of 
networks depend on the 
physical layer characteris-
tics such as topology de-
viations and specific im-
pedance of the used bus 
cable. Therefore terminator 
failures are very difficult to 
be found, even with direct 
physical layer measure-
ments. Proposed primary 
termination failure handling 
has been found practical in 
most cases, regardless of 
its incompleteness. Alter-
native approach will lead to 
more unnecessary termina-
tor checks.

Against common under-
standing among engineers, 
increasing the number of 
nodes in a network increas-
es troubleshooting accu-
racy and reliability in both 
CAN and CANopen levels. 
If increasing the number of 
devices disturbs the com-
munication, there are seri-
ous physical layer design 
or installation failures in the 
network.

There is no sense in 
inplomenting manufactur-
er specific communication 
mechanisms because the 
existing fundamental fea-
tures are supported by each 
CANopen device. Maxi-
mum compatibility enables 
the best possible maintain-
ability of the systems, be-
cause devices can be se-
lected based on application 
requirements, without any 
communication related con-
straints. Different visual-
ization may be required by 
different applications and 
many features of the new 
system structure descrip-
tion format [4] support fu-
ture visualization technolo-
gies. Main future research 
will focus on adding a sup-
port for more complex to-
pologies to the connection 
monitor.                               

Figure 5: Example connection monitor with 2D background 
and active connection and termination failure indications
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Introduction 
This article explains 

the motivation and 
development of the  
CiA 454 profile also 

known as Energybus 
network. The focus 

is on the defined 
communication protocol 

that was developed 
jointly by CiA and the 
EnergyBus members. 

The CiA 454 CANopen 
application profile 

specifies the parameters 
and communication 

services for light electric 
vehicles.

The electronic system of 
pedelecs (pedal electric 

cycle) and e-bikes compris-
es different devices, which 
use networks to communi-
cate. It can be extended by 
additional devices for ex-
ample to charge the battery. 
The light electric vehicle 
(LEV) market is currently 
characterized by numerous 
proprietary solutions for the 
communication between 
devices and chargers. Ven-
dors of e-bikes cannot use 
devices from different man-
ufacturers due to missing 
compatibility. On the con-
trary, many E-bike manu-
facturers and customers 
wish to have replaceable 
devices with different fea-
ture sets and the possibili-
ty to charge their e-bikes or 
pedelecs at public charging 
stations without the need to 
bring an own charger. 

To improve this situ-
ation, the Energybus as-

Energybus: 
an open specification for LEVs

Torsten Gedenk

sociation with currently 64 
member companies is de-
veloping a standardized in-
terface for these devices. 
This open specification for 
devices used in light elec-
tric vehicles (LEV) speci-
fies the communication and 
connectors. The standard-
ization offers advantag-
es: Manufacturers require 
less adaption for differ-
ent e-bikes, provider need 
less cables and adapters. 
Customers will be able to 

charge their e-bikes at pub-
lic charging stations in the 
future.

First successful results 
have been reached both for 
national and international 
standardization. In the na-
tional cycle traffic plan the 
German government has 
committed to develop a 
non-proprietary LEV charg-
ing infrastructure by 2020 
and the international stan-
dardization within ISO and 
IEC has been started in De-
cember 2012 in Shenzhen 
(China). First pilot proj-
ects with public Energybus 
charging stations are also 
running in southern Germa-
ny and Austria.

CAN and CANopen
At the beginning of the de-
velopment it was evaluat-
ed, which network protocol 
fits the requirements. CAN, 
LIN, USB, I2C and EIA-485 
were taken into account. 
CAN has been chosen be-
cause of its robustness, 
flexibility and wide-spread 
use and availability. As CAN 
does not define an applica-
tion layer protocol there was 
the need to define one. In-
stead of developing a new 
protocol from scratch, 

Pin Signal Description
1 CAN_H CAN_H bus line
2 CAN_L CAN_L bus line
3 AUX_V +12V auxiliary voltage
4 AUX_GND Auxiliary ground
5 POW_V Power line voltage(bis +48V)
6 POW_GND Power line ground

Plug Socket

Figure 1: The Energybus connectors 

Figure 2: The table shows the pins of the pin assignment
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is similar to DHCP service. 
Device errors or alarms are 
signaled in CANopen by 
emergency messages.

CANopen application 
profile
In contrast to CANopen de-
vice profiles, the application 
profiles define a complete 
application, in which devi-
ces can be changed without 
reconfiguration. Application 
profiles define a fixed set of 
device properties and be-
havior and reduce the flex-
ibility of CANopen to the 
needs of the application.

The LEV communica-
tion is defined in the CiA 
454 application profile. It 
defines a set of virtual de- 
vices with defined prop-
erties and configuration  
parameters. One or more 
virtual devices can be com- 
bined in each physical  
device. Currently the follo- 
wing virtual devices are 
specified:

 ◆ Battery
 ◆ Voltage converter  

(Charger)
 ◆ Motor control unit (MCU)

it has been decided to use 
CANopen. Therefore, the 
Energybus association ini-
tiated the cooperation with 
CAN in Automation (CiA). 
The CANopen protocol pro-
vides a set of services to 
exchange data between de-
vices (nodes) in a network. 
One of the most important 
services is the PDO service 
– Process Data Objects, 
which allow the transmis-
sion of process data in CAN 
messages without addition-
al protocol overhead. The 
SDO service (Service Data 
Object) provides a random 
access to all defined device 
parameters. Additionally, 
the CANopen communica-
tion and application profiles 
define a set of parameters 
(object dictionary), which 
have to be available at all 
CANopen or profile-compli-
ant devices. CANopen net-
works can consist of 127 
devices, which can be ad-
dressed by its node-ID. The 
node-ID can be fixed (stat-
ic or configurable) by DIP 
switch or dynamically as-
signed by the Layer Set-
ting Service (LSS), which 

The CiA 454 specification defines all parameters 
for each virtual device. For batteries these are the 
following parameters:
All devices must provide the following parameters:

 ◆ Supported virtual device 
 ◆ Device status
 ◆ Device capability
 ◆ Rated voltage
 ◆ Control word

A battery must additionally support all mandatory 
parameters for active devices:

 ◆ Maximum continuous input current
 ◆ Maximum continuous output current
 ◆ Maximum and minimum voltage
 ◆ Allowed peak value for input current
 ◆ Allowed peak value for output currents
 ◆ Actual voltage and current values
 ◆ Request of voltage or current limitation

And there are battery-specific parameters:
 ◆ Type of battery
 ◆ Actual capacity
 ◆ Rated capacity
 ◆ Temperature
 ◆ Cell voltages and currents
 ◆ Deep discharge counter
 ◆ Short-cut counter
 ◆ Over-temperature counter
 ◆ Total Wh output 

Example: Battery
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is that all Energybus-com-
pliant batteries (and other 
active devices) provide the 
same parameters and can 
be configured in the same 
way. Although, public charg-
ing stations will be able to 
charge batteries from differ-
ent manufacturers and En-
ergybus tools will be able 
to communicate with all CiA 
454 devices. Furthermore 
there can be more than 
one battery in one Energy-
bus network, in order to in-
crease the achievable dis-
tance of the LEV.

In order to implement 
the CiA 454 profile, we pro-
vide the Energybus frame-
work, which encapsulates 
all CiA 454 services and 
state machines. Using this 
framework detailed knowl-
edge of Energybus and 
CANopen is not required for 
developers of Energybus 
devices.                             

also performs a compatibil-
ity check for each device. 
The power lines are only 
enabled if all devices signal 
that they are able to han-
dle the provided voltage. 
Another task of the EBC 
is monitoring of all devices 
and reactions on device er-
rors or loss of devices.

The EBC virtual de-
vice can also be implement-
ed together with other vir-
tual devices in one physical 
device. For pedelecs the 
EBC will mostly be com-
bined with the motor con-
troller. Another use case is 
the implementation of EBC 
in a charger. In this case, 
the EBC is allowed to be ac-
tive, if it is the only EBC in 
the network.

From the CANopen 
point of view the EBC has 
to implement the following 
functionalities: NMT mas-
ter, dynamic object diction-
ary, LSS master with Fast-
scan functionaltiy, SDO 
client, Emergency consum-
er, Heartbeat consumer, 
PDO producer and consum-
er as well as SYNC produc-
er with 100-ms cycle time.

The state machine 
shown in Figure 2 ensures 
that the battery is only at-
tached to the power line if 
requested by the EBC. One 
of the advantages of the 
CiA 454 profile specification 

Pedelec markets
In China, there are sold 
more than 20 million of 

pedelecs per year. In 
Europe, the annual sales 
figure is just one million. 

In 2011, this resulted 
in a sales volume of 
about 1,7 billion €. It 

has been predicted that 
in 2015, 3 million light 
electric vehicles (LEV) 
will be sold in Europe, 

and these will mostly be 
pedelecs.

Energybus connector
 ◆ Voltage up to 48 V 

(power line)
 ◆ Current up to 50 A

 ◆ Two pins for power 
(Powerline)

 ◆ Two pins for 12 V  
auxiliary voltage (for 

passive devices and to 
wake up deeply-  

discharged batteries)
 ◆ Two pins for CAN 

communication
 ◆ 5000 matching cycles

 ◆ magnetic reverse  
polarity protection

 ◆ Pulling out without 
damage is possible

Reference
Jakob Wachtel,  
One CANopen 

Application Profile for 
Mobile and Stationary 
Energy Management 

Systems, Proceedings 
of the 13th international 

CAN Conference, 5 
March 2012

 ◆ Display (HMI)
 ◆ Energybus controller as 

network master
 ◆ Security device 

Additionally the CiA 
454 profile defines the pa-
rameters in the object dic-
tionary, the state machine 
for each virtual device, the 
process data which are 
sent by means of PDO with 
their cycle-times and fur-
ther properties. The profile 
covers further definitions 
for Emergency messages 
and defines the use of dy-
namic node-ID assignment 
by LSS and the maximum 
number of virtual devices. 
CiA 454 devices are distin-
guished in active and pas-
sive devices. Active devices 
like the batteries, the char-
gers and the motor con-
troller are connected to the 
power line (up to 48 V). The 
passive devices are pow-
ered by 12 V. The profile ad-
ditionally defines a bit rate 
of 250 kbit/s. The physical 
layer shall be compliant with 
ISO 11898-5 (high-speed 
transceiver with low-power 
capability).

The CiA 454 version 
1.0 covered only chargers 
and batteries; it was re-
leased in March 2011. In the 
next version, other parame-
ters and the behavior of ad-
ditional virtual devices will 
be specified. It will be re-
leased in 2013.

Energybus controller
The Energybus controller 
(EBC) provides the appli-
cation master and the NMT 
master functionality. In ad-
dition, it assigns the node-
IDs by means of LSS and 
the configuration of the de-
vices by means of SDO. It 

Figure 3: The LEV electronic control system comprises active and passive devices

Figure 4: The firmware for the battery is mostly integrated 
in the battery management system and implements the 
shown state machine
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According to the basic 
machinery safety stan-

dard ISO 13849-1, the ca-
pability of a machine con-
trol system to perform a 
safety function is expressed 
using performance levels  
(PL). The required perfor-
mance level for a safety 
function is defined in a ma-
chine specific standard or it 
has to be defined using risk 
analysis. After ISO 13849-1  
standard becoming effec- 
tive, VTT has made sever-
al evaluations for estimating 
if required performance lev-
els (PLr) of machine safety 
functions are fulfilled. The 
purpose of evaluating per-
formance levels for machine 
safety functions is to ensure 
the implementation of safe-
ty features in the control 
system of machinery.
     Experiences have shown 
that the biggest challenges  
in evaluating the PL of the 
safety related parts of the 
control system (SRP/CS) are  
related to the formulation of 
the safety block diagrams 
for these parts and collect-
ing source information for 
the PL calculations. Differ-
ent evaluators may con-
struct a safety block dia-
gram for a safety function 
in various manners. This 
may lead to different results  
in the evaluation of the 
achievable PL. Also the input  
source of the failure rate data  
for the calculation has a huge  
effect on the MTTFd values. 
It is still difficult to get in-
formation relating to MTTF  
values of components.

PL estimation
When starting to evaluate  
the PL for a certain safe-

Evaluating performance levels 
of machine control functions

Marita Hietikko, Timo Malm, Jarmo Alanen, Dr. Heikki Saha

ty function it is important to  
clear up if the required PL 
(PLr) exists for this safety 
function. PLr may be expres- 
sed in the C type machinery 
safety standard. If the PLr is  
found in the C type standard,  
it is applied. If the PLr is not 
known, it can be estimated 
using a risk graph method 
given in ISO 13849-1. After 
this phase the safety func-
tion is to be designed so that  
the estimated PLr is fulfilled.

After determining the 
PLr for each safety func-
tion in a machine control 
system, a safety block dia-
gram has to be drawn. This 
is done for each safety func-
tion and it consists of only 
those components that par-
ticipate in the execution of 
the safety function. Usu-
ally a safety block diagram 
consists of input (e.g. sen-
sors, limit switches etc.), 
logic and output (e.g. actu-
ators, contactors etc.) com-
ponents. The safety func-
tion can be either a single 
or dual channel solution. It 
is important to notice that 
the safety block diagram of 
a safety function may look 
completely different from 
the technical realization or, 
for example, from the func-
tional block diagram. ISO 
13849-1 introduces desig-
nated architectures, which 
show a logical represen-
tation of the system struc-
ture for each category (B, 1, 
2, 3 or 4). The category of 
the SRP/CS should be cho-
sen by the system architect, 
but in some cases, the cat-
egory is pre- defined in the 
safety function specification 
along with the PLr. The cat-
egory also affects MTTF or 
MTTFd calculations.

When the safety block 
diagrams for the safety 
functions of the control sys-
tem have been created, the 
MTTF or MTTFd values for 
the parts (components) of 
the safety functions should 
be collected. If there is no 
information available about 
MTTF or MTTFd values in 
the components manufac-
turers’ data sheets (which 
is a typical case), the values 
of the ISO 13849-1 stan-
dard can be used. For com-
ponents, the MTTF of which 
depends on the number of 
use cycles, the component 
manufacturer’s data sheets 
may include information on 
the number of cycles un-
til 10 % of the components 
of the same type fail dan-
gerously (i.e. the B10d val-
ues of components). In this 
case, MTTFd for the com-
ponents can be calculated 
from the equations given in 
ISO 13849-1.

The diagnostic cover-
age (DC) should be estimat-
ed for the input, logic and 
output parts of the safety 
function. For estimating the 
DC for these parts, tables 
in Annex E of ISO 13849-1  
are useful to go through.  
After this, the average DC 
(DCavg) can be calculated 
for the safety function im-
plementation and this can 
be done using the formu-
la given in Annex E of ISO 
13849-1. In general, struc-
tural principles can be used 
for avoiding, discovering or 
tolerate failures. In prac-
tice, measures like redun-
dancy, diversity or monitor-
ing can be used. In addition, 
the diagnostic coverage 
(DC) should also be at least 
“low” in order to reach PL d.  

Authors
Marita Hietikko

Timo Malm
Jarmo Alanen

(all VTT)

Dr. Heikki Saha

Address
VTT

P.O. Box 1300
FI-33101 Tampere  

www.vtt.fi

Introduction
This article brings out 

some challenges in the 
process of defining the 
PL of a safety function 

implementation. One 
of these examines the 

use of different cabling 
schemes of the SRP/

CS and their effect on 
the PL evaluation. The 

challenges are highlighted 
using a generic example 

of a safety function 
relating to a mobile work 
machine where different 
technologies (electrical, 

hydraulic and pneumatic) 
can be utilized. The 

different principles and 
solutions for considering 

things in the evaluation of 
the PL are discussed in 

this article.
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epec 5050 control unit
based on 32-bit microcontroller:

•  flash 8 mbyte
•  ram 4 mbyte or 8 mbyte
•  non volatile memory: 512 kbyte
•  up to 3 mbyte plcopen application size
•  temperature range -40°c ... +85°c

epec 3724 control unit
based on 16/32-bit microcontroller:

•  flash 1,6 mbyte
•  ram 1024 kbyte
•  non volatile memory: 8 kbyte
•  plcopen application max size

•   768 kbyte
•  temperature range -40°c ... +85°c

epec 3606 control unit
based on 16/32-bit microcontroller:

•  flash 1,6 mbyte
•  ram 112 kbyte
•  non volatile memory: 2 kbyte
•  plcopen application max size
 •  768 kbyte
•  temperature range -40°c ... +85°c
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The diagnostic coverage 
could also be estimated us-
ing FMEA, in which case 
the detection of each fail-
ure mode should be anal-
ysed. Finally, the common 
cause failures (CCF) for cat-
egory 2, 3 and 4 structures 
should be estimated. In ad-
dition, software implemen-
tation and systematic fail-
ures should be assessed 
following the ISO 13849-1 
standard. After carrying out 
these measures and esti-
mating these parameters, 
the attainable PL for the 
safety function of the con-
trol system can be defined 
based on the graph given in 
ISO 13849-1.

Errors in discrete 
cabling
Based on a long-term fol-
low-up concerning mobile 
work machines, typical life 
time for an instrumenta-
tion cable varies between 
1 and 3 years. The life time 
is mainly dependent on the 
operational environment, 
not on the signaling type. 
The failure rate of discrete 
wiring is higher than that of 
digital network wiring due to 
much larger amount of wire 
[3]. Single-channel discrete 
I/O-wiring cannot offer any 
confirmation about the sig-
nal validity, which is clear-
ly required in safety relat-
ed control systems by the 
standards [10]. An input de-
vice can only check, wheth-
er the input signal is within 
the specified range or not. 
Actual signal sources for 
analogue signals cannot be 
identified by the input-de-
vice. The actual transmitter 
may be the signal source, 
but also any wiring failure 
may contribute at least part 
of the signal value.

According to the safe-
ty standards, discrete wiring 
shall be analyzed together 
with the corresponding sub-
system [10]. Certain faults 
can be excluded only based 
on detailed justification giv-
en in the technical docu-
mentation [1]. It is clearly 
stated that a well-tried com-
ponent for some applica-

tions can be inappropriate 
for other applications [2]. 
In machinery applications 
it means that cables need 
to be analyzed because of 
relatively high cable failure 
rates.

Errors in CANopen 
networks
One of the main targets of 
the CAN-communication 
has been to achieve less 
than one unrecognized er-
ror appearing in average 
life time of a vehicle [3]. 
The residual error rate can-
not be computed directly by 
CRC and binomial distribu-
tion equations because of 
the various error detection 
mechanisms combined in 
CAN. Local errors are dis-
tributed globally, why in-
creasing number of nodes 
per network decreases the 
residual error probability [4].

The residual error 
probability extrapolated 
from the published curves 
[5] is equal or less than the 
result of equation 1. Bit-error 
probability 10-3 [3] and 10-4 

[5] [9] presented for CAN 
may be obsolete, because 
significantly lower values 
from 10-7 down to 10-11 are 
published later, together 
with the measurement ar-
rangement [6]. Residual er-
rors can be divided into the 
following categories: loss + 
masquerade (corrupted ID 
field maps to another safe-
ty critical message), loss + 
insertion (corrupted ID field 
maps to a non-safety critical 
message), loss (corrupted 
ID field maps to a not used 
message), and corruption 
(corrupted data field). Bit er-
rors only in the CRC field 
are always detected. Sub-
sequently, the CAN proto-
col executes a retransmis-
sion of the message that 
was corrupted. Retransmis-
sions cause increase in the 
bus load. This shall be con-
sidered when assessing the 
delay errors and network 
scheduling.

All messages with cor-
rupted data are potential-
ly dangerous. Messages 
with a corrupted identifier 

are dangerous only, if the 
corrupted identifier corre-
sponds to an identifier used 
by another valid safety criti-
cal message.

The message error 
probability can be either ex-
trapolated from the curves 
presented in the literature 
[5] or computed from Equa-
tion 1:

PME = 1-(1-PBE)NBitsInMsg

Where PBE is the bit 
error probability, PME is the 
message error probability 
and NBitsInMsg is the num-
ber of bits in a message. 
Furthermore, the residual 
error probability PRES for 
CAN can be computed by 
Equation 2 [7]:

PRES = PME x 4,7 x 10-11

For simplicity, the re-
sidual error probability for 
both corruption and mas-
querade errors is assumed 
to be one, which is slight-
ly pessimistic. Thus PMas 
equals PRES. Finally, the 
effect of the masquerade 
errors can be computed 
based on the number of 
message identifiers in use – 
MInUse – and total number 
of available message iden-
tifiers – 2IdSize, where the 
use of 11-bit identifiers is 
assumed (see Equation 3):

The most interesting 
result is that CAN commu-
nication can meet the SIL2 
target or even SIL3 with 
reasonable safety mea-
sures, depending on the 
bit error probability specific 
to the application environ-
ment [7], and provided that 
the application messages 
and their protocol are care-
fully designed to tolerate all 
the communication error 
types (loss, insertion, un-
acceptable delay, unintend-
ed repetition, incorrect se-
quence, masquerade and 
addressing) besides the 
bit error caused corruption  
error (which is manifested 
as a masquerade, loss or 
insertion error if the bit error 

PMasEff = PMas x 
MInUse - 1

 2IdSize - 1

hits the CAN identifier field). 
The CANopen communi-
cation services and device 
profiles with proper appli-
cation design tackle most 
of these error types. Heart-
beat consumer and RPDO 
timeout monitoring are the 
main CANopen safeguards 
for signal transfers, cover-
ing deletion and timing er-
rors. All detected errors in 
the CAN-layer are visible 
as delayed transmissions 
in the CANopen layer. Also 
insertions caused by an un-
specified device or a config-
uration error can be detect-
ed, when a valid RPDO is 
received, but the heartbeat 
of the corresponding pro-
ducer is missing. The TPDO 
inhibit time is the main safe-
guard against repetition. To 
follow a standardized de-
sign process is essential, 
because all communication 
is configured based on the 
system project information. 
Masquerade errors may be 
detected in the CANopen 
layer, if a corrupted mes-
sage has a different num-
ber of data bytes than the 
corresponding valid mes-
sage. Tolerance to repeti-
tion errors typically need  
to be verified by  
performance testing of 
RPDO- reception.

Case study
The safety function evaluat-
ed in the case study was a 
stopping function of a sub-
system which is integrated 
on a mobile work machine. 
The PL for the safety relat-
ed part of the control sys-
tem that executes the stop-
ping of the sub- system was 
estimated for three alter-
native structures, A, B and 
C. When estimating the PL 
the following presumptions 
were made: common cause 
failures (CCF), software im-
plementation and system-
atic failures have been an-
alyzed and found to meet 
the requirements. The sub-
system is normally stopped 
by releasing the joystick to 
the middle position. The  
stopping function of the sub-
system can also be induced 
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e.g. by exceeding encoder 
limits. In addition, the sub-
system can also be stopped 
using emergency stop de-
vice, which cut off all pow-
er from the drives. However, 
the PL calculations were ex-
ecuted for that case where 
a stop function is initiated by 
one of the encoders.

In the structure A, 
drives are located central-
ized as one block (Figure 
1). There is a hard-wired 
safety cut-off device in the 
block. There is an individual 
I/O (4...20 mA for measure-
ments), which is marked us-
ing narrow lines. The broad 
lines in Figure 1 denote 
CANopen. 

Scaling of measure-
ments and control values as 
well as control and adjust-
ment calculations etc. are 
made by PLC2. The safety 
block diagram for the struc-
ture A is presented in Figure 
2 for the case where one of 
the encoders initiates the 
stopping function.

The structure A is a 
single channel system and 
all parts have at least some 
kind of monitoring. The 
structure has relatively long 
analogue cables from the 
encoders to the input devic-
es and from the output de-
vices to the drives. These 

cables are sensitive to in-
terruptions since the ca-
bles are situated outside of 
an enclosure and close to 
an actuator. The monitor-
ing of encoders and their 
cables can detect a fail-
ure, which leads to values 
outside of the acceptable 
range. Sometimes water 
and dirt can cause a partial 
short circuit, which has ac-
ceptable conductance. This 
means that the diagnostic 
coverage is poor. The input 
part of the safety function 
was evaluated to fulfill the 
category 2 requirements.

According to a study 
[11], over 30 % of all failures 
in mobile work machines 
are related to cables or hos-
es. (Calculated from the ca-
ble failures, 66 % related to 
open circuits of sensor ca-
bles.) The value is 4 to 10 
times higher than the value 
in stationary production [11]. 
This means that the cable 
failures cannot be neglect-
ed when mobile work ma-
chines are considered.

In the structure B (Fig-
ure 3), drives and encod-
ers are like in the structure 
A. All components connect 
to the same CANopen net-
work. The filtering and scal-
ing of measurements and 
control values are realized 

in encoders and drives. 
All control and adjustment 
calculation is executed in 
PLC2. The safety block dia-
gram for structure B is pre-
sented in Figure 4.

The structure B is a 
single channel system, 
where all parts are moni-
tored. The structure has no 
analogue cables and there-
fore the failures related to 
them do not exist.

The structure C re-
sembles structure B but the 
difference is that the drives 
are integrated into the ac-
tuating devices. Only the 
safety cut-off device is lo-
cated outside the actuator. 
CANopen network is imple-
mented like in the structure 
B. Measurement filtering 
and scaling is implement-
ed in encoders, and sub-
system-specific adjustment 
is distributed into drives. 
Manual control is executed 
by deviating the target po-
sition of the sub-system. A 
redundant limit indication 
for the movement is imple-
mented using another en-
coder. The safety block di-
agram for the structure C is 
quite similar to as present-
ed for the structure B (see 
Figure 4). In the structure  
C solution, software is  
distributed to encoders 

Figure 1: The functional diagram of structure A.

Figure 2: The safety block diagram of structure A, where one of the encoders initiates the 
stopping function.

Figure 3: The functional diagram of structures B and C.

References
[1] EN ISO 13849-1. 2006. 

Safety of machinery – 
Safety-related parts of 
control systems – Part 

1: General principles for 
design.

[2] EN ISO 13849-2. 2004. 
Safety of machinery – 
Safety-related parts of 

control systems – Part 2: 
Validation.

[3] Kiencke U., Dais S., 
Litschel M., Unruh J., Error 

Handling Strategies for 
Automotive Networks, SAE 

technical
paper 880587, SAE, pp. 

19 – 28
[4] Unruh J., Mathony 

H.-J., Kaiser K.-
H., Error Detection 

Analysis of Automotive 
Communication Protocols,

SAE technical paper 
900699, SAE, 10 p. 10 p.

[5] Charzinski J., 
Performance of the Error 

Detection Mechanisms in 
CAN, Proc. of 1st iCC, CiA, 

1994, 10 p.
[6] Ferreira J., Oliveira A., 
Fonseca P., Fonseca J., 

An Experiment to Assess 
Bit Error Rate in CAN, 

Proceedings of
3rd International Workshop 

of Real-Time Networks, 
2004, pp. 15 – 18.

[7] CAN Specification 2.0 
Part B, Reprinted by CiA, 

38 p.
[8] Alanen J., Hietikko 
M., Malm T., Safety of 

Digital Communications in 
Machines, VTT Research 

Notes 2265,
2004, 93 p., ISBN 951-38-

6503-7 (pdf).
[9] Rufino J., Veríssimo 

P., Arroz G., Almeida C., 
Rodrigues L., Fault-tolerant 

broadcasts in CAN, 
Proceedings of

the The Twenty-Eighth 
Annual International 

Symposium on Fault-
Tolerant Computing, IEEE 

Computer
Society, 1998, ISBN 

0-8186-8470-4,
pp. 150-174.

36 CAN Newsletter 2/2013

Fu
nc

tio
na

l s
af

et
y



and drives more than in the 
structure B solution.

When comparing the 
attainable PL for these struc- 
tures, which represent cate-
gory 2 solutions, a calcula-
tion example was done. The 
following MTTFd values for 
the components were used: 
160 years for encoder, 50 
years for PLC1, 24 years 
for input device and 4 years 
for analogue cables. Ana-
logue cables with an input 
device were included when 
calculating the MTTFd for 
the input part of the struc-
ture A safety function. Using  
these values, the MTTFd of  
3 years (low) for the input 
part of the structure A was 
got as a result. If the DCavg 
is “low”, the reachable PL 
in this case is “a”, and it 
would not increase if the 
DCavg is improved from “low”  
to “medium”. CAN cables  
were not included into cal-
culations, because failures  
in CAN cables typically result  
in the situation in which 
there is no communication.

The corresponding 
calculations with the same 
MTTFd values for compo-
nents were made to the in-
put part of the structure B 
safety function, removing 
analogue cables and an in-
put device from the calcula-
tions. Now, the MTTFd for 
the input part of the struc-
ture B safety function is 38 
years (high). If the DCavg is 
“low”, the reachable PL in 
this case is “c”. The reach-
able PL would be improved 
to even “d”, if the DCavg 
could be increased from 
“low” to “medium”. Similar 
kinds of results were detect-
ed when calculating MTTFd 
values and PL’s for the out-
put parts of the structures 
A and B. There is no differ-
ence in the PL calculations 
between structures B and C 
safety functions, if the same 
MTTFd values are used for 
the components.                 

Figure 4: The safety block diagram of structure B, where 
one of the encoders initiates the stopping function.

[10] EN 62061. 2005. 
Safety of machinery. 
Functional safety of safety-
related electrical, electronic 
and programmable 
electronic control systems. 
26.09.2005. 201 p.
[11] Hänninen S., 
Järvenpää J., Reunanen 
M., Suominen J. The 
failure of mechatronic 
components and devices.
Technical Note 15/90. The 
Central of Finnish Metal, 
Machinery and Electrical 
Industries. 1990, ISBN 
951-817- 479-2 (in Finnish).
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Analyzing the performance  
of CAN networks

CAN networks are usu-
ally determined by 

their communication ma-
trices (communication ta-
ble). There are various con-
figuration tools that facil-
itate the input of the nec-
essary data and can even 
generate the communica-
tion stack for control units 
(ECU: Electronic Control 
Unit). The design of com-
munication tables is often 
over-determined. For auto-
motive industry applications 
this means that the config-
ured messages and signals 
describing an entire vehicle 
platform would not be built 
and integrated in one sin-
gle car that way. But as this 
"150 %" model contains all 
occurring variants, it makes 
a good starting point for tim-
ing analysis.

Periodic load
The first step in CAN net-
work performance analysis 

usually focuses on the ob-
servation of purely periodic 
messages. This approach 
neglects all sporadic activa-
tions and carries out a pre-
liminary study concerning 
load and response times. 
The period for each period-
ic message is usually used 
as the message deadline. 
If there is more information 

Author

Ralf Klein 

Symtavision GmbH
Frankfurter Str. 3c

DE-38122 Braunschweig
Tel: +49-531-886179-00

Fax: +49-531-886179-29

Link 
www.symtavision.com about the message dead-

line, then of course this in-
formation can also be en-
tered.

Figure 1 shows the to-
tal load of an example CAN 
network and its load shares 
for each connected ECU. 
Focusing on the response 
times for each message 
and comparing them with 

Ralf Klein

Figure 1: Load per ECU

Figure 2: Response time profile for periodic messages only
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Introduction
CAN’s wide-spread use has  
ensured that it is constantly 

being improved and 
updated, for example, with 

the introduction of CAN-
FD. Most developments 

have related to increasing 
transmission rates to improve 

data throughput and, 
consequently, performance 

in order to meet the 
integration requirements of 

demanding new application 
features and functions. 

The most commonly used 
metric to determine CAN 

bus performance is the 
load. Usually a value of 

between 30 % and 50 % is 
used to guarantee trouble-

free communication. The 
simplicity of this metric is 
what promoted the early 

acceptance and adoption of 
the CAN and was certainly 
more than adequate in the 

early days. Meanwhile, 
the emergence of timing 
analysis tools, with their 

ability to resolve much more 
extensive and more reliably 
indentified timing problems, 

has enabled the focus on 
load to be shifted into the 

background.  

their related deadline, leads 
to the response time profile 
shown in Figure 2.

The y-axis shows the 
analyzed response times 
(minimum and maximum) 
and the deadline in [ms] 
for each message where 
the x-axis represents the 
message itself. The values 
are sorted by the deadline, 
which is represented as a 

red curve in the graph, but 
is cut-off for messages with  
a deadline longer than  
105 ms for a better  
overview (zoomed in). The  
blue curve represents 
the calculated worst  
case response time 
of each message, the  
green curve shows the an-
alyzed best-case response 
time.

Figure 2 shows that 
despite a high busload of 
about 83 %, no time-criti-
cal problems occur since  
no deadline is violated. 
Thus, an assumption that 
a high busload does not 
necessarily lead to tim-
ing problems is confirmed 
here by practice. It should 
be noted however, that 
this chart still does not  

Figure 3: Response time comparison for only periodic and "Bound 10" sporadic  
activations

Figure 4: Response times for different "Bound" values
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Although the concen-
tration on only one Bound 
value already has some va-
lidity, it is better to do sev-
eral analyses for different 
bound values and to com-
pare them afterwards. As a 
result, you get a better as-
sessment of the effects of 
sporadically activated mes-
sages. Figure 4 illustrates 
result examples of this pro-
cedure.

The curves shown in 
Figure 4 clearly show the 
critical region in the cen-
tral part of the graph. The 
red curve is the deadline of 
a message which is equal 
to the message period. For 
purely periodic messages 
(dark blue curve) and also 
for 20 sporadic activations 
(Bound 20, green curve) no 
deadline is violated. It be-
comes critical for the mes-
sage 0x349 that violates its 
deadline for Bound values 
above 20. Other messages 
also come pretty close to 
their deadline.

Criticality evaluation
With "Worst-Case" sce- 
narios customers often ask:  
"How often does it hap-
pen?" To answer this ques-
tion, Symtavision has imple- 
mented a System Distri- 
bution Analysis capabili-
ty, which varies the input  
stimuli by performing many 
short simulation runs and 
processes the collected tim-

of which activation scenar-
ios are applied to send the 
message. 

Thus, the activation 
of a CAN message can be 
composed of two compo-
nents: the purely periodic 
part and a sporadic part that 
is used for worst-case anal-
ysis as an additional period-
ic activation corresponding 
to the maximum limit.

Autosar defines 4 dif-
ferent transmission modes 
for CAN messages, which 
implicitly result from the ac-
tivation scenarios:

 ◆ None: the message is 
not transmitted or acti-
vated

 ◆ Periodic: the message  
is purely periodic  
without any sporadic 
shares 

 ◆ Direct: the message has 
 only sporadic activations

 ◆ Mixed: the message has 
periodic and direct acti-
vations

Figure 3 shows that 
low priority messages can 
be transferred delayed by 
the occurrence of sporadic  
activations (event-triggered)  
of high priority messages. 
The graph illustrates the re-
quested and actually trans-
ferred message in each row.  
The transmission request  
is listed as a numbered 
red arrow, the actual  
message transmission as  
a dark orange area. The 
light yellow area shows  
the blocking period.

Such timing issues include 
occurring delays and related 

deadline violations, large 
jitters which may reduce 
the quality of a controller 

and the age or loss of data. 
There are a number of  

other real-time criteria, but 
they will not be considered 

here.
This article focuses on the 

operation of timing tools,  
for CAN bus analysis and 

highlights the resulting 
analysis metrics that are 
best for evaluating CAN  
bus performance. It also 
touches on optimization 
potential and provides a 

view on future technologies 
and their evaluation 

possibilities.

consider the sporadic  
activations, which will be 
considered in the next sec-
tion.

Sporadic load
This "relaxed" position 

changes, if sporadic load 
is added to the pure peri-
odic load. Sporadic loads 
typically result from event-
driven activations such as 
operating the window up/
down button, tuning the ra-
dio volume, switching a light 
on and off, or stepping on 
the brake pedal activating 
a stop light. Many of these 
sporadic activations are 
non-deterministic, hence 
events that are not clearly 
defined by pre-conditions. 
This makes it nearly impos-
sible to predict or analyze 
accurate bus loads or mes-
sage response times.

Symtavision has ad-
dressed this problem and 
created a solution that 
can predict worst case re-
sults very accurately, en-
abling the easy dimension-
ing and parameterization 
of the communication ma-
trix. The approach consid-
ers and uses the minimum 
transmission distance of 
each frame, also called 
"debounce value" or "mes-
sage delay time". This value 
specifies the maximum fre-
quency or minimum period 
a message on the bus can 
be transmitted, regardless 

Figure 5: Response time box plot of System Distribution analysis results
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ing data analytically. Sys- 
tem Distribution Analy-
sis randomly varies the ini-
tial activation offset be-
tween non-synchronized 
frames compared to worst-
case analysis, which calcu-
lates them to maximize the 
message response time la-
tency. In addition, the mes-
sage periods can be varied, 
so that the physical phe-
nomenon of "clock drift" 
is simulated. As a result of 
this Monte Carlo simulation, 
statistical data is obtained 
on the response time with 
the typical characteristics of 
minimum, maximum, medi-
an, mean, upper and lower 
quartile. These values are 
shown typically in the form 
of box plots (also called 
box-and-whisker). Figure 5 
shows such a box plot, in 
which the graph additional-
ly displays the deadline as a 
short red horizontal line for 
each CAN message.

Focusing on the critical  
message (CAN-ID is 349h, 
the seventh message 
from the right), it is easy 
to recognize in the box 
plot that over 75 % of re- 
sponse times are below the 
deadline (upper quartile,  
also called Q3, is below the 
deadline).

The cumulative graph 
provides a more detailed 
representation for the se-
lected message. There, 
the occurrence probabili-
ties of each response time 
are integrated over time and 
shown in comparison to the 
deadline which indicates 
the probability for dead-
line violations and supports 
reading the value directly.  
Figure 6 shows a deadline 
compliance of 82,274 %  
for the message with the 
CAN-ID 349h.                                   

Summary and outlook
If a critical timing 
situation is found, further 
questions come up, 
such as: How can this 
situation be avoided? 
Or: Which options for 
optimization do we have? 
Furthermore, you may 
want to compare the 
analysis results to trace 
data or possibly refine the 
sporadic activation pattern 
based on trace data. 
Symtavision also provides 
opportunities for these 
situations, but these would 
be the subject of another 
article.
It is obvious, therefore, 
that considering bus load 
only is not sufficient to 
evaluate the CAN bus 
performance in terms of 
its real-time capabilities. 
For this purpose, the 
response times of the 
CAN messages must also 
be considered, which 
can be determined by the 
method outlined above. 
This can also be done 
at a very early stage in 
development.  
This enables a 
communication matrix to 
be secured at an early 
development stage, thus 
saving time and costs. 
Certainly this procedure 
does not replace  
HIL/MIL/SIL tests or live 
tests in the vehicle or 
the machine used, but it 
contributes significantly 
to the stability of a 
communication matrix 
and offers the potential 
for additional test case 
generation.
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Curtain up for  
CANopen stage drives

Hand-operated spot-
lights, curtains, and 

stage elements are no lon-
ger common in opera hous-
es and theaters. Today, 
complex automation tech-
nology and many drive units 
ensure that heavy scen-
ery objects are moved to 
change sets at the right time 
during a show, spotlights 
are repositioned again and 
again, and sound and video 
systems are operated syn-
chronously. Unican is one 
of few manufacturers of ex-
tensive automation-based 
operating and control solu-
tions for all types of theater 
stages. The OpenCue soft-
ware solution provides op-
era houses, theaters, con-
gress centers, and simi-
lar facilities with a mod-
ern system featuring fixed 
or mobile operating con-
soles. The HMI units and 
their graphical interfaces al-
low for easy access, contin-
uous monitoring, and ver-

satile show programming of 
up to 240 drives in the upper 
and lower machinery area 
of stages. In opera hous-
es and theaters, operating 
many hoists and other ma-

Introduction
The works of Beckett 

and Brecht, Mozart and 
Wagner, and of course 

Goethe and Shakespeare 
are all performed on 
the stage of Theater 

Duisburg (Germany). After 
decades or even centuries, 

these plays, concerts, 
and operas continue to 
fascinate the audience. 

The drive technology for 
the stage, however, had 

seen better days and 
therefore, the theater had 

installed new electrical 
equipment for backstage 

technology.
Hoists, rods, and other 

proven mechanical 
components as well as 

most existing geared 
motors continue to perform 

their duties, but are now 
controlled by a system 

from Unican specialized 
in equipping theaters. The 

high-availability stage 
automation system is a 
solution that fulfills the 
requirements of SIL 3 

according IEC 61508. It 
includes HMI consoles, 

software, and application-
tailored enclosures with 
axis controllers by Nord 

Drivesystems that are 
connected to dozens of 

drive units via frequency 
inverters.

Link 
www.nord.com

chinery in the vicinity of art-
ists, technical staff or even 
the audience is practically 
unavoidable. This often in-
volves the lifting or moving 
of heavy loads, which fur-
ther increases the risk po-
tential. Safety measures to 
prevent serious accidents 
are therefore mandatory. In 
most cases, the safety-rele-
vant electrical components 
must ensure safety integrity 
level SIL 3 according to IEC 
61508.

More than one  
hundred drives
This safety requirement 
also applied to the new sys-
tems for the Theater Duis-
burg. All in all, 74 drives in 
the so-called upper machin-
ery (that is, drives used to 
move rope and chain hoists 
above the stage area) and 
39 drives on six podiums 
and slopes in the lower ma-
chinery were modernized. 

Figure 1: Each enclosure 
contains one ICU computer 
by Unican (bottom left) and 
an SK 535 frequency invert-
er by Nord (top right)
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which is equipped with five 
configurable control inputs, 
two analog inputs, one an-
alog output, and two relay 
outputs, provides a wide 
range of connection op-
tions. For Theater Duis-
burg, SK 535E models in 
sizes 5 and 6 with an 11-kW 
and 22-kW performance 
were chosen from the SK 
500E series, which is cur-
rently available with rat-
ed motor outputs up to 90 
kW. In addition to the basic 
features described above, 
these models also feature 
two digital input and two 
output channels and a TTL 
input for speed and torque  
control. Moreover, they  
feature a “Safe Stop” func-
tion in compliance with  
EN 954-1 and EN 13849-1  
(up to safety category 4,  
stop category 0 and 1) and  
come with an on-board 
CANopen interface. A 
Posicon module that pro-
vides positioning control 
functions is also included 
in delivery. Furthermore, 
the controller card of the 
drive can be powered from 
a separate 24-V supply,  
allowing access to param-
eter data and the bus in-
terface even if the mains 
power is switched off. This 
enables specific applica-
tions such as elevator evac-
uation and increases online 
availability.

Holger Zeltwanger

For the control solu-
tion, Unican installed three 
operating consoles: two with 
double 22-inch screens and 
one with a single 19-inch 
screen. The screens can be 
operated in an upright posi-
tion or lying on the console. 
Input options are the touch-
screen display and the key-
board integrated into the 
aluminum console, which 
features various backlit 
special keys, two joysticks, 
and a trackball. In addition 
to these fixed stations, the 
system house also deliv-
ered a handheld HMI with 
a 12-inch touchscreen. The 
largest part of the system 
installation, however, was 
taken up by customized 
enclosures for the more 
than one hundred drives, 
each of which is equipped 
with a host-computer from 
the ICU series by Unican.  
These electronic units  
operate regardless of the 
type of connected drives 
and can therefore be used 
to control hydraulic and 
pneumatic solutions as 
well as electric ones. The 
controllers feature a dou-
ble CAN interface sup-
porting CANopen, and are 
equipped with two inputs for 
SSI encoders and an inte- 
grated emergency stop  
relay. The host controllers 
are available as dual chan-
nel versions for SIL-3 appli-
cations.

Reliable frequency 
inverters

At Theater Duisburg, the 
host computers control the 
electric motors. For that 
purpose, each of the more 
than one hundred custom-
ized enclosures is equipped 
with an CANopen-connect-
ed SK 535 frequency in-
verter from Nord Drive-
systems. The stage drives  
required reliable pow-
er electronics that could 
seamlessly fit into the  
safety concept.

All inverters feature 
integrated brake manage-
ment, a brake chopper and 
a line filter as well as sen-
sorless current vector con-
trol. Even the basic model, 

Figure 2: After a modernization, stage technology at Theater Duisburg is now mainly 
operated by means of fixed OpenCue consoles with two 22-inch touchscreens

Figure 3: The safe control 
solution includes custom-
ized enclosures for each of 
the more than one hundred 
drives in the upper and 
lower machinery

Nord Drivesystems
The drive manufacturer 
employs some 2900 
people. The portfolio 
ranges from standard 
drives to customized 
solutions, e.g. based 
on energy-efficient or 
explosion-protected 
drives. Gross sales 
amounted to 450 million 
€ in 2012. Founded in 
1965, the company has 
grown to include over 35 
subsidiaries. The company 
offers also gear and motors 
as well as frequency 
inverters. the inverter line-
up features conventional 
models for installation in 
control cabinets as well as 
design types for integrated 
drive units with network 
interfaces, e.g. CANopen.

Rudolf-Diesel-Str. 1
DE-22941 Bargteheide/
Hamburg
Germany
Tel.: +49-4532-289-0
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info@nord.com

Summary
With the described 
automation technology 
controlling more than one 
hundred drives in the upper 
and lower machinery, 
Theater Duisburg has been 
equipped with a system 
solution that fulfills the 
safety requirements of SIL 
3. The system enables 
easy operation as well 
as the programming of 
complete performances 
on touchscreen operating 
consoles. Numerous 
customized enclosures for 
the stage drives – which 
provide a functionally 
safe connection between 
the partially modernized 
electric motors and the 
state-of-the-art control 
system via new frequency 
inverters – are the core 
component of the electric 
equipment.
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Using 
3,3-V transceiver

The ISO 11898-1 specifi-
cation details the phys-

ical layer requirements for 
CAN communications. CAN 
is a low-level communica-
tion protocol over a twist-
ed-pair cable, similar to EIA 
485. The high-speed physi-
cal layer is specified in de-
tail in ISO 11898-2.

An important feature 
of CAN is that the bus isn’t 
actively driven during log-
ic ‘High’ transmission, re-
ferred to as recessive state. 
During this time, both bus 
lines are typically at the 
same voltage, approximate- 
ly half of VCC. The bus is  
only driven during ‘domi-
nant’ transmission, or dur-
ing logic ‘Low.’ In dominant 
state, the bus lines are driv-
en such that CANH – CANL 
≥ 1,5 V. This allows a node 
transmitting a ‘High’ to de-
tect if another node is try-
ing to send a ‘Low’ at the 
same time. This is used for 

non-destructive arbitration, 
where nodes start each 
message with an address 
(priority code) to determine 
which node will get to use 
the bus. The node with the 
lowest binary address wins 
arbitration and continues 
with its message. There is 
no need to back-off and re-
transmit like other proto-
cols.

CAN receivers mea-
sure differential voltage 
on the bus to determine 
the bus-level. Since 3,3-V 
transceivers generate the 
same differential voltage 
(≥ 1,5V) as 5-V transceiv-
ers, all transceivers on the 
bus (regardless of supply 
voltage) can decipher the 
message. In fact, the other 
transceivers can’t even tell 
there is anything different 
about the differential volt-
age levels.

For 5-V transceiv-
ers, CANH and CANL are  

Author
Jason Blackman

Scott Monroe
Texas Instruments

Link 
www.ti.com

Abstract
3,3-V transceivers 

offer advantages and 
flexibility with respect to 

5-V CAN transceivers 
while being compatible 
and interoperable with 

each other. Power 
consumption is lower 

with 3,3-V transceiver. 
Some CAN users may 

be skeptical to apply 
3,3-V transceivers due 

to the legacy of 5-V 
transceivers that are 

known to perform well. 
There may be uncertainty 
of performance in mixed 

supply CAN network. 
This article describes 

the interoperability 
of both kinds of CAN 

transceivers. In addition, 
the theory of operation is 

explained.

weakly biased at about 2,5 V  
(VCC/2) during recessive 
state. The recessive com-
mon-mode voltage for 3,3-V  
transceivers is biased high-
er than VCC/2, typically 
about 2,3 V. This is done to 
better match the common 
mode point of the 5-V trans-
ceivers, and to minimize 
the common mode chang-
es on the bus between  
3,3-V and 5-V transceivers. 
Since CAN was defined as 
a differential bus with wide 
common mode allowing for 
ground shifts (DC offsets 
between nodes) this isn’t 
needed for operation, but 
will minimize emissions in a 
mixed network. In addition, 
by using split termination 
to filter the common mode 
of the network a significant 
reduction in emissions is 
possible. The ISO 11898-2 
standard states that trans-
ceivers must operate with 
a common-mode range 

Jason Blackman, Scott Monroe

Figure 1: Typical CAN network

Figure 2: Typical CAN bit-levels for 5-V (left) and 3,3-V (right) transceivers
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security requirements in mobile machines

Session II: Application
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machines?
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CAN nodes are a mix of 
three other “golden” refer-
ence, 5-V CAN transceivers 
by NXP. Both TI 3,3-V CAN 
transceiver families suc-

of -2 V to 7 V, so the typi-
cal 0,2-V common-mode 
shift between 3,3-V and 5-V 
transceivers doesn’t pose a 
problem.

Figure 4 shows two 
5-V transceivers commu-
nicating on the same net-
work. The signals TXD1 
and TXD2 show what each 
transceiver is driving onto 
the bus, while RXD1 and 
‘RXD2 indicate what each 
transceiver is reading from 
the bus. The two upper sig-
nals are the bus lines, CANH 
(yellow) and CANL (light 
blue). The red waveform be-
low them is the calculated 
differential voltage between 
CANH and CANL.

A simplified bit pattern 
was used to demonstrate 
the CAN principles. Bit time 
1: one transceiver transmits 
a dominant bit while the 
other remains recessive. 
Bit time 2: both transceiv-
ers are recessive. Bit time 
3: both transmit dominant, 
showing what would hap-
pen during arbitration. As 
shown the differential volt-
age is slightly greater when 
both transceivers are domi-
nant due to the output tran-
sistors of each transceiver 
being in parallel, resulting in 
a smaller voltage drop and 
greater differential voltage 
output.

Figure 5 shows the 
same setup but with two 
3,3-V transceivers (TI SN-
65HVD234). The differen-
tial voltage between the bus 
lines during dominant bits is 
lower than the 5-V compo-
nents that were tested, but 
this still meets the require-

ments of the ISO 11898-2  
standard. In addition, the 
guaranteed minimum differ-
ential bus voltage for the 5-V 
components is the same as 
with the 3,3-V components 
(1,5 V). This means that de-
signers have no advantage 
if choosing 5-V components 
for their higher differential 
driving abilities, since there 
is no guarantee that the dif-
ferential output will be higher.

Figure 7 shows the 
same situation as the Figure 
6, now with split termination 
instead of traditional single 
termination. Split termina-
tion, illustrated in Figure 3, 
helps filter out high frequen-
cy noise which can occur  
when there are ground  
potential differences be-
tween nodes. The setup 
for Figure 6 used a CL of  
4,7 nF.

Figure 8 demonstrates 
the communication with 
mixed transceivers. As be-
fore, the digital signals 
TXD1, TXD2, RXD1 and 
RXD2 show that both trans-
ceivers are accurately talk-
ing to each other and there 
is little common mode shift 
during the communication 
in contrast to the 5-V ho-
mogeneous network with a 
1-V ground shift. Figure 9 
shows a CAN data frame in 
a mixed network.

The 3,3-V CAN trans-
ceiver families have been 
successfully tested by the 
C&S group (Germany) us-
ing the GIFT/ICT CAN High-
Speed Transceiver Confor-
mance Test. This testing 
covers a homogeneous 
network of all 3,3-V trans-

ceivers and a heteroge-
neous network where four 
out of sixteen CAN nodes 
are the 3,3-V transceiver 
and the remaining twelve 

Figure 5: Waveforms of two 3,3-V SN65HVD234  
transceivers by Texas Instruments

Figure 6: Waveforms of two SN65HVD255 transceivers, 
one with a +1-V ground shift

Figure 4: Waveforms of two 5-V SN65HVD255  
transceivers by Texas Instruments

Figure 3: Single termination (left) and split 
termination (right)
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Figure 7: Waveform of two 5-V SN65HVD255 transceivers 
with split termination, one with a +1-V ground shift

components is reduced by  
nearly half. Combined  
with the already lower  
supply voltage, this  
results in significant power 
reduction.

Several other ad-
vantages emerge when  
using 3,3-V micro-control-
lers. The digital I/O of a 
5-V transceiver would be  
level shifted either exter-
nally or in the 5-V CAN  
transceiver to avoid dam-
aging the micro-controller  
(unless  it is 5V tolerant)  
where as a 3,3-V transceiver  
could be directly  
connected to this mi-
cro-controller. The  
SN65HVD23 3 /23 4 /235  
transceivers have 5-V toler-
ant inputs so they may be 
used directly with a 3,3-V or 
a 5-V micro-controller. 

If 5 V was only used 
in the system for CAN, 
a 3,3-V CAN transceiv-
er would eliminate the 
need for the 5-V power  
supply, simplifying the  
power domains and l ower-
ing the cost.                        

Figure 8: Waveforms of a 5-V SN65HVD255 and a 3,3-V 
SN65HVD234

Figure 9: Bus communication of a 5-V SN65HVD1050 and 
a 3,3-V SN65HVD230

Case 1: 2X  
SN65HVD234

SN65HVD234 #1 
ICC (mA)

SN65HVD234 #1 
ICC (mA)

Both recessive 7,1 7,2

#1 dominant 38,4 7,2

Both dominant 25,9 26,1

Case 2: 2X  
SN65HVD255

SN65HVD255 #1 
ICC (mA)

SN65HVD255 #1 
ICC (mA)

Both recessive 18,6 18,6

#1 dominant 61,8 18,4

Both dominant 44,6 44,8

Case 3: Mixed SN65HVD234  
ICC (mA)

SN65HVD255  
ICC (mA)

Both recessive 7,2 18,6

SN65HVD234 
dominant 38,6 18,6

SN65HVD255 
dominant 7,2 61,8

Both dominant 11,7 58,9

lower voltage, and they re-
quire also less current (see 
Table 1).

Table 1 indicates that 
the supply current for 3,3-V 

cessfully passed this test-
ing with no findings.

Using 3,3-V transceiv-
ers requires less power 
consumption. They need 

Table 1: Chart of supply current for three different 2-node 
networks
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Solutions for Open Networks

from one Source

Open CAN-based protocols are the basis of networking in com-

mercial vehicles, avionics and industrial control technology. 

Vector supports you in all development phases of these systems:

> Systematic network design with CANoe, ProCANopen  

 and CANeds

>  Successful implementation with source code for CANopen,  

 J1939 and more

>  Efficient configuration, test and extensive analysis

 with ProCANopen, CANoe and CANalyzer

Multifaceted trainings and individual consulting complete our 

extensive offerings.

Thanks to the close interlocking of the Vector tools and the 
competent support, you will increase the efficiency of your 
entire development process from design to testing.
  

 Further information, application notes and demos:  
 www.vector.com/opennetworks

Vector Informatik GmbH

Germany • USA • Japan • France •

UK • Sweden • China • Korea • India
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