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The history of standardization
and CAN in a nutshell

Standards might be boring to read, but
we couldn’t do without them. Without

standards we would be back
on the Tower of Babel,
watching the city around

us burn, because we didn’t
norm the fire hydrants.

he CAN protocol has

been internationally
standardized since 1993
in the ISO 11898 standard.
These days, all basic CAN
standards are under review.
The ISO 11898-1 standard is
going to be upgraded and to
include the CAN FD protocol
extension. The ISO 11898-2
high-speed transceiver stan-
dard and its younger sis-
ters 1ISO 11898-5 (low-pow-
er mode) as well as ISO
11898-6 (selective wake-
up transceivers) are going
to be merged into one sin-
gle 1SO document, to make
them consistent and easier
to maintain.

We all know that stan-
dards are boring to read,
but we can't work without
them. It’s especially dull to
read standards that were not
made for your needs. For ex-
ample, the ISO 11898 series
is written for chipmakers who
want to implement the CAN
protocol. Users should not
read them. A better way to
spend your time would be to
buy one of the helpful books
on the topic or to search for
articles and basic informa-
tion on the Internet.

We do need a shared
way of communication, so

that different implementa-
tions can exchange mes-
sages. This is the same
with human languages: If we
didn’t agree on paper and
envelope formats as well as
character sets, we couldn’t
communicate through mail.
There would be no normed
keyboards and no letters
that could be read without an
interpreter.

Standardization

Standardization is as old
as interactions within larg-
er human communities. The
first Chinese emperor, Qin
Shi Huang (260 to 210 BC),
standardized not just the Chi-
nese characters, but also the
system of units and mea-
surements as well as the cur-
rency and the width of cart
axles.

War has often driven
standardization. More than
2500 years ago Heraclitus
stated: “War is the father and
king of all.” In the American
Civil War (1861 to 1865), one
of the reasons for the victo-
ry of the Union against the
South was the standard-
ization of their rail tracks.
The problem was the differ-
ence of track gauges: The

Confederate rail network was
mostly in the broad gauge for-
mat, only North Carolina and
Virginia had mainly standard
gauge lines. Southern rail-
roads west of the Mississippi
differed widely in gauge and
were isolated and discon-
nected. During the Civil War,
the Union government rec-
ognized the military and eco-
nomic advantages of having
a standardized track gauge.
The government worked with
the railroads to promote use
of the most common rail-
road gauge in the U.S. at the
time, which measured 4 feet
and 8 2 inches, a track size
that originated in England.
This gauge was mandated
for use in the Transcontinen-
tal Railroad in 1864 and by
1886 had become the U.S.
standard.

Another example for
standardization during wars
is standardized rifle parts.
Standardized parts are inter-
changeable between guns.
This was a revolutionary idea
by Thomas Jefferson and Eli
Whitney (mechanical engi-
neer) in the late 18" century.

Likewise the founda-
tion of the predecessor of
the DIN (German standard-
ization body) in 1917 had
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a military background: The
German industry wanted to
optimize production during
World War | (1914 to 1918),
which was mainly a material
battle between Germany and
France.

There are also civil ex-
amples of standardization
benefits. In 1904, a fire broke
out in Baltimore. To combat
the flames, reinforcements
from New York, Philadelphia
and Washington (DC) came
to Baltimore. After they ar-
rived, they realized that their
fire hoses could not be con-
nected to the fire hydrants.
Lesson learnt, the U.S. start-
ed a lot of standardization
projects. In 1904, the ANSI
(American National Stan-
dards Institute) was estab-
lished. A few years earlier,
the British Standardization
Institute (BSI) had been
founded.

An increase in interna-
tional business demanded
worldwide  standardization.
This was the birth of the IEC
(International Electrotechni-
cal Commission): The inau-
gural meeting was as early
as 1906. Originally located
in London (UK), the com-
mission moved to its cur-
rent headquarters in Geneva
(CH) in 1948. One year be-
fore, 25 countries founded
the 1SO (International Stan-
dardization Organization) to
deal with all “non-electrical”
standards. The ISO prede-
cessor had already been es-
tablished in 1926, but it was
suspended during World War
Il. Today the division of labor
is more or less history, be-
cause electrical equipment is
used in many industries and
needs to be standardized.
ISO standardizes electronics
too, in particular for those in-
dustries that have non-elec-
trical roots. That is why CAN
is standardized by the auto-
motive technical committees
of 1SO: cars were originally



Figure 1: The war is the father of all things — the first Chinese emperor standardized among others the width of axles
(left) and the Union government standardized rail tracks (right) (Photos: Wikipedia)

not defined as electric and
electronics.

ISO is a voluntary or-
ganization whose members
are recognized authorities on
standards, each one repre-
senting one country. Mem-
bers meet annually at a Gen-
eral Assembly to discuss
ISO's strategic objectives.
The Central Secretariat co-
ordinates the standardiza-
tion activities and publishes
the ISO standards. There are
over 250 technical commit-
tees and thousands of sub-
committees, working groups,
and task forces.

The IEC has a similar
number of technical works.
Some 10 000 electrical and
electronics experts from in-
dustry, government, aca-
demia, test labs, and others
with an interest in the sub-
ject develop the standards.
IEC standards have numbers
in the range from 60000 to
79999. The IEC is made up
of members, called national
committees (NC). Each NC
represents its nation's elec-
tro-technical interests.

CAN-related stan-
dards in ISO and IEC

The CAN protocol was first
described in a specification
published by Bosch. Many
people still use the terms
CAN 2.0A and CAN 2.0B
from back then. However,
in 1993 the ISO 11898 stan-
dard was released, substitut-
ing all predecessors includ-
ing the Bosch specification.
The ISO standard comprised
the CAN data link layer and

CAN high-speed transmis-
sion. In 1995, the 1ISO 11898
standard was extended by
an addendum describing the
extended frame format us-
ing the 29-bit CAN identifier.
Ten years after the publica-
tion of ISO 11898, the doc-
ument was split into parts:
The first part contained the
data link layer and the phys-
ical signaling, while part two
standardized high-speed
transmission. Fault-tolerant,
low-power transmission went
into 1ISO 11898-3. At the
same time, I1SO started the
standardization of CAN-
based truck-trailer communi-
cation. The results are spec-
ified in the ISO 11992 series,
which includes its on phys-
ical transmission solution
and a higher-layer protocol
based on J1939. This series
also specifies dedicated pa-
rameter groups (signals as-
sembled to CAN messag-
es). All this standards are
published under the roof
of the Technical Commit-
tee (TC) 22. Within this TC
there is also the ISO trans-
port protocol standardized
(ISO 15765-2), which is the
base for several emission-
related CAN-based diagnos-
tic standards (ISO 15765-4).
The 1SO 14229-3 standard
specifies unified diagnostic
services (UDS) transmitted
via CAN. Another CAN-relat-
ed series is ISO 16844 stan-
dardizing tachograph com-
munication for commercial
vehicles. This standard is
referenced by European reg-
ulations, but not much loved
in the industry, especially not

by truckers. They don't like to
be watched electronically.

Just after the year 2000,
Bosch started to extend the
CAN protocol by a time-trig-
gered protocol. It is an unan-
swered question if this is a
session layer or if it doesn’t
fit in the OSI reference mod-
el at all. But it was standard-
ized in ISO 11898-4 and is
known as TTCAN. Up to now
it has not made its way into
the industry. Some chipmak-
ers have implemented it, but
it is not in use. The same
happened to the ISO 15745-
2-2 standard describing an
XML-based framework for
CAN-based networks, which
has never been used in in-
dustrial automation systems.
| was personally involved
in its development, but un-
derstood little of what the
IT experts were discussing.
This is one of the standards
that are just paperwork and
eating memory space on
computers. They are not re-
ally ecologically valuable,
especially when consider-
ing the traveling. Anyway,
standardization can some-
times be slow and eat a lot of
work-time.

ISO TC 23 is the home
of the ISO 11783 series (also
known as Isobus), which
standardizes the communi-
cation between tractor and
agriculture equipment (so-
called implements). This
standard is based on the
J1939 higher-layer protocol.
The ISO 13628-6 standard
describes the general re-
quirements for subsea equip-
ment using CAN networks to
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link sensors and metersto the
subsea control unit. These
CAN applications make use
of the CANopen application
layer and the related CiA
443 CANopen profile for SIIS
level-2 devices.

In the IEC organization,
there are also some CAN-re-
lated standards. First of all
the IEC 61375-3-3 standard
has to be mentioned: It de-
scribes the CANopen-spe-
cific implementation of CAN
networks within rail vehi-
cles; locomotives as well as
coaches. This includes some
physical layer specifications
and some functions originally
specified in CiA 301 and CiA
302. Another IEC standard,
IEC 61800-7-201/301, spec-
ifies the CiA 402 CANopen
profile for drives and motion
controllers.

Of course there are also
two European Cenelec stan-
dards related to CANopen:
EN 50325-4 specifies the
CANopen application layer
and EN 50325-5 describes
the CANopen Safety proto-
col extension. Cenelec and
CEN, the European stan-
dardization bodies, were
established in 1973 respec-
tively in 1961. Today, they
work in close cooperation
with IEC and ISO, in order
to avoid double standardiza-
tion. Or in other words: the try
not to re-invent the wheel.

No standards without
sponsors and editors

To put it bluntly, all standard-
ization activities are driv-



en by interests of individuals
or companies — sometimes
both. Bosch backs the cur-
rent activities regarding the
ISO 11898 series. The C&S
Group performing the related
conformance testing of CAN
silicon supports all confor-
mance test plans. Of course,
the market-leading semicon-
ductor manufacturers and
some carmakers spend a
lot of effort on pursuing CAN
standardization.

The editor of ISO 11898-
1 is Florian Hartwich from
Bosch. During the develop-
ment of the document there
were many contributions
from different experts, in par-
ticular from GM, Mercedes,
and Renesas. The related
CAN conformance test plan,
standardized in ISO 16845-

Standardization
is slow

The process of standardiza-
tion is sometimes slow com-
pared to the development
of technology. Because of
this, technology is often in-
troduced first and standard-
ized later. Standardization
is slow, because all par-
ties should have the chance
to comment on the provid-
ed drafts and proposals. On
the other hand, the slow pro-
cess avoids standardizing
technology that disappears
again soon. In the beginning,
| found it harrowing to wait. In
the meantime, | have learned
to be more relaxed and pa-
tient. For example, when we
started to standardize the
CAN FD protocol, only Bosch

1, was edited and some
by Andreas All standardization other ex-
Meidrodt . . . perts actual-
from the activities are driven ly developed
C&S Groups. by interests of the protocol.
A college _of individuals But while we
him, Chris- were prepar-
toph Wosnit- or companies. ing the com-
za, does the mittee  draft

paperwork for 1ISO 16845-2,
the conformance test plan for
ISO 11898-6 (selective wake-
up CAN transceivers). Bernd
Elend from NXP volunteers
as editor of the harmonized
high-speed transceiver stan-
dard (ISO 11898-2). With-
out these editors, who also
spend some of their free time
on editing the documents,
the standards would not
meet the deadlines given by
the rules of 1ISO.

Every I1SO or IEC group
needs a convener and a sec-
retary. The secretary is nor-
mally a representative of
a national standardization
body. Volunteers for conve-
ners are always welcome,
because this position is un-
paid. But sometimes, there
are political discussions and
arguments about who gets
which position, because no
country or company should
dominate in a group. Tradi-
tionally, Germany is strongly
represented in automotive-
related committees. Stan-
dardization does not only
have a technical dimension;
it also has a political one.

for voting, we received a lot
of valuable ideas and com-
ments from other experts.
In the end, this improved the
CAN FD protocol and will in-
crease its acceptance in the
industry. Of course, the stan-
dardization process should
not be so slow that the doc-
ument is never published.
Therefore, 1ISO and IEC es-
tablish project deadlines that
have to be met.

Still, it is boring to read
standards. In particular, if
you are not familiar with the
specific standardization lan-
guage. But we need these
formal rules on how to write
standards: we need a stan-
dardthattellsus howto create
standards. One of the rea-
sons for the need is to avoid
misunderstandings and mis-
interpretations when translat-
ing the standard into different
languages than the two of-
ficial ones: English and
French.
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We mourn the passing of Arnulf Lockmann

On March 26, 2014, Arnulf Lockmann died unexpectedly. He
was a member of Janz Tec’s board of directors and he had been
CiA’s Business Director since 2005. Only a month ago he was
re-elected unanimously during the annual CiA General Assembly.
Arnulf Lockmann was born in 1956. He worked for Janz Tec
for more than 25 years. | knew him since 1987, when he wrote
articles about VMEbus products for the technical magazines
| worked for. He was not just a business partner for me: We spent
many evenings together after CiA meetings and business events, like the last international
CAN Conference in Paris.
| appreciate him as an involved and dedicated member of the CiA Board of Directors.
He was always reliable in all his contributions to the CAN community, but he was
also companionable and humorous. With him, the CAN community lost one of its
most committed fellows. | will miss him as competent business associate, but also as
a friend. We had many inspiring talks, not just about CAN technology and markets.

Holger Zeltwanger
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We aim to give
sailors with a
disability access

to mobile activities.

The disabled

set sail

Sailing is not an activity that can easily be done with a handicap.

Sailors typically need mobility to steer a boat. An Arduino-compatible

CAN architecture for sailing applications is set to change that.

obotics in the sailing

field is now a reality as
was demonstrated in 2008
at the World Robotic Sail-
ing Championship and the
associated conference [3].
Able to replace humans
during competition or to re-
alize autonomous measure-
ments, its field of action has
become larger than before.
Our approach is not to re-
move human action, but to
assist it during information
acquisition, decision pro-
cess and execution. Sail-
ing globally has remained a
field inaccessible for people
with a disability, because
of the extreme mobility the
sailor needs to acquire in-
formation and to manipu-
late commands of a boat.
Sailing requires significant
efforts that not all disabled
can put forth. We aim to give
sailors with a disability ac-
cess to those kinds of activ-

ities. The assistance system
was initially composed of an
electronic board and a joy-
stick, which allow a person
to steer a boat manually as
helmsman, forming part of
a crew. When needing free
hands, the helmsman can
activate compass guided
steering.

An Android based HMI
was developed to com-
plete the system with a vi-
sual navigational aid for
disabled people [2]. To pro-
vide a more complete view
of the environment for the
skipper and to counterbal-
ance the lack of mobility,
sensors were added to the
system. Linked to an Ardu-
ino board, information was
sent to a tablet in charge
of the information display
via Bluetooth. Interfacing
and cabling became com-
plex and interfaces to con-
nect extensions became a
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rare resource. Users then
asked for joystick-steering
on smaller single-handed
boats, which requires more
actuators and sensors. |t
was time to think about a
different system architec-
ture, with fewer connections
and better reliability.

The present part of the
project therefore aims to de-
velop a CAN interface board
and the necessary software
to allow communication us-
ing a more modular and
flexible network system.
This system needed to be
easily adaptable to all sorts
of situations and disabilities:
developers should be able
to plug in their own sensors
and show data directly on
the tablet. On the software
side, an Arduino bootload-
er compatible with CAN al-
lows the programming of
nodes directly through the
network. The final objective



NEW PRODUCT

CAN Interfaces for Your Requirements

» Economical solutions for series applications www.ems-wuensche.com
» Optimized for industrial applications
* Solutions for stationary and mobile use Sonnenhang 3

. D-85304 IImmiinster
« Software support for bus-analysis, Tel. +49-8441-490260

measurement and control Fax. +49-8441-81860

Drive Technology \ Drive Automation \ System Integration \ Services

SEW-EURODRIVE is one of the leading companies in drive engineering
around the world. We have achieved this position by creating an added
value for our customers that exceeds the mere product level. The basis
for this success is our modular concept. It offers millions of possible
combinations based on modular control and drive electronics as well as
the respective gearmotors and provides a maximum of versatility at any
time. It does not matter if you want to use servo drive systems, industrial
gear units or decentralized drive technology in your system. We always
have the right solution for you. Then there is another factor that makes
SEW-EURODRIVE so successful and represents the difference between
good and exceptional: the people working at SEW-EURODRIVE. You will
find people with a passion for the world of movement, regardless of
whether you are dealing with project planning, implementation or service.
SEW-EURODRIVE—Driving the world

SEW-EURODRIVE GmbH & Co KG
P.0.Box 3023

76642 Bruchsal / Germany
Phone +49 7251 75-0

Fax +49 7251 75-1970
sew@sew-eurodrive.com



http://www.ems-wuenschee.com
http://www.sew-eurodrive.com

Figure 1: The system is based on a closed loop, where the
user can be removed for autonomous behavior

is to provide sailors with
a navigational assistance
system able to perform au-
tomated tasks like heeling
limitation, autopilot, etc. The
system has to integrate the
needed adaptability into the
development process and
to offer a solution for vari-
ous kinds of disabilities.
For example steering with
a joystick compensates the
lack of strength in an arm
and the HMI centralizes
sensor information to com-
pensate a lack of mobility
and sensitivity to wind and
speed. Furthermore, due to
its open-source nature, the
software system is modi-
fiable and developers can
add functionality or change
the HMI according to specif-
ic needs. Finally, the system
should be adaptable to ev-
ery kind of boat.

Displays and auto-
pilots installed on today’s
sailing yachts mostly use
multi-drop serial networks
with vendor specific proprie-
tary protocols. On some re-
cent boats, the CAN-based
NMEA2000 [1] network has
replaced the proprietary
protocols. For higher band-
width requirements such as
radar or echo sounder im-
ages, these networks are
sometimes completed by
Ethernet cabling (Furuno

Navnet, Raymarine Seatalk-
HS). Note that the Ethernet
approach is power-hungry,
costly and difficult to adapt
to simple 8-bit microcon-
trollers, but NMEA2000 of-
fers a good solution. The
problem is that NMEA2000,
and the J1939 protocol it is
based on, are proprietary
protocols. CAN looks prom-
ising, but the missing piece
is an adapted open source
protocol that would allow
the design and integration
of new hardware for differ-
ent handicaps.

The number of con-
nections in existing sail-
ing assistance systems
has reached a limit, where
the system becomes im-
practical and expensive in
an environment where ev-
ery connector has to be
waterproof and saltwater-
resistant. Joystick box con-
nections need up to 9 wires;
adding sensors to individu-
al actuators would compli-
cate the cabling even more.
Since bus systems are al-
ready employed in user-in-
terfaces, we think that they
should be extended to the
entire system, including ac-
tuators and associated sen-
sors. This would simplify
installation, allow more ad-
vanced interactions, better
user experiences, and make

Figure 2: PSC of the Splashelec system in a

waterproof case

10

the systems more modular,
flexible, and adaptable.

System description

The system is composed
of two main parts, the Pro-
grammable Servo Controller
(PSC) and the HMI, which
displays sensor information
and allows the skipper to ac-
tivate the joystick or to use
the autopilot. The communi-
cation between the bus and
the HMI tablet happens via
Bluetooth, whereas inter-
nal communication uses the
CAN protocol. As shown in
Figure 1, it can be modified
to work as a closed-loop sys-
tem: information that comes
from the environment, just

and control keyboard, and
electric winches will be inte-
grated directly into the main
circuit board via the CAN in-
terface. This PSC is based
on open-source technology
in order to allow the easy in-
tegration of new functions or
to modify current ones. The
microcontroller is compat-
ible to Arduino boards and
can be programmed with Ar-
duino’s IDE software, which
gives access to the pro-
gramming interface, existing
libraries and various on-line
examples. Wired to this box,
multiple sensors such as an
Inertial Measurement Unit
(IMU) and a wind sensor or
loch-speedo are linked into
a CAN architecture. When

Figure 3: System composed of an electric ram (in red), a
joystick and a control keyboard (in blue) and the rudder

(in green)

like any human input, influ-
ences the actuators, which
means the system will be
able to perform automated
tasks.

The programmable
servo controller PSC (Fig-
ure 2) is a key component
and can do the work of an
autopilot course comput-
er, which can steer to wind
or compass when associ-
ated to the corresponding
sensors. The PSC board (6
inch x 7,5 inch) contains a
microcontroller, power elec-
tronics for an electric mo-
tor, an electric clutch and
the power supply includ-
ing filter circuits (Figure 3).
Various interfaces for rud-
der angle sensor, joystick
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using more than one actu-
ator, each one uses its own
dedicated PSC, with power
electronics, local sensors,
and a CAN interface. The
whole system, including me-
chanical parts, is transport-
able and can be adapted to
different boats.

The HMI, programmed
for Android by using the An-
droid Software Develop-
ment Kit tool for Eclipse,
contains different areas
(Figure 4): in addition to tex-
tual information, some data,
such as wind orientation and
speed, compass and rud-
der angle, is also displayed
in graphic form to allow a
better understanding of the
environment. A last area
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acts as a virtual keyboard
to switch between autopilot
and joystick mode and the
user can modify the course.
The graphical layout of the
HMI is realized in XML lan-
guage and could easily be
modified to fit the needs of
specific users. This results
in a system (joystick, tab-
let display, extra keyboard,
etc.), compatible with differ-
ent disabilities, while still be-
ing usable by sailors without
any disabilities.

CAN protocol

The choice of the CAN
protocol for our architec-
ture arose from the need
of a broadcast communica-
tion mechanism, that had
to be easy to use, able to
work with multiple nodes,
and which provides a reli-
able communication proto-
col to exchange information
from sensors and actuators.
Indeed CAN is able to de-
tect errors with no less than
three mechanisms: Cyclic
Redundancy Check (CRC)
to verify message integrity,
Frame Check to verify that
data is sent in the correct
shape, and acknowledg-
ments to guarantee recep-
tion. Besides, adding nodes
to an existing CAN network
can be done easily, which
meets our needs for a mod-
ular architecture.

Adding nodes to the
network is straightforward:
adding a sensor with in-
terfaces like for example
NMEA183 (National Marine
Electronics Association) or
I12C (Inter Integrated Circuit)
implies reading the data by
the connecting nodes mi-
crocontroller and to put the
data in a CAN frame. Ardu-
ino allows doing this in very
few lines of code, using li-
braries for CAN and a pleth-
ora of choices for sensor
interfaces.

Higher-layer protocol

At this point the need for a
higher level CAN protocol
to organize data in the CAN
frames appears. Various
higher-layer CAN protocols
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Figure 4: The human machine interface displays sensor
information and contains a virtual keyboard (in yellow) to

replace the physical one

already exist, such as J1939
used in NMEA2000, CAN
Kingdom, or CANopen, but
it appears that non of these
fits our need for a simple
CAN protocol. Too complex
or not adapted for 8-bit mi-
crocontrollers, CAN pro-
tocols are not widespread
and their code is not always
open-source. We decided to
develop our own protocol,
based on our needs, called
SimpleCAN, into an Ardui-
no library containing the es-
sential functions to support
our architecture. The proto-
col permits adding new fea-
tures.

System architecture

Our architecture is based
on Arduino compatibili-
ty and uses a CAN inter-
face called the CANinterfac-
er, compatible to an Arduino
with a CAN shield on top.
This board [5] uses an AT-
MEGA32U4 microcontroller
as do the Arduino Leonar-

do and Micro. It is small in
dimension (slightly smaller
than 5 cm x 5 cm) and can
be programmed via USB us-
ing the Leonardo bootloader
and the Arduino IDE. It can
be powered through CAN by
an on-board switching pow-
er supply accepting from7 V
to 32 V. Most of the I/0 pins
are available for local con-
nections.

In the system, a group
of elements (actuators, sen-
sors, HMI elements, etc.),
wired to a CANinterfacer,
becomes a CAN node (Fig-
ure 5): each CANinterfac-
er uses Arduino libraries
to convert input from vari-
ous sources, for example
analog inputs, NMEA183
or I2)C connected sensors,
into CAN messages. Putting
a CANinterfacer between
the new hardware and the
bus to integrate it as stan-
dard node increases the
flexibility. In the same way,
the PSC contains a CANin-
terfacer and functions as a

native node in our bus sys-
tem. This allows integrating
servo-controlled actuators
such as rams and winch-
es with their associated
sSensors.

CAN bootloader

The CAN protocol imple-
mentation opens the way
to simplified programming
of every node through the
bus with only one connec-
tion. To obtain that, an Ardu-
ino bootloader that accepts
CAN programming com-
mands for our CANinterfac-
er is needed. The Robotics
Club of Aachen [4] has al-
ready worked on the subject
with very similar hardware
and built its own CAN boot-
loader that allows updat-
ing firmware and local code
from CAN messages. Small
modifications have been
made in order to suit con-
nections of our CANinter-
facer [5]. The programming
operation is initiated by a
Python script that initiates
the communication process
between the PC connected
programming node and the
node which needs to be re-
configured. In practice, the
programming node acts as
an In-System Programming
(ISP) interface: it receives
the new program by USB
or serial port and sends it
encapsulated in CAN mes-

sages to reprogram the
specified node. The whole
process is detailed in

Weber’s The CANinterfacer
(5].

Figure 5: Examples of a CAN node: The joystick and the Programmable Servo Controller
(PSC) in its first version; the next version will have a CANinterfacer integrated into the board
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Demonstrator

The WRSC 2013 demon-
strator [3] proves the flex-
ibility of such an architec-
ture. The choice of boat fell
on a Miniji from "Handivoile
Brest”, based on a small
scale of a historic America’s
Cup hull. It is an inexpen-
sive single-handed sailing
boat, ordinarily steered by
foot pedals or with a steer-
ing wheel. It offers vivid sen-
sations to the sailor seated
in a comfortable position in
a bucket seat.

Furthermore, instruc-
tors working with disabled
sailors demand an increase
in autonomy and safety.
To achieve this, a boat will
be equipped with electric
winches and a rudder sys-
tem, all interconnected via
CAN. Adding sensors to the
bus, this boat will be able to
perform automated tasks as
a sailing robot. Indeed, to in-
crease security, we can lim-
it the heeling or restrict the
navigational area. Instruc-
tors will also be able to take
control of the boat for safety
reasons or even activate the
autopilot.

A system based on
a CAN architecture allows
developers to connect new

sensors or actuators, and to
reprogram the system using
Arduino technology. Such
a system assists the sailor
during navigation and can
automate complex tasks.
It helps disabled people by
easing the access to sailing
activities and gives naviga-
tional assistance to anyone.
Based on the open-source
approach, electronics and
software can be modified
according to specific re-
quirements. Numerous pos-
sibilities for development
exist. The final aim is to ob-
tain products with new fea-
tures derived from robotic
sailing, encouraging people
to develop their own system
modifications
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Electric boost for
hydraulic transmission

A combination of hydrostatic and electric drives is used in mobile machinery.

It allows downsizing the combustion engine, reduces consumption and exhaust

emissions, and increases cost-effectiveness.

n integrated electric

drive from Heinzmann
is used as an “e”-booster to
support the ICVD (integrat-
ed continuously variable
drive) hydraulic gearbox
by Sauer Bibus (Figure
1). The hydraulic gearbox
is equipped with what is
known as wide-angle tech-
nology. The gearbox, which
was developed in cooper-
ation with GKN Walters-
cheid, facilitates continu-
ous drive speeds of up to
40 km/h due to the 45-de-
gree wide-angle adjustment
("45° swiveling angle") with
maximum hydro-mechani-
cal efficiency produced by
the bent axis design. As a
result, this gearbox is suited
for self-propelled agricultur-
al and construction machin-
ery. In combination with a
primary adjustment of the
hydraulic pump, the hydro-
static conversion range is
increased in such a way
that this technology repre-
sents a convenient alterna-
tive to manual gearboxes
and power-shift torque con-
verters.

The strengths of the
ICVD gearbox include im-
proved energy efficiency,
optimized driving character-
istics for the machinery and
increased operator conve-
nience. With the ICVD, it
is possible to deliver drive
throughout the entire speed
range without any interrup-
tion of the torque. In ad-
dition, the variable drive
facilitates the simple re-
versal of travelling direc-
tion and torque as well as
the automatic adaptation
of the power requirement.
The drive is easy to operate
due to its precise controls

Figure 1: Schematic diagram of a wide angle unit

and highly dynamic accel-
eration. This increases pro-
ductivity and significantly
reduces the driver's work-
load, meaning that the op-
erators can concentrate on
important work processes
without being distracted by
selecting the drive mode or
changing gears.

The additional inte-
grated electric motor sup-
ports the hydraulic gearbox
as a booster on the drive
side in the hybrid version.
The unit can be integrated
in the CAN-based control
network, so the drive can
be activated as needed.
This hybrid version creat-
ed by integrating the elec-
tric motor into the hydraulic
gearbox provides sought-
after independence from
the diesel engine. The die-
sel engine and the electric
part of the hybrid can be in-
stalled in the vehicle as in-
dependent structures. The
"decentralized" hybrid drive
therefore offers a great
amount of freedom with re-
spect to its design, which
makes it an option for vir-
tually any mobile machine,
as the expense of redesign-
ing the existing, convention-
al mobile machines to form
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hybrid drive trains is kept
within reasonable limits.
Figure 2 shows the principal
arrangement of the decen-
tralized hybrid

The dynamic drive
concept does not sim-
ply provide support dur-
ing performance peaks; it
also simultaneously recov-
ers energy during downhill
drives in its recuperation
mode. This means that less
overall performance is re-
quired from the combus-
tion engine. This facilitates
the "downsizing" or more
accurately the "right-siz-
ing" of engine performance
because its operation is
permanently kept in the opti-
mum consumption window.
This means that a small
combustion engine can be
used, resulting in lower fuel
consumption and lower ex-
haust emissions. Additional
cost savings may be real-
ized by these investments
with regard to the required
after-treatment of exhaust
gases. Thus, the total instal-
lation space needed for the
entire hybrid drive train can
be reduced.

With a correspond-
ing power split between hy-
drostatic and electric drive
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Figure 2: Example of the structural arrangement of the decentralized, hybrid drive train
(ICVD hydraulic gearbox with integrated electric motor: "e"-boost) in the chassis of

a mobile machine

energy, the driving comfort
is exceeded compared to
conventional systems. Sim-
ulations of the two traction
drive concepts demonstrat-
ed particularly significant
fuel and emissions advan-
tages for a parallel hybrid in
wheeled loaders and tele-
scopic loaders, both with
rapid, short load cycles, as
well as in municipal vehicles
[2, 3].

Electric motor
requirements

The electric motor for the e-

booster must meet the fol-

lowing requirements:

+ Highest power and
torque density,

+ High efficiency for motor
and generator operation,

+ High torque with
minimum torque ripple

Literature

and minimum detent
torque,

+ Robustness and
resistance to harsh
environmental
influences,

« Good controllability
in coordination with
combustion engine and
gearbox,

+ High dynamic
performance.

The permanent mag-
net synchronous motor with
rare-earth magnets proved
to be the most suitable so-
lution in a recent compari-
son of the motor types in
question [1]. Heinzmann’s
hybrid e-machine fulfills all
requirements: the single-
tooth winding design meets
the requirements of cost-ef-
fective, automated produc-
tion and provides minimum
axial dimension.

[1] S. Zhitkova, B. Riemer, D. Franck, K. Hameyer,
R. Zahoransky: Hochdrehzahlmotoren fur
mobile Arbeitsmaschinen (High-speed engines
for mobile machinery), 4" symposium on hybrid
drives for mobile machinery, 20 February 2013,
M. Geimer (ed.), Karlsruher Schriftenreihe
Fahrzeugsystem-technik, KIT Scientific

Publishing, 2013
[2

—

F. Bohler, P. Thiebes, M. Geimer, J. Santoire,

R. Zahoransky: Hybrid Drive Systems for
Industrial Applications. SAE-NA Paper Series,
Paper 2009-24-0061, 2009

[3

—_—

Rebholz, W.: Neues hydrostatisch-mechanisch

leistungsverzweigtes CVT-Getriebe fir den
Einsatz in Baumaschinen (New hydrostatic/
mechanical power-split CVT for use in
construction machinery). Symposium on
gearboxes in vehicles. Friedrichshafen 2010
(conference proceedings)
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The "e"-boost ICVD
hydraulic gearbox is a paral-
lel hybrid. The electric mo-
tor and combustion engine
have to be operated in a co-
ordinated manner. The hy-
brid applications in mobile
machinery require an elec-
trical voltage between 200
V and 800 V, but can also
be designed for 80 V or 96
V if required. Li-ion batter-
ies are recommended, par-
ticularly to allow high power
recuperation phases at high
efficiencies. The degree of
electrification can be varied
to enable the electric opera-
tion of secondary and aux-
iliary drives and external
electric power units.

The hybrid strategy
must ideally be adapted to
the typical load cycles, tak-
ing the battery capacity into
account. For the shown in-
dividual load case shown in
Figure 5, i.e. for a required
torque at a specific speed,
the combustion engine is
ideally driven at its optimum
operating point in terms of
fuel consumption at the ap-
propriate speed. The torque
generated by the combus-
tion engine in this operation
mode will either be above
or below the required target
torque, as demonstrated
in Figure 4 in the torque-
speed diagram of a diesel
engine. The difference be-
tween the torque values
is covered by the electric
motor: if more torque is re-
quired, the electric motor
operates in motorized, i.e.
in boost mode, whereby the
required torque is supplied
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in total by the two motors.
The electric motor power
is drawn from the battery. If
less torque is needed, the
electric motor switches to
generator mode and charg-
es the battery. The optimum
battery size can be found
through simulations for the
relevant load cycles. Nat-
urally, the control system
outlined above still has to
respect constraints such
as battery state of charge
and the temperatures of the
electric motor and battery.
In addition to fuel consump-
tion, this control strategy
also minimizes pollutant
emissions and is therefore
the preferred option.

Other control strate-
gies are also possible, such
as phlegmatization of the
combustion engine, to re-
duce noise emissions due
to high speeds or high tran-
sients of speed and power.
This type of strategy is of ad-
vantage for the operation of
mobile machinery in dense-
ly populated urban districts.
This operation mode is fea-
sible because the electric
motor delivers high torque
levels even at low speeds.
Ideally, the combustion en-
gine operates at a constant
output, as outlined in Fig-
ure 4. As previously de-
scribed, the electric motor
covers the changes in out-
put power. The braking en-
ergy, which is indicated by
a negative output in Fig-
ure 4, can be recovered in
generator mode, irrespec-
tive of the control strategy.
The diagram also shows the
enhanced dynamic perfor-
mance of the hybrid motor
compared to the combus-
tion engine. Power increas-
es are implemented faster
by the electric motor so that
the hybrid drive exhibits a
significantly higher dynam-
ic output.

Purpose of CAN

Engine manufacturers gen-
erally integrate the hybrid
control system in their own
engine control unit, i.e. the
sketched separate units are
normally united in one sin-
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gle control device for diesel
engine and electro motor.
The presented hybrid sys-
tem may additionally be a
retrofit solution for manufac-
turers of mobile working ma-
chines who want to down-
size diesel engines with the
aim to reduce emissions at
the same power output but
at a higher dynamic, par-
ticularly at low speeds. The
latter case requires the hy-
brid control system to es-
tablish not only the con-
nection to the inverter drive
control and to the battery
control, but also the vehicle,
gear and diesel engine con-
trol — considering the fact
that these components are
generally not optimized for
hybrid characteristics. Fig-
ure 3 presents the selected
system layout for the hybrid
control. Thus, the demand-
ed improvements are de-
termined by the functional-
ity, complexity and flexibility
of the add-on hybrid control
if no modifications can be
done at the other individual
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controls within the complete
vehicle.

The CAN network is re-
quired to receive all neces-
sary data out of the multi-
tude of individual electronic
control units. Such CAN in-
terfaces are integrated in
allmodern electronic control
units (ECU). ECU man-
ufacturers use different

Figure 3: Layout of the
control system for the
decentralized hybrid

CAN-based higher-layer
protocols (HLP) in contrast
to the hardware, which is
universally defined by a
two-wire connection. There
is the SAE J1939 approach,
which is supported by most
controls designed for ve-
hicle, gear and diesel en-
gines. But inverter and
battery manufacturers may

not use this HLP. Therefore,
the hybrid ECU must be de-
signed to allow adjustments
without excessive effort to
different HLPs to fulfill the
requirements of the specif-
ic applications of the wide
range of mobile working
machines. The hybrid con-
trol must comprehend sev-
eral physically separated
CAN channels, as not all
of the various protocols are
compatible. All necessary
actual operational and sta-
tus data of vehicle, gear,
diesel engine, battery and
inverter of the e-machine
are read out from the indi-
vidual control boxes and
used as input for the hybrid
control. This concerns start
or stop demands of the ve-
hicle control, shifting infor-
mation of the gear control,
speed of revolution, torque
and cooling temperature of
the diesel engine, state of
charge of the battery and
finally speed of revolution,
torque and temperature
of the electro machine. All
this information determines
the actually required con-
trol strategy and imposes
the operational value for the
electro machine. If the elec-
tro machine takes over part
of the power load (working
in its drive mode), the diesel
engine control reacts auto-
matically by reducing the
fuel injection mass. If the
electro machine operates
in its generator mode (e.g.
during braking periods), the

Figure 4: Hybrid control strategy of the hydraulic gearbox for minimum fuel consumption
and minimum pollutant emissions
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Figure 5: Idealized load cycle

excess power is used for
charging the battery. How-
ever, all this is limited by the
boundary conditions like al-
lowable temperatures, al-
lowable torques, state of
charge of the battery etc.
This data flood can only be
mastered by CAN networks.

First experiences

Until now, the manufactur-

ers of combustion engines

have provided the diesel/
electric hybrid systems.

With the "e"-boost gear-

box described here, hybrid

drive trains can be installed
irrespective of the brand
of the combustion engine.

The "e"-boost ICVD hydrau-

lic gearbox combines the

advantages of wide-angle

technology with those of a

hybrid drive. The combina-

tion represents a parallel
hybrid system.

The following advan-
tages are derived from
studies of the various
types of mobile machin-
ery (wheeled loaders, mul-
tifunctional excavators,
mining machinery, forklift
trucks, municipal multi-pur-
pose vehicles):

+ Reduction in fuel
consumption: A fuel
consumption reduction
of approx. 20 % was
determined for typical
load cycles of mobile
machinery. The
developed simulation
model was verified in
experimental terms in
real driving cycles [2].
Further potential from
the electrification of
operating, secondary
and auxiliary power units
was not considered.

« Associated reduction
in emissions: For the

pollutants CO2, CO,
NOx, CmHn.

« Increase in productivity:
The enhanced dynamic
performance of the
drive train at low speeds
significantly increases
the productivity of
mobile machinery. In
one application case,
an astonishing 40 %
increase in productivity
was reported — these
increases in productivity
depend strongly on
the load cycles of the
applications. A more in-
depth analysis is still to
be completed.

Converting mobile
machinery to the "e"-boost

ICVD hydraulic gearbox in

the manufacturing phase

of the mobile machine is
generally possible without
the need of major design
changes to the vehicle.
This is due to the

fact that a smaller com-
bustion engine with low-
er output can be selected,
providing more space
for the electric motor.
In conjunction with this,
the smaller combustion en-
gine is selected so that it
falls in a different emissions
class, reducing the invest-
ment and installation ex-
pense for the exhaust gas
after-treatment technology.
The hydraulic gearbox is
suitable for any mobile ma-
chinery, but especially for
applications where value
is placed on optimizing the
driving characteristics of
the machinery and increas-
ing operator convenience.
This allows the driver to
concentrate on complex
work processes without be-
ing distracted by having to
select the drive mode or
changing gear.
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Systematic re-use of
information

Eliel Saarinen, a Finnish architect, said: “Always design a thing by considering it

in its next larger context — a chair in a room, a room in a house, a house in an

environment, an environment in a city plan.” That also applies to system design.

esign processes defined

by the selected system
integration framework, such
as CANopen, should be un-
derstood as an integral part
of companies' design, as-
sembly and service opera-
tions, instead of "just anoth-
er communication protocol"
in individual control systems.
There are many use cases
for such kinds of system in-
tegration framework in sys-
tem design, assembly and
service activities.

The core of the design
process is a set of standard-
ized file formats for storing
design information in differ-
ent phases of the projects,
enabling various levels of
re-use [13] [14] [15]. There
is also a comprehensive-
ly defined application pro-
gramming interface (API)
for accessing CANopen
communication services
from IEC 61131-3 applica-
tions to enable the use of
device-independent  appli-
cations [4]. The communica-
tion database (DBC) is not
standardized, but it is the
de-facto format for describ-
ing network communication,
mainly for network analyzers
to enable the visualization of
communication in a format
that can be understood by
humans.

Figure 1: An example user interface for selecting the target
subsystem instance from a list updated in conceptual

design phase
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Figure 2: Example system tool with "Save as EDS"

command highlighted

Of course, it is recom-
mended to design CANopen
systems by following the
standardized design pro-
cess [13]. But systems can
also be configured device by
device, stored in individual
device settings as DCF files,
and used during assembly
and service. After designing
the first system, the question
arises how to efficiently use
the information during as-
sembly and service. Anoth-
er question is how to re-use
this information in the follow-
ing design cycles and sys-
tem projects.

The main focus of this arti-
cle is on the re-use of design
information within one sin-
gle CANopen project or be-
tween CANopen projects. It
is also considered how de-
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sign information of other
disciplines may be system-
atically used in CANopen
projects and vice versa. This
approach also emphasizes
the possibilities of linked ref-
erence data, programmable
system data management,
and validation. This is in line
with the mainstream SW de-
velopment principles. Sys-
tematic re-use means not
only the reduction of design
efforts but also the reduction
of failure costs.

Exporting from
CANopen projects

Re-using information from
CANopen projects is straight-
forward, thanks to the thor-
oughly standardized file for-
mats. Various use-cases are
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published and generating
communication abstraction
layers for applications is the
most widely used export [4].
The generic approach utiliz-
es all information existing in
CANopen projects, including
signal scaling and units [7].
Further improvements, such
as management of parame-
ter access paths [4] and er-
ror codes [6], have also been
investigated and proposed
as future versions of corre-
sponding standards. In addi-
tion to the generic approach,
there are also vendor spe-
cific frameworks on the mar-
ket, mainly supporting appli-
cation development only and
excluding device configura-
tion management.

Though  configuration
downloads from DCF files
to CANopen devices have
been included in the scope
of CANopen [13], generic
CANopen tools do not com-
monly support a complete-
ly automated approach with
layer setting services (LSS)
and program download sup-
port. There are few details
that cannot be solved by
using DCF files only. Tem-
plates with most of the re-
quired information can be
generated directly from the
CANopen projects, but in
some cases manual work
might be required. System-
atic approaches integrated
into CANopen system de-
sign processes and tools
have already been pub-
lished [5]. It can be conclud-
ed that the better the latest
CANopen features are sup-
ported, the less manual work
is required.

It has also been inves-
tigated how structural infor-
mation of systems can be
composed from multi-disci-
plinary projects [3]. The use
of additional, system level
mechanisms, such as refer-
ence designators, is required
to enable the recognition of
common components be-
tween disciplines. Thanks
to its standardized project
structure, CANopen was the
easiest discipline, but e.g. for
electric design, standardized
interfaces do not exist. Thus,
specific export plugins for
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each CAD program need to
be developed [9].

Re-use of entire
subsystems

It is efficient to re-use en-
tire subsystems in larg-
er systems. In practice,
only one version needs to
be designed by always us-
ing the network-1D and net-
work name of the first ver-
sion. Following versions
can be generated from the
first one, by modifying the
network name and network-
ID. Several members of a
product line may share the
subsystems without modifi-
cation, when network name
and network-ID remain the
same. The systematic pro-
cess expects the definition
of each version in the con-
ceptual design phase. An
example tool shown in Fig-
ure 1 lists the possible tar-
get subsystems, defined in
a central repository.

The procedure of re-
use is simple. After select-
ing a source project, a target
project a and target folder,
each DCF file of the source
project has to be copied to
the target folder first. Next,
the network-ID and network
name must be updated into
each target DCF file. Final-
ly, the nodelist.cpj project
file has to be created in the
target folder. If alternative
devices are supported, all
DCEF files in the project fold-
er must be copied, not only
files listed in nodelist.cpj
[10]. With an example tool
the whole copying process
takes only a few seconds.
If an older project is used
as a source, after the copy-
ing process some devices
may need to be changed
into new models, for which
a systematic approach al-
ready exists [10].

Re-use of device
parameters

Quite often there is a need
to re-use configurations be-
tween devices. If a device
becomes obsolete or needs
to be changed for a cheap-
er or better one, the rest of

the project typically remains
unchanged. It means that
the part of the system inte-
gration interface that is in
use, needs to be supported
by potential alternative de-
vices [10]. Various compat-
ibility levels require different
approaches.

In the best-case sce-
nario, the new device has
an identical system inte-
gration interface. A good
example can be found in
single-coil valve drivers,
where the only difference is
in the coil connector. In this
case, communication re-
lated parameters can auto-
matically be copied from the
original device [10]. After
setting the correct commu-
nication, the device settings
must be set. Because of the
one-to-one  compatibility,
settings can be imported by

number of decimal digits,
one transmitter can be re-
placed by another indepen-
dent of their configuration.
The most difficult case oc-
curs when the old and new
devices share only the sig-
nals. Then the alternative
devices need to be config-
ured to support equal signal
scaling and units. Parame-
ters are often at least par-
tially different and for com-
patibility reasons, it is not
a good idea to access de-
vice specific parameters in
the target system, because
it efficiently decreases the
drop-in replaceability [2].
Table 1 provides an exam-
ple for this approach, con-
sisting of three different 1/0
devices with fully compati-
ble CANopen communica-
tion and M12 connector in-
terfaces.

Table 1: Comparison of three drop-in replaceable general
purpose I/O-devices with completely different off-line

adjustable parameters
Objects Device A | Device B | Device C
Digital inputs 6000x
Digital outputs 62005,
Analog inputs 6401,
Off-line adjustable 6431, 2000, 5240,
parameters 6432y

a device editor directly from
the DCF file of the original
device into the DCF file of
the new device [8]. Human
mistakes can be avoided
when settings are imported
with a tool instead of manu-
al copy and paste.

Devices following de-
vice profiles are so similar
that in most cases the most
essential parameters can be
imported. The first obstacle
may arise when special fea-
tures of the original device
are in use. A second obsta-
cle may arise when rarely
supported optional parame-
ters are used. For example,
most vendors and models
support the most common
interface of pressure trans-
mitters. As long as default
pressure data type is used
and no other parameters
than measurement unit and
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Re-use of devices

Changes to the system inte-
gration interfaces during sys-
tem design may be required
for many reasons. General-
ly, transformation from DCF
back to EDS mostly applies
to application programma-
ble devices, whose EDS files
contain application specif-
ic signal and parameter ob-
jects. So-called Dynamic
Channels may be used for
signals, which means that
network variables are de-
fined during the system de-
sign phase [13] [15]. Alterna-
tively there might be missing
or erroneously defined sig-
nal or parameter objects in
the profile databases creat-
ed from specifications and
in the EDS composed of the
profile databases. Due to the
constraints of the system
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design tools, it might be fast-
er to make small changes di-
rectly to the DCF files in the
system project and synchro-
nize the changes into the
original EDS file. Synchroni-
zation is required to keep the
project structure consistent
and to maintain re-usability.
The translation from DCF to
EDS is simple. The attribute
LastEDS from the Filelnfo
section and the whole De-
viceComissioning  section
must be removed [13]. The
attributes ParameterValue,
Denotation [13], and ClientX
[4] of each object must also
be removed. Additionally,
the attribute FileName in the
FileInfo section must be up-
dated [13].

The translation from
DCF to EDS can be per-
formed manually by open-
ing a DCF file with an EDS
file editor and saving it as an
EDS file. A more systematic
approach for translation has
also been evaluated. An au-
tomatic translation from DCF
to EDS can be automated by
using the CANopen tool’s
integration mechanism [15]
and the existing information
of the EDS file, from which
the DCF file has been gen-
erated. A major risk in the
fully automated translation
is an unintended change
of the original EDS file if it
is named automatically for
each DCF.

A safer approach is to
use the CANopen tool inte-
gration mechanism but let a
designer trigger the transla-
tion manually from the sys-
tem design tool, as shown in
Figure 2. The safest but also
most inefficient approach
is to only enable transfor-
mation into a new EDS file.
CANopen tool calls are in-
cluded in the EDS and DCF
files, which enables limiting
the availability of the trans-
lation only to the devices
requiring such a feature.
Based on the measure-
ments, translation speed-
up is at least in factor of 100
— even with a small DCF,
manual translation may take
at least 15 minutes while a
tool makes it in less than 1
second.
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Figure 3: Example of a tool for picking reference designators
and position names from central repository into a CANopen

project

Re-use of
applications

CANopen profile databases
(CPD) enable the description
of parts of the devices object
dictionary. Profile databases
may be used as a standard-
ized mechanism for the man-
agement of device interfaces
in a modular way [14]. Signal
and parameter definitions
may be managed manually,
in requirement management
systems, or in various kinds
of models. A commitment
to the standardized transfer
format enables starting with
a document-based approach
and moving further into mod-
el based design, without a
need for modifications in the
detailed design.

In case of changes
made during later phases of
the project, it is important to
avoid additional workloads
by automatically synchro-
nizing changes backwards.
When the changes in the
system integration interfaces
are synchronized back into
profile databases, interface
descriptions may be re-used
in the application or function
level. If a model-based de-
sign is used, changes may
be synchronized from the
profile databases back to
the model to keep it
up-to-date.

The translation from
an EDS file into profile da-
tabases is technically
straightforward: It is simply
a conversion from one de-
scription format of select-
ed parameters into another
format. However, there are
some open issues on how
to handle the original mod-
ular structure. First, a stan-
dardized mechanism for
indicating from which profile
databases the EDS file has
been constructed and how
the objects have originally
been divided into modules
does not exist [13] [14]. Pa-
rameter objects are easily di-
vided into dedicated groups,
but signals are located into
sub-objects so that the main
object depends on the data
type [12]. Therefore, other
criteria than the object index
must be used. One option
may be an attribute PP-Off-
set [15], which defines the
absolute offset of the signal
object in the process image.
Another option could be the
use of additional entries in
the EDS and DCEF files, but
there is a compliance risk
because such objects are
not standardized.

The use of object dic-
tionary areas in compliance
with  CANopen is well de-
fined. Signals to and from
applications are updated

through so-called network
variables [12]. There are sig-
nal data type and direction
specific objects defined, pro-
viding access to the same
memory area. The value of
the attribute PP-Offset de-
fines how the data type spe-
cific network variable areas
are organized in the process
image [15]. The first prob-
lem is that multiple types of
network variables may point
to the same area of the pro-
cess image. The second
problem is that PP-Offset at-
tributes may not be available
because network variables
are assigned into objects al-
ready in the EDS or profile
database.

While fully automatic DCF to
EDS translation introduces
risks, automatic EDS to CPD
conversion introduces com-
parable risks. Therefore only
manually triggered transla-
tions with object index based
filtering have been imple-
mented. They provide sig-
nificant speed-up and do not
lead to complex and proprie-
tary design rules. Based on
these measurements, com-
puter-aided translation ac-
cording to an example in
Figure 4 increases the
efficiency by a factor of 60
or more, depending on the
size of the EDS file and the
number of resulting profile
databases.

Import to CANopen
projects

Parameter and signal de-
scriptions for application-
programmable devices can
be transferred from spec-
ifications into designs as
profile databases [1]. Pro-
file databases are an ex-
cellent entity for such pur-
poses, because each one

01 | C:\>python eds2cpd.py demo plc.eds plc

params.cpd 2000 5FFF

02 | Translating objects 0x2000..0x5FFF

03 From: demo plc.eds

04 To:

plc params.cpd

05 | C:\>

Figure 4: Example of extracting manufacturer specific objects into a separate profile

database
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defines a subset of an object
dictionary and thus does not
have any dependencies on
the target HW- or SW-plat-
form [14]. The profile data-
base format is not the most
convenient one to be edit-
ed manually. Profile data-
bases can be viewed but not
edited with spreadsheets,
because comment lines may
reserve whole lines and will
not contain separator char-
acters. Furthermore, stan-
dardized file headers have to
be maintained manually.

Reference designators
are commonly used in the in-
dustry for identifying system
components [9]. Each logical
position has a unique identi-
fier, a reference designator.
Because they are techno-
logically independent and
exist in design documents
of each relevant discipline,
they can be used for combin-
ing discipline-specific design
documents into a common,
multi-disciplinary design en-
tity [3] [9]. In addition to cre-
ating design documents,
reference designators can
be used to validate the con-
sistency of the documents.
Reference designators are
currently only used for cer-
tain subsets of components
and disciplines, but the ac-
tively used approaches may
easily be improved. Further-
more, reference designators
are manually maintained and
written into each design doc-
ument. To avoid inconsis-
tencies caused by human
mistakes and to increase ef-
ficiency of design work, ref-
erence designators should
be stored into a central re-
pository, where they can be
picked for the designs, in-
stead of being written man-
ually [9]. Many design tools
require the use of their in-
ternal mechanisms, but due
to the standardized project
files, a system design tool in-
dependent pick-up tool, such
as presented in Figure 3, can
be used with CANopen proj-
ects.

Compiled  application
software can be linked into
DCF [13]. Download ob-
jects are of the data type
domain. The name of the

file to be downloaded may
be given as a DownloadFile
attribute. When the com-
piled application is linked
to the configuration, down-
load tools can first download
the application and then the
corresponding  parameter
values as a single operation
from the user’s point of view.

Summary

Standardized storage for-
mats of design information
enable almost unlimited pos-
sibilities for the programma-
ble management and re-use
of information from within
and to CANopen projects.
These notions are in line with
the approach to Industrial In-
ternet, where machine-un-
derstandable and enriched
design data is the key to
successful and modern ser-
vices. In addition, EDS and
DCF files enable seamless
integration of the support-
ing tools into the design pro-
cess. The rich information
contents of the standard files
serve well as a multi-disci-
plinary design approach by
supporting architecture level
information, in addition to the
communication description.
Current design tools do not
provide all features, but they
support open, standardized
interfaces for filling the gaps.

Systematic design in-
formation management
significantly improves the ef-
ficiency of each phase in the
process, moving focus from
the management of the raw
files to the management of
the system level design is-
sues. Further improvement
can be achieved by re-using
various kinds of design enti-
ties, which are stored by us-
ing standardized information
contents. Information ex-
change based on standard-
ized contents enables easy
crossing of geographical
and organizational borders.
Instead of the improvements
achieved in the design pro-
cess, the most significant
improvement comes from re-
duced failure costs caused
by inconsistent or outdat-
ed information, especially in
assembly and service. <
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CAN FD from an OEM'’s
point of view

CAN FD provides bit-rates higher than 1 Mbit/s and payloads larger than

8 byte. Nevertheless, it is a proven technology: robust and reliable. With

these characteristics CAN FD meets the requirements of carmakers.

Because vehicle network-
ing is not an infrastruc-
ture that is directly percep-
tible by the customer, it is a
balancing act between eco-
nomical pressure and tech-
nical innovation that requires
the adequate use of specific
technologies. Along the lines
of “as few as possible, as
much as necessary” Figure
2 shows a simplified sche-
matic of the E/E-architec-
ture of the current S-Class
(launched in 2013) and Fig-
ure 3 the current Actros truck
(launched in 2011).

Both architectures fol-
low the idea of grouping
communicating systems of
the same domain in their
own network systems to re-
duce overall busload. Es-
pecially in truck systems
a large amount of inter-
domain communication re-
quirement (e.g. brake and
powertrain system) remains,
which cannot be satisfied by
introducing just another CAN
network system. On the oth-
er hand the introduction of
non-CAN  communication
would require a big change
of today’s software and com-
munication implemented
within truck systems. The
introduction of CAN FD [1]
for these busload-critical
CAN-networks seems to
be a perfect solution to
achieve  higher  network

capacity without large chang-
es in the existing sys-
tems like brake systems or
engine controllers.

The next evolutional
step, automotive Ethernet,
will have an impact on CAN.
On the one hand there will
be a need for more band-
width in architectures like
Figure 4. Such an architec-
ture and especially Ethernet
itself requires sub-networks
with payloads of more than
8 byte.

CAN FD physical
layer

The average bit-rate de-
pends on payload length
and identifier length (11-
bit or 29-bit). The correla-
tions are given in Figure
5, where the average bit-
rate can directly be com-
pared with today’s CAN bit-
rates, e.g. 500 kbit/s. Please
note that this estimation

does not include stuff bits.
The upper graphs in Figure
5 are plotted for arbitration
speeds between 500 kbit/s
and 800 kbit/s. The x-axis
represents the bit-rate in
the fast data phase of a
CAN FD frame, while on the
y-axis the resulting average
bit-rate is plotted, assum-
ing that only 8 byte payload
frames are used. Figure 5a
shows that the average bit-
rate could be nearly dou-
bled by an arbitration speed
of 500 kbit/s and 2 Mbit/s for
the data phase using only
8-byte data frames and 29-
bit IDs. There is more gain
in average bandwidth using
only 11-bit IDs.

The lower graphs
in Figure 5 show the ef-
fect of the extended pay-
load length, assuming that
all transmitted frames make
complete use of the re-
spective payload. It is evi-
dent that the gain in average

Figure 1: Evolution of in-vehicle networking: different
evolutional steps in terms of in-vehicle networks from its
early days to the present using the example of the E-Class.
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Figure 2: Current passenger car architecture

Figure 3: Current truck architecture

Figure 4: Future passenger car architecture

bit-rate is maximized when
frames with long payloads
are used: e.g. in a network
with an arbitration speed of
500 kbit/s and a speed of
2 Mbit/s in the data phase
using 8 bytes payload would
give just a little less than a
1 Mbit/s average bit-rate.
However using only 64 byte
of payload yields a little more
than 1,5 Mbit/s average

data-rate as shown in Fig-
ure 5d. This means an in-
crease of approximately
50 % in an average data-
rate.

Designing CAN FD
networks

The most important key pa-
rameter for evaluating CAN
networks is the propaga-
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Figure 5: CAN FD average bit rate depending on data phase speed and ID length

tion delay in the network.
This value is limited by the
CAN protocol mechanisms
and the respective bit time
settings. In simple terms all
nodes within a network need
to receive the response of
all other nodes to their own
signal within a bit time. If the
delay is too long, CAN-ar-
bitration and acknowledge
mechanisms fail and as a
consequence the communi-
cation in the CAN-network
breaks down completely.
To make sure that this does
not happen under any cir-
cumstance, all communica-
tion relationships in a net-
work between all nodes are
assessed, e.g. by means
of measurement or physi-
cal layer network simulation.
The maximum delay time in
the network (TX to RX) is ex-
tracted and the signal integ-
rity of the network is checked
as well in order to make sure
that the predicted values are
stable. If there is ringing in
the network that could fur-
ther enlarge the delay time,
the predicted delay values
have to be adopted. Fig-
ure 6 shows how the evalu-
ation can be done by means
of a signal integrity chart. Of
course, there will always be
an adequately defined safe-
ty margin to account for tol-
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erances, EMC or tempera-
ture influences.

In the phase of acce-
lerated data transmission of
a CAN FD frame, the delay
values are not relevant as all
other nodes are already syn-
chronized and just listen to
the transmitted data. How-
ever other key parameters
can be identified for CAN FD
frames that have not been
considered for CAN even
though the effects are pres-
entin CAN-networks as well.
Most important is the asym-
metric delay of the received
signals in the network that
becomes relevant especial-
ly for higher bit-rates. This
effect is due to the fact that
the rising and the falling
edges of a dominant signal
have different physical pre-
conditions, i.e. the reces-
sive to dominant edge is
driven actively whereas the
dominant to recessive edge
is just released. In the end,
depending on the ftrans-
ceiver, used dominant or re-
cessive bits shrink or grow.
The exact value may even
be dependent on the previ-
ously transmitted signals.
Figure 7 gives an example of
bit asymmetry measured in a
real network.

Depending on the bit
time settings, bit asymmetry

will cause communication er-
rors due to erroneous sam-
pling of the bits. The total
asymmetry is a combination
of the intrinsic asymme-
try of the transceivers and
the specific characteristics
of the topology. Up to now
there is no official tolerance
range of the intrinsic asym-
metry of the transceivers
themselves. Just like sym-
metric delay values in CAN
implementations there has
to be an adequately defined
safety margin for the asym-
metric delay to account for
tolerances, EMC or temper-
ature influences.

Integrating CAN FD
into E/E architecture

Especially passenger cars
use the Autosar (automo-
tive open system architec-
ture) software stack in their
ECU software. Autosar fol-
lows the principle: cooper-
ate on standards, compete
on implementation. In the
following, three introduc-
tion scenarios for CAN FD
into ECU software are dis-
cussed. In addition, the im-
pact on the ECU software is
explained exemplarily for the
Autosar software stack used
in passenger cars in which
the principle is also valid
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for other ECU software so-
lutions. All Daimler vehicles
(trucks, buses or passenger
cars) make use of several
network systems that are in-
terconnected via gateways.
Thus not only the commu-
nication within one net-
work but also the routing be-
tween several CAN networks
(which might be CAN FD and
CAN) or between other net-
works systems like Ethernet
or Flexray has to be consid-
ered for the introduction of
CAN FD.

Scenario 1

The first scenario considers
an increased communica-
tion speed, while maintain-
ing an 8-byte payload per
frame. This scenario, called
CAN FD 8 (payload re-
mains limited to 8-byte), will
be introduced for the Auto-
sar release 4.1.1. Figures
8, 10 and 14 show the Au-
tosar software stack. Blue
shaded boxes indicate that
the respective component
has to be adopted. In Sce-
nario 1 only the communi-
cation speed is increased,
all other communication
software mechanisms are
maintained. As shown in
Figure 8 the only soft-
ware component that is af-



fected is the CAN driver pro-

gram:

« Expansion of the CAN-
driver to enable the con-
figuration of the second
bit-rate,

« Additional attributes
required in the sys-
tem description (bit time
settings).

Low busload reserves
do not occur on all CAN net-
works simultaneously which
might result in a mixed CAN
FD / classic CAN struc-
ture inside passenger cars
or trucks. As long as a pay-
load length of 8-byte is used
in all CAN networks, routing
between CAN FD and clas-
sic CAN networks is easy, as
shown in Figure 9.

PDUs (protocol data
unit = bare payload of an ap-
plication / CAN-frame with-
out any additional control
information) can be routed
from CAN FD to CAN and
vice versa without further
considerations and even
the same CAN-IDs could
be used on both networks.
This type of routing called

“frame routing” is easy to
implement and contained
in communication standard
software stacks. The rout-
ing mechanism to other
network systems such as
Ethernet or FlexRay would
be maintained as well with-
out changes.

It has been shown
that CAN FD 8 would
approximately double the
average bit-rate compared
to today’s CAN. Thus, Sce-
nario 1 might be a first step
towards the introduction of
CAN FD.

Scenario 2

The second scenario as-
sumes an increased com-
munication speed and a
64-byte payload per frame.
Frames with extended pay-
load (CAN FD 64) provide
significant additional band-
width, which is why the
extension of the payload to
64 bytes will be addressed
in Autosar 4.2.1. As shown in
Figure 10, this scenario has
an extensive impact on sev-

Figure 6: Signal integrity diagram
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eral software components in

the ECU software stack.

In detail the following
changes have to be applied:
« Expansion of the CAN

driver to enable the con-
figuration of the second
bit-rate,

« Expansion of the CAN
modules, PDUR, COM
and RTE to support
64-byte payload,

+ Expansion of the System
Description / ECU ex-
tracts the ECU to support
64-byte payload,

+ Expansion of the configu-
ration tools and genera-
tors to support 64-byte
payload.

As for CAN the payload
length is limited to 8 bytes,
generally multiple messages
have to be used to transport
the original PDU from a CAN
FD frame. Unfortunately this
type of routing is not imple-
mented in current commu-
nication standard software
stacks, which means that ev-
ery single CAN-signal con-
tained in the original PDU
has to be treated separately
by the routing mechanisms.
On the other hand, the pos-
sibility to realize separate
and independent transmis-
sion cycles for the CAN-ID1
to CAN-IDn frames can be
achieved in the CAN net-
work, bought dearly by an
increased router processor
load. Ongoing standardiza-
tion tends to implement this
routing scheme within Auto-
sar specification based on a
signal routing scheme in the
router.

A slightly different situ-
ation occurs if the PDU def-
inition is changed in CAN
FD networks. Originally, the
PDU identifies the frame
content of a CAN-message
minus the control informa-
tion like e.g. message ID,
acknowledge bit or stuff
bits. For the simplification
of the CAN FD to CAN rout-
ing, the basic idea is a CAN
FD frame containing multi-
ple PDUs with a DLC (data
length code) of 8 if compat-
ible to CAN messages.

As shown in Figure 12,
the routing scheme looks the
same as in Figure 11, routing
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Figure 8: Software stack changes using CAN FD 8

Figure 9: Routing scenario with CAN FD 8

Figure 10: Software stack changes using CAN FD 64

Figure 11: Routing scenario with CAN FD 64

a CAN FD frame to multi-
ple CAN frames. But here
a fixed relation between the
PDUs in the CAN FD frames
and the routed CAN PDUs/
frames can be realized.
This PDU routing scheme
can be implemented with-
in communication standard
software stacks with a high
reduction of routing proces-
ser interrupt load, resulting
in an increased routing ca-
pacity. Furthermore, there
is a static relation between
CAN FD frames and their
contained PDUs. This pro-
cedure could be used as
a migration strategy for

vehicle architectures with
CAN and CAN FD networks.

Currently the Autosar
software has the limitation
that only one single PDU
can be mapped to one sin-
gle CAN-frame. If this re-
striction is maintained, it
will be very difficult to use
CAN FD effectively. In pas-
senger cars, most appli-
cations currently using the
CAN network only gener-
ate a comparatively small
amount of data that is de-
signed to effectively use
8-byte PDUs today. Only a
certain amount of applica-
tions could really generate
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large PDUs efficiently using
64-byte CAN FD frames.

Generally, PDUs should
be filled with signals that are
transmitted with identical cy-
cle times and not by differ-
ent software components in
order to be able to map the
relocatability of functions on
a network level. Due to dif-
ferent senders, transmission
types, cycle times etc. there
is no point in combining
arbitrary  signals of an
ECU into large PDUs in
applications.

In trucks and busses,
communication is based to a
greater extent on cyclic sig-
nals and due to technical
or legislative requirements,
more data has to be ex-
changed between systems
(e.g. exhaust relevant com-
munication between engine
controller and exhaust after
treatment control unit to en-
sure Euro IV conformity).

Thus, Scenario 2 theo-
retically offers the possibility
to make use of the extended
payload frames CAN FD of-
fers, however depending on
the grown structure of the ve-
hicles’ software applications
and the needed communica-
tion relations between sys-
tems, only a certain increase
of network capacity can be
achieved. Therefore, the
ability to map multiple PDUs
dynamically into one CAN
FD frame appears to be an
additional requirement.

Senario 3

The third scenario in-
volves expanded commu-
nication facilities with flexi-
ble PDU mapping. As a first
step, multiple 8-byte PDUs
could be mapped statical-
ly onto one single CAN FD
frame. However the efficien-
cy of such a solution would
be poor with the transmis-
sion mechanisms specified
in the present Autosar soft-
ware package. As an exam-
ple: In case that four PDUs
are statically mapped to
one CAN FD frame and only
one of the PDUs has been
updated, this solution would
imply that the entire CAN FD
frame has to be transmitted
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including three PDUs with-
out new information. Like
Scenario 2 this solution
would make ineffective
use of CAN FD possibili-
ties. Therefore, as a sec-
ond step, a so-called PDU-
Header (similar to what is
currently specified in Eth-
ernet) could be introduced,
see Figure 13.

The introduction of
this PDU header allows a
dynamic mapping of PDUs
onto CAN FD frames. In this
case only those PDUs are
transmitted in a CAN FD
frame whose contents have
actually changed. There is
no redundant transmission
of unchanged PDUs. The
PDUs that are contained
in a current CAN FD frame
can be identified clearly by
means of the PDU head-
er. Furthermore the length
of the CAN FD frame can
be adapted dynamically
depending on the current
communication needs. This
method allows using the
possibilities of the CAN FD
technology in a quite effec-
tive manner, even though
some bandwidth gets lost
for the additional PDU
headers. Secondly, it fits
into the grown structures of
the ECU software structure.
Figure 14 again highlights
the software components
that have to be adopted.

It has to be mentioned
that the PDU header con-
cept also implies the loss of
bandwidth due to the PDU
headers in the CAN-mes-
sage’s payload. E.g. if five
8-byte PDUs are transmit-
ted in an 64-byte CAN FD
frame, 60 bytes of the frame
are really used and anoth-
er 20 bytes get lost for the
PDU headers resulting in an
effective usage of 62,5 %
compared to the complete
usage of 64-byte payload.
This would especially apply
to the grown applications
in the E/E-architecture,
whereas new applications
could make use of larg-
er PDUs where the loss is
much less, e.g. approxi-
mately 93 % efficiency for
a single 60-byte PDU and
4-byte header.

Figure 12: Routing scenario with CAN FD 64

Figure 13: PDU header concept

Figure 14: Software stack changes using CAN FD 64 and
PDU routing Routing of CAN-frames between networks
containing CAN FD and classic CAN using the PDU
header concept is shown in Figure 15.

Figure 15: Routing scenario with CAN FD 64 and PDU

header concept

Figure 15 shows the
routing of a CAN FD frame
with a DLC > 8 from a
CAN FD network towards
a classic CAN network. In
this case, the router gains
more flexibility and reduc-
es lookup table memory re-
quirements as the CAN FD
frame can carry the clas-
sic CAN destination CAN-
ID information within the
PDU header. Only in case
of a multi-router with more
than two CAN-networks,
the router needs a lookup

table for the selection of the
destination network (e.g.
CAN-ID1 should be rout-
ed to CAN network No. 1,
while CAN-ID2 should be
routed to classic CAN net-
work No. 2 only). Of course
this destination network in-
formation also has to be
available at the router in the
previous discussed rout-
ing schemes. Discussing
the routing schemes from a
CAN network to a CAN FD
network, the principle stays
the same. A CAN FD frame
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is combined from multiple
CAN frames depending on
the PDU arrangement and
the router scheme (PDU
routing or signal routing).

But another aspect
rises up as for the case of
DLC > 8 or multiple PDUs
on CAN FD: the timing of the
arriving CAN frames needs
to be considered. Multiple
approaches may be used
varying in routing latency for
the different PDUs. Depen-
ding on the specific appli-
cation of the routed signals,
the appropriate routing tim-
ing scheme has to be se-
lected (e.g. starting routing
process at first incoming
CAN frame, starting after
arrival of last incoming CAN
frames). In every case, buf-
fer memory for single sig-
nals or complete PDUs has
to be provided within the
router.
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Yes we can ... do without CAN

Unfortunately CiA (CAN in Automation) has currently only 29 members located in the US. This article briefly

introduces their CAN-related business activities.

he number of CiA mem-

bers headquartered in
the US is quite small com-
pared to the importance of
the US industries. Allen-
Bradley (AB) and Honey-
well started early in the 90s
to introduce CAN-based
networks in industrial auto-
mation. In the very begin-
ning, they worked togeth-
er. But at one point of time,
both enterprises went their
separate ways: AB developed
Devicenet while Honey-
well developed SDS (Smart
Distributed System). While
both protocols were stan-
dardized internationally,
SDS has disappeared in the
meantime. Devicenet is still
in use, but not heavily pro-
moted by the originator and
the international organiza-
tion “Open Devicenet Ven-
dor Association” (ODVA),

which focuses more on
Ethernet/IP. Completely in-
dependent from industrial
automation, the SAE (Soci-
ety of Automotive Engineers)
specified the CAN-based
J1939 application profile,
used mainly in diesel engine
powered vehicles.

Then there is CANopen.
It is the internationally stan-
dardized (EN 50325-4) CAN-
based higher-layer protocol
for embedded control sys-
tems. The set of CANopen
specifications comprises the
application layer and com-
munication profile as well as
application, device, and inter-
face profiles. CiA’s CANopen
application layer did not fly in
the US though — with some
exceptions, of course. Med-
ical equipment manufactur-
ers were the first to adapt
CANopen. Other CANopen

Figure 1: The bridge that CAN needs to reach the US is not

finished yet
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users were builders of small
machines such as industrial
printing machines and lab-
oratory automation. Today,
CANopen is also used in
various US industries. Most
of the North American CiA
members are device suppli-
ers. Itis unusual for US com-
panies to join a non-profit
association located in Ger-
many. Therefore, a couple
of years ago CiA established
an office in the US. Unfortu-
nately, this office was not as
successful as expected: it
achieved only a very small
increase in membership. Af-
ter two years, CiA gave up
and closed the office.

The number of current
CiA members in the US is
relatively stable. However,
fluctuation is high. There are
a few US members who un-
derstand that investment in
a non-profit association will
not return within a quarter.
Hans J. Kuffer, vice presi-
dent of business develop-
ment at Inicore, which is
CiA's oldest US member
(since 2002) says: “When
we first opened up our office
here in the US (1997), we no-
ticed that CAN was not as
popular as in Europe. Where
do potential applicants of
CAN go first when they are
looking into using it, to your
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[CiA’s] website. [...] Being a
member of CiA was a mar-
keting decision, to become
visible to new and existing
CiA members and future ap-
plicants of CAN. At that time
it was also important to show
our commitment to the CAN
standard and to the product.
[...] Being a member gives
us access to all the stan-
dards; we even can partici-
pate in various work groups
and help define new speci-
fications and standards. We
can publish news about our
CAN products and its appli-
cation. Also, the CiA organi-
zation helps drive the market
for the use of CAN in differ-
ent markets outside the origi-
nal automotive and helps to
promote the product through
exhibition, through educa-
tional seminars and publica-
tions all over the world.”
Besides healthcare, the
mobile machine industry in-
creasingly uses CANopen.
During the Conexpo, US
suppliers presented a range
of CANopen products. An-
other hot topic is CAN FD,
which is driven by General
Motors and heavily support-
ed by CiA in respect to inter-
national standardization as
well as the development of
user guidelines and design
recommendations.



Acist Medical

Systems (MN)

Member since 2004
Produces contrast media
injectors
www.acistmedical.com

Air-Weigh (OR)

Member since 2012
Provider of on-board
weighing products including
CAN J1939 interfaces
www.air-weigh.com

Altronic (OH)

Member since 2013
The manufacturer of
ignition and control
systems for industrial
engines offers products
featuring CANopen and
J1939
www.altronicinc.com

American Science &
Engineering (MA)
Member since 2011
The provider of X-ray
technologies for ports,
borders and military
uses a CANopen
vendor-ID
WWWw.as-e.com

Angio Dynamics (NY)
Member since 2013

Focus on improving patient
care through the innovation
of medical devices
www.angiodynamics.com

Arcus Technology (CA)
Member since 2014
Provides a range of

motion control products
with CAN/CANopen
interfaces
www.arcus-technology.com

Bayer Healthcare
Medical Care (PA)
Member since 2004
Healthcare equipment
manufacturer with
German roots
www.medrad.com

Caterpillar (IL)

Member since 2004

Offers construction machines
and stationary power Genera-
tors using CAN networks
www.cat.com

Copley Controls (MA)
Member since 2010
Supplies CAN/CANopen
tools, among other things
www.copleycontrols.com

Curtis Instruments (NY)
Member since 2008

Offers CANopen devices for
mobile machines
www.curtisinst.com

Danlaw (M)

Member since 2014
Provides a CAN physical
layer tester that helps to test
ECU to OEM standards for
CAN connectivity, among
other things
www.danlawinc.com

Divelbiss (OH)

Member since 2014

Designs and manufactures in-
dustrially hardened electronic
control solutions such as
Devicenet controllers
www.divelbiss.com

FTI Flow Technology (AZ)
Member since 2012

Subsea equipment manufac-
turer implements CANopen
www.ftimeters.com

Glentek (CA)

Member since 2009
Manufactures servo amplifi-
ers which communicate via
CANopen
www.glentek.com

Hunting Subsea
Technologies (TX)
Member since 2010
Provides CAN-based prod-
ucts and services to the up-
stream oil and gas industry
www.hunting-intl.com

Hydro Electronic

Devices (WI)

Member since 2013
Supplier of off-highway
vehicle equipment based on
J1939 and CANopen
www.hedonline.com

Inicore (CA)

Member since 2002
System design house
providing CAN IP cores and
FPGAs

www.inicore.com

Javad GNSS (CA)
Member since 2009
Provides for example
OEM board-level products
featuring CANopen
www.javad.com

Macro Sensors (NJ)
Member since 2014
Designs and manufacture
position sensors for linear
position & displacement
measurements
WWW.macrosensors.com

Mallinckrodt
Pharmaceuticals (OH)
Member since 2004
Makes contrast media
injectors
www.mallinckrodt.com

OEM Controls (CT)
Member since 2009
Manufacturer of
electrohydraulic controllers
and control systems
www.oemcontrols.com

Olympic Controls (CA)
Member since 2014
Vendor of electric fuel
pumps
WWW.0CCOrp.com

PG Trionic (MA)

Member since 2008

Vendor of CAN-based
devices for mobile machines
www.trionicusa.com
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Quicksilver Controls (CA)
Member since 2005
Manufactures motion
controllers with CANopen
interfaces
www.quicksilvercontrols.com

Real Time

Automation (WI)

Member since 2006

Offers a range of gateways
and software solutions for
Devicenet
www.rtaautomation.com

Red Lion Controls (PA)
Member since 2004
Produces Devicenet and
CANopen industrial control
devices

www.redlion.net

Skoflo Industries (WA)
Member since 2008
Implements CANopen in
their subsea electronic
products
www.skoflo.com

Stellar Technology (NY)
Member since 2007
Provides CAN-based
sensors for different kinds of
applications
www.stellartech.com

Teledyne CDL (TX)
Member since 2013
Designs and manufactures
a variety of sensors
including gyrocompasses,
attitude and heading
reference systems, and
inertial navigation systems
www.cdltd.net
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The susceptibility of
CAN to latent faults

A qualitative evaluation of the susceptibility of CAN communication to latent

faults can extend the scope of functional safety assessment of in-vehicle

embedded systems.

he 1ISO 26262 standard
for functional safety has
replaced the IEC 61508 ge-
neric standard in the devel-
opment process of automo-
tive embedded systems.
ISO 26262 has brought the
concept of latent multiple-
point faults in addition to the
commonly considered sin-
gle-point faults. Therefore,
it is worthwhile to assess
the robustness of previous-
ly specified automotive E/E
(Electric/Electronic) sys-
tems against latent faults.
Nowadays automotive
manufacturers are facing
the big challenge of inte-
grating a growing amount
of software and electron-
ics commonly delivered by
numerous suppliers. This
increasing complexity of
automotive embedded sys-
tems and related networks
calls for a more rigorous
approach to system devel-
opment. With regards to
minimizing the risk of phys-
ical injury or environmental
damage, stringent function-
al safety requirements must
be stipulated and consid-
ered in conjunction with

Figure 1: Classification of failure modes [2]

36

other specific automotive re-
quirements (e.g. high quality,
target cost and delay objec-
tives). The increasing im-
portance of safety systems
in modern cars strengthens
the need for more robust
and dependable electron-
ic and software compo-
nents. Risks resulting from
hardware, random failures,
or software systematic er-
rors must be reduced so far
as reasonably practicable
throughout the foreseeable
lifetime of the products.

The automotive in-
dustry now applies the
ISO 26262 standard as best
practice for functional safe-
ty. According to 1ISO 26262,
car manufacturers and sup-
pliers are expected to agree
on producing safety cases
for automotive embedded
systems. Every safety case
must provide a clear, com-
prehensible and defensi-
ble argument, supported by
qualitative and quantitative
evidence that a systemis ac-
ceptably safe to operate in a
particular environment. Typ-
ically based on engineering
judgment rather than on for-
mal logic approach, the ar-
gument of a safety goal must
show that steps have been
appropriately taken to deal
with the hazards caused by
malfunctioning behavior of a
system. I1ISO 26262 defines
a process framework and a
procedure model along with
necessary activities and
methods to be considered
throughout the life-cycle of
safety critical systems in
road vehicles.

A key concept of I1ISO
26262 relies on the speci-
fication of the “Automotive
Safety Integrity Level (ASIL)”
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as one out of four discrete
levels, each reflecting a set
of necessary requirements,
recommended  diagnostic
techniques and architectur-
al constraints for avoiding an
unreasonable residual risk.
ASIL-D represents the most
stringent level and ASIL-A
indicates the least stringent
level. After risk assessment
and hazard analysis of oper-
ational situations, an ASIL is
assigned to each safety goal.
Hence the required ASIL-
specific values of the single-
point fault metric and latent
fault metric must be met for
the functional path allocat-
ed to a given safety goal.
Data transmission of safety-
critical data over CAN does
belong to various functional
paths targeting ASIL-C or -D
in modern cars.

Prior to the specifica-
tion of ISO 26262, the func-
tional safety analysis of a
CAN network was based
on the consideration of sin-
gle-point faults [4, 5, 6, 7].
To cope with 1ISO 26262,
it is highly desirable to ex-
tend the related works by
addressing the effects and
the detection capability of la-
tent faults in automotive net-
working systems. ISO 26262
defines a latent fault as a
multiple point fault whose
presence is not detect-
ed by a safety mechanism
nor perceived by the driv-
er within the multiple point
fault detection interval. Af-
ter a time span representing
this interval, an undetected
latent fault may allow another
fault to cause a hazard. This
work aims at qualitatively as-
sessing the susceptibility of
CAN communication to la-
tent faults.



CAN built-in safety
measures

Distributed automotive em-
bedded systems mainly use
a CAN network to transfer
messages to various ECUs
(Electronic Control Units). As
a CAN network is also intend-
ed to support data exchange
amongst safety-critical func-
tions, robust safety mea-
sures are anchored in the re-
lated protocol. In light of the
transmission errors listed in
IEC 61508 and ISO 26262,
the intrinsic CAN safety mea-
sures achieve a high error
detection coverage. In some
cases, this coverage of hard-
ware safety mechanisms can
be improved by means of
software-based error detec-
tion methods.

known by the transmitter and
the intended receiver.

Frame form check:
Predefined bit positions (i.e.
CRC delimiter, ACK delimiter,
EOF bit) within a CAN frame
must always be transmitted
as recessive bits. If a receiv-
er detects a dominant bit in
one of these positions a form
error will be flagged. Addi-
tionally the RTR and IDE bits
must always exhibit a pre-
defined value consistent with
the actual format of the frame
transmitted over the serial
bus. The frame form check
detects some data corruption
errors, partial message dele-
tion, and timing errors such
as excessive jitters.

This error detection
mechanism detects also er-
roneous signal activities on

Table 1: LFM (latent fault metric) related requirements

ERG I and PREEMPT_RT

Linux

the stable and reliable real-time platform for
embedded & distributed systems

CAN | CANopen | J1939

Safety levels | ASILD ASILC ASILB
Safety LFM > 90 % | LFM >80 % | LFM > 60 %
requirements

The CAN protocol im-
plements five error detection
mechanisms acting either at
message level or at bit level:
« Cyclic redundancy check
(CRC)

Frame form check
Acknowledge check
Bit-monitoring
Bit-stuffing

Cyclic  redundancy
check (CRC): A 15-bit CRC
sequence is computed by
the transmitting node for
each message and verified
upon reception. The select-
ed hardware CRC polyno-
mial guarantees a minimum
Hamming distance of 6 in the
unstuffed bit sequence of a
CAN frame. The application
of the CRC code represents
a sufficient measure against
data corruption. Thus the
CAN hardware CRC is not
a sufficient safety measure
against masquerade errors.
An additional CRC imple-
mentation in software may
help overcome this limitation
of the basic CAN CRC if, for
instance, the software CRC
computation is not limited to
the transmitted frame, but
also applies to unsent data
(e.g. a special key) a-priori

*
*
*
*

the CAN network if they are
not compliant with specified
CAN frame forms.

Acknowledgment
check: Every CAN transmit
node expects an acknowl-
edgement at the ACK bit po-
sition. An acknowledgement
error is flagged if a transmit-
ter does not sample a domi-
nant bit during the ACK slot.
As a feedback signal, the
acknowledge bit allows the
transmitter to detect a partial
message deletion or inser-
tion occurred after the SOF
bit. Moreover, some types of
data corruption, delays and
excessive jitters can be de-
tected by means of the ac-
knowledgment check.

Bit-monitoring: Every
sending node monitors the
transmitted bit level on the
bus. A bit error is flagged if
the monitored bit level is dif-
ferent from the transmitted
bit level. Bit-monitoring facil-
itates the rapid detection of
data bit corruption and tim-
ing errors.

Bit-stuffing: The bit-
stuffing method states that a
bit of opposite polarity must
be inserted after every five
consecutive bits of the same
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polarity. A stuff error is indi-
cated if six consecutive bits
of the same polarity are de-
tected between the start of
frame (SOF) and the CRC
delimiter. The bit-stuffing
method detects some types
of data bit corruption on
CAN networks.

These error detec-
tion mechanisms are ac-
companied by an efficient
error signaling scheme in
CAN networks. Each node
starts sending an error
frame to other nodes upon
error detection. Since the
error message does not
obey the bit-stuffing rule, it
can be notified by any node
that should have missed
to identify a previous error
condition. Therefore a CAN
network error remains un-
detected only if it escapes
the error detection mech-
anisms of all active nodes
within the network. The
scope of error detection is
not limited to the transmitter
and the intended receiver.

In safety-critical appli-
cations, the built-in safety
measures of the CAN pro-
tocol are typically expect-
ed to be complemented by
software-based error detec-
tion methods in the safety
layer in order to achieve a
better qualitative coverage
of the transmission errors
mentioned in IEC 61508
and ISO 26262. An evalua-
tion of software-based safe-
ty mechanisms is beyond
the scope of this work since
they are commonly based
on proprietary implementa-
tions of software measures
such as alive counter, time
stamp, or software-CRC. In
contrast to hardware com-
ponents, software imple-
mentations are only prone
to systematic errors.

Assessment of latent
faults

A latent fault is defined in
ISO 26262-1 as a multi-
ple-point fault whose pres-
ence is not detected by a
safety mechanism nor per-
ceived before the under-
lying combination of faults
can lead to a violation of a
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safety goal. The evaluation
of all possible latent multi-
ple-point faults in a safety-
relevant system may result
in a search space beyond
any reasonable range. A re-
alistic interpretation of latent
faults consists of consider-
ing faults of safety mech-
anisms as contributors to
plausible multiple-point
faults. A fault within a safe-
ty mechanism does lead to
a violation of a safety goal
only in combination with an-
other fault.

Basically a latent fault
scenario is assessed to be
realistic if a fault in a safe-
ty mechanism remains un-
detected for a long time
beyond the fault tolerance
time of the system. In ac-
cordance with the CAN pro-
tocol specification [3], CAN
safety mechanisms are not
required to be tested neither
at start time nor periodical-
ly. Hence a fault affecting a
CAN safety mechanism will
remain undetected in nor-
mal operational mode, al-
though modern functional
safety standards such as
ISO 26262 implicitly require
to only rely on safety mech-
anisms that can be tested
at run-time. However any
combination of a CAN safe-
ty mechanism fault with a
transmission error will not
necessarily result in a vio-
lation of a safety goal since
CAN safety mechanisms of-
fer overlapping coverage
ranges of error detection.
Different safety mecha-
nisms may detect the same
error types. In case a safety
mechanism is unavailable,
the targeted error may be
detected by another safe-
ty measure. Therefore the
susceptibility of CAN com-
munication to latent faults
must be assessed by con-
sidering the cooperation of
the safety mechanisms.

Unavailable CRC er-
ror detection: The CRC is
the most efficient protec-
tion scheme against data
corruption. If the CRC error
detection is not operating
in a CAN node, data cor-
ruption occurring along the
transmission medium (e.g.

twisted pair cables) or in-
side the transmitting node
will be detected by at least
one of the remaining nodes
within the CAN network.
All CAN nodes belonging
to the same network do
verify the consistency of
the CRC checksum of ev-
ery transmitted message.
Upon CRC error detection,
each node generates and
sends an error message. In
a CAN network embodying
N nodes, N-1 nodes partici-
pate to the CRC error detec-
tion process regardless of
the targeted receiver node.
Hence the unavailability of
CRC error detection is com-
pensated by other nodes.
However a data corruption
inside the receiving node
(e.g. in a shift register pri-
or to the CRC module) can-
not be detected by another
node.

Missing frame form
check: The a-priori known
values of the delimiters (e.g.
CRC delimiter) in a CAN
network frame are used
for internal synchroniza-
tion purposes. An undetect-
ed erroneous delimiter may
cause unreliable behavior
of a CAN protocol engine.
A frame form error taking
place on the transmission
medium can be detected by
bit monitor of the transmit-
ting node.

Missing acknowl-
edge check: The trans-
mitting node will tend to
repeatedly send the same
messages after assuming
that no message has been
properly acknowledged.
This behavior does impede
the availability of the CAN
networks while not directly
impacting the safety integ-
rity. The node will enter the
bus-off state if the number
of transmission error if the
number of transmission er-
rors exceeds the predefined
threshold.

Unavailable bit-moni-
toring: The transmitter can-
not detect bus errors. How-
ever the CRC and frame
form checker safety mea-
sures fill this gap at receiver
side. Bit errors are detected
by the CRC and delimiter
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errors are indicated by the
frame form checker.

Unavailable bit-(de)
stuffing monitoring: If the
received bits are not prop-
erly destuffed, the data bits
will exhibit a lack of consis-
tency with regards to the
checksum. Hence a CRC
error will be indicated.

Quantitative
Considerations

Failure modes in a hard-
ware element can be clas-
sified as shown in the fig-
ure below [1]. Accordingly
the failure rate A of a safe-
ty relevant hardware ele-
ment can be expressed as
the sum of the contribution
of different failure modes:

A= Agpe + Age + A+ Ayor

where a multipoint failure
(MPF) can be detected, per-
ceived or latent:

Npor = A

MPF MPF,D

+A

MPF.,P

+ )\MPF,L
Therobustnessagainst
latent faults is quantitatively
assesses by computing the
latent fault metric (LFM):

As stated in Table 1, a
high latent fault metric and
hence a low contribution of
latent faults are required for
a high ASIL. According to
ISO 26262, the LFM must
be evaluated for a speci-
fied safety goal. Common-
ly, a safety goal applies to a
whole functional signal pro-
cessing path starting for in-
stance with the collection of
sensor input data and end-
ing with the actuator com-
mands. A detailed LFM
computation is beyond the
scope of this paper since
data transmission over CAN
networks does represent
only a portion of a signal
path considered for a safe-
ty goal.

As shown in the qual-
itative analysis, the occur-
rence of latent faults in a
CAN node represents a



realistic scenario commonly
underestimated in the state-
of-the-art functional safety
assessment of automotive
systems. As a failure of a
safety mechanism cannot
be detected in the current
implementation, a higher
contribution of latent faults
to the overall failure should
be taken into account.

Let the relative varia-
tion in the contribution of la-
tent faults be represented
by AMPF,L as shown in the
following equation:

2y

where -1 = AMPFL. A neg-
ative relative variation can
be considered only if addi-
tional mechanisms are im-
plemented to detect latent
faults. Otherwise this rel-
ative variation is positive
if a failure mode of a safe-
ty mechanism is later iden-
tified to be undetectable at
run-time.

Figure 2: Dependency between the relative variations A

range of relative variations
AMPFL causes a change
of up to 12 % in the LFM of
ASIL-B safety goals. Hence,
if the susceptibility of CAN
communication to latent
faults is not considered in
the functional safety analy-
sis of automotive systems,
the LFM value of the relat-
ed safety goal may be in
fact lower than the comput-
ed value. Latent faults such
as a CRC failure can cause
a significant reduction of the
LFM of a safety goal.

A failure of a CAN safe-
ty mechanism cannot be
detected in the current im-
plementation of a CAN con-
troller since the functional
correctness of a CAN safe-
ty mechanism is not test-
able at run-time. Although
CAN safety mechanisms
are complementary to a
given extent, the suscepti-
bility of CAN communica-
tion to latent faults remains
a realistic issue, which is
commonly ignored in the

MPF,L

in the contribution of latent faults and the latent fault metric

(LFM)

By considering the
LFM boundaries allocated
to ASIL categories (see Ta-
ble 1), variations in the con-
tribution of latent faults have
been evaluated with regards
to their impact on the LFM.
Relative variations AMPF,L
of up to 30 % are illustrat-
ed in Figure 2. The higher
the LFM, the lower the im-
pact of the relative variation
AMPF,L. For ASIL-D safe-
ty goals, LFM changes are
lower than 3 %. The same

state-of-the-art  functional
safety analysis. This work
points out that a valuable
discrepancy between the
computed and the ac-
tual values of the latent
fault metric (LFM) may
occur if failures of CAN
safety mechanisms such
as CRC are not taken into
account.
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Tips and tricks for the
use of CAPL

CAPL is a programming language available in the software tools CANoe and

CANalyzer. In three consecutive articles, CAPL fundamentals will be discussed

as well as tips for all levels of user knowledge.

his first part focuses on

the basics of CAPL. It is
primarily intended for those
who are new to this language;
however, it also offers a few
insights for well-informed us-
ers into the motivation be-
hind individual CAPL con-
structs. The second part will
discuss advanced function-
alities of CAPL. Finally, the
third part will address perfor-
mance and memory needs
and offers tips and tricks on
using databases and asso-
ciative arrays.

Forover20years—-itwas
initially used in CANalyzer
for DOS - CAPL has been
used to implement a broad
bandwidth of tasks: from
simple stimuli to the simula-
tion of complex bus nodes.
In the following, CANoe is il-
lustratively named for the two
products CANoe and CAN-
alyzer. The goal of CAPL has
always been to solve specific
tasks as simply as possible.
Typical tasks are reacting to
received messages, check-
ing and setting signal val-
ues and sending messages.
A program should restrict it-
self to precisely these things
and not require any addition-
al overhead.

Many programming
tasks that CANoe users typ-
ically perform might actually
be as brief and trivial as the
example presented below —
of course many other tasks
are not so trivial. That is why
CAPL has been continually
extended over the years to
be a tool that can also solve
complex tasks according to
the principle “as simple as
possible”.

“CAPL” is an acronym
for Communication Access
Programming Language. The

original focus on CAN has
long been extended to all au-
tomotive bus systems such
as LIN, Flexray, Most, J1587,
as well as a few others like
Arinc and CANopen.

As in many other lan-
guages, the syntax of CAPL
is closely based on the syn-
tax of the C language. Those
who are familiar with C, C#,
or various modern script lan-
guages will quickly be quite
comfortable using CAPL.
However, a few unique as-
pects distinguish a CAPL pro-
gram from a C program:

CAPL programs are
event-driven. This means
that they consist of individ-
ual functions, each of which
reacts to an event within the
system under analysis: re-
ceipt of a message, change
of a signal, expiration of a
timer, or even a change in the
environment. To react to the
message “EngineState”, for
example, you would use: “On
message EngineState” (Fig-
ure 1).

CAPL programs use
specific databases for the
concepts of the system un-
der analysis. Messages and
signals get their names there,

and these names can be
used directly in the program
code. In Figure 1, they are the
names “EngineState” for a
message and “EngineSpeed”
for a signal in this message.

CAPL programs do
not give the user any point-
er types to use. Right from
the outset this excludes nu-
merous potential program-
ming errors and causes of
program crashes, such as
those that frequently happen
in C programming. Nonethe-
less, since pointers — aside
from their susceptibility to er-
rors — also represent a very
powerful concept, CAPL pro-
vides a substitute for some
things, e.g. associative ar-
rays as a substitute for dy-
namic memory.

One important proper-
ty that CAPL shares with C
should be mentioned: CAPL
is always compiled, i.e. it is
converted to efficiently exe-
cutable and flexible machine
code.

Example: a simple
CAPL program

In Figure 1 a simple CAPL
program is presented, which

CAPL

CAPL is a procedural programming language
similar to C, which was developed by Vector
Informatik. The execution of program blocks

is controlled by events. CAPL programs are
developed and compiled in a dedicated browser.
This makes it possible to access all of the objects
contained in the database (messages, signals,
environment variables) as well as system variables.
In addition, CAPL provides many predefined
functions that support working with the CANoe and
CANalyzer development, testing and simulation

tools.
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Figure 1: A simple example of a CAPL program

performs one of the basic
tasks of a bus monitoring
tool: it listens to traffic on the
bus and prepares a couple
of events on the bus for ob-
servation/monitoring by the
user. This is a shortened,
sample CANoe program:
“Display.can” from the sam-
ple “Easy.cfg”. In the follow-
ing, first the overall function-
ality is briefly summarized,
and then the individual sec-
tions are described in more
detail.

Task description

The task is to observe a CAN
network whose elements
— e.g. bus nodes, messag-
es and transported signals
— are described in a data-
base. When the “Engine-
State” message is received,
then the Engine-Speed sig-
nal it contains is conditioned
for display on a display pan-
el, and it is routed to the pan-
el. When the ‘“LightState”
message is received, the
“HeadLight” and “FlashLight”
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signals it contains are condi-
tioned for display on a pan-
el, and they are routed to the
panel for graphic display.

Description of
the program

The line numbers are not
part of the CAPL program
and are only inserted here
to make it easier to refer-
ence individual lines or sec-
tions. To achieve the most
compact representation pos-
sible, opening brackets were
not placed on a separate
line. In a CAPL program, it is
possible to define global vari-
ables and constants. This is
done in the “variables” sec-
tion (lines 1 to 5). These
constants and variables are
globally defined for this pro-
gram: they can be used any-
where in the program, but not
in other programs within the
same CANoe application.
The other sections define re-
actions to events (lines 7 to
17) and an auxiliary function
(lines 19 to 28).

Lines 7 to 9 show a
minimal form of a message
event procedure. This func-
tion is called whenever this
message has been transmit-
ted on the bus. In reference
to CAN, this means that the
precise time point is the TX or
RX interrupt of the CAN con-
troller, i.e. immediately after
correct transmission of the
message. The message that
triggers the call of the partic-
ular function is referenced by
“this” syntax.

In line 8, the value of the
“EngineSpeed” signal is read
out from the received mes-
sage (“this”) and is assigned
to a system variable with a
conversion (/1000.0).

Lines 11 to 17 show a
message event procedure
for the “LightState” message,
which transmits the informa-
tion for aturn signal flasher. Its
processing is similar to that of
the “EngineState” message
with the following unique as-
pects: In line 12, the direc-
tion flag (.dir) is now checked
in the message (“this”) that
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has been just transmit-
ted. Only received messag-
es should be considered in
this program (value RX), be-
cause a message sent by the
node itself would also trig-
ger an event procedure (val-
ue TX). In this case, an error
message would be output in
line 15.

Since conditioning of the
signal for display on the user
interface (a panel on which
different states are shown by
different bitmaps) is some-
what more complex, its im-
plementation is outsourced to
a separate function: In line 13,
“SetLightDsp” is called with
the two message signals that
are needed as parameters.

Finally, lines 19 to
28 define a separate function,
which writes different values
to the system variable “Light-
Display” in the “Lights” nhame
space according to the value
of the transmitted signal. In
this demo configuration, this
variable then selects the ap-
propriate bitmap on a display
panel.
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1/2014: Magnus-Maria Hell
(Infineon) - Physical layer in
the CAN FD world

CAN FD: Impact on
system design

The development of CAN FD is by no means at its end.

Bernd Elend takes a look at issues that arise when CAN FD

and the physical layer interact.

n the previous edition of the
CAN Newsletter, Magnus
Hell discussed the new CAN
physical layer parameter’s
"propagation delay symme-
try". This parameter covers
a new and important aspect
when applying CAN FD with
bit-rates that exceed 1 Mbit/s
in the data field. Many of the
existing transceivers meet
this new parameter for bit-
rates up to 2 Mbit/s. Updated
datasheets of several well-
known CAN transceivers are
expected soon. The NXP
Mantis series does meet
this requirement even up to
5 Mbit/s. However, there are
more interesting issues in
the interaction of the CAN
FD protocol and the physical
layer than just this parame-
ter. These items will be dis-
cussed in this article.

CAN FD and cable
length

Lowering the bit-rate for
arbitration allows for longer

cable length between the
most distant nodes in a CAN
system. With classic CAN,
this results in less band-
width. However, with CAN
FD the bandwidth can be
constant or even increased
by compensating the loss
of bandwidth during arbitra-
tion by a higher bit-rate in
the data field. Figure 1 illus-
trates a classic CAN frame
at 500 kbit/s and a CAN
FD frame with a bit-rate of
400 kbit/s in arbitration and
800 kbit/s in data field. For
this example we can rough-
ly calculate: A classic CAN
frame with an 11-bit ID and
8-byte data lasts 200 ys at
500 kbit/s. A CAN FD frame
with an 11-bit ID and 8-byte
data lasts around 160 ys
(in both cases plus stuff
bits, acknowledgement, and
end-of-frame field).

This example allows
for roughly 25 % more
bandwidth and some
10 m additional cable
length.

Figure 1: CAN FD allows higher bandwidth, even with slower arbitration

Figure 2: Differential bus voltage during acknowledge slot
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CAN FD and
acknowledgement

Classic CAN networks, with
long overall cable lengths,
sometimes suffer from the
fact that the dominant-to-re-
cessive transition at the end
of the dominant acknowl-
edge bit can be extremely
slow. This is caused by the
effect that all but one node
(the transmitter) are concur-
rently sending the dominant
acknowledgement bit, which
results in the highest differ-
ential voltage that ever oc-
curs on the bus, as depicted
in Figure 2. The higher the
differential voltage is, the lon-
ger the transition from domi-
nant to recessive lasts. Due
to this effect, some nodes
may sample the acknowl-
edge delimiter as dominant,
which is seen as a form error
in classic CAN. The conse-
quence is the sending of an
error flag. Thus the message
is invalidated and has to be
repeated. This problem is re-
moved by CAN FD as receiv-
ing a dominant acknowledge
delimiter is accepted after
a CAN FD frame and is not
flagged as an error.

CAN FD and EMC

Increasing the bit-rate in the
data field has of course an
effect on the EMC behavior
of the entire system. Emis-
sions are defined by the sig-
nal shape and by the num-
ber of signal edges per time.
So the envelope of the emis-
sions rises by 6 dB when the
number of edges per time is
doubled. This is a matter of
physics and thus indepen-
dent of the transceiver and
independent of measure-
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Figure 3: RF emission in dependence of the bit rate

Figure 4: RF immunity of CAN FD communication

ment method (conducted
or radiated measurement).
Figure 3 shows a conduct-
ed emission measurement
made with TJA1044GT (a
member of NXP's Mantis se-
ries) without common mode
choke at 500 kbit/s, 2000
kbit/s, 4000 kbit/s, and 5000
kbit/s.

The classic CAN pro-
tocol, same as the CAN
FD protocol, is fairly robust
against jitter on the received
signal edges. Using state of
the art transceivers shows
that an increased bit-rate has
a small impact on RF immu-
nity. Figure 4 shows the lev-
el of RF injection (DPI) that
is needed to disturb CAN
communication on an EMC
test board in dependence of
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the fast phase bit rate. Ar-
bitration bit-rate was tuned
to 500 kbit/s in each case.
The maximum forward pow-
er applied during the tests
was 40 dBm (10 W). Man-
tis TJA1044GT transceiv-
ers without common mode
chokes have been used to

5000 kbit/s
4000 kbit/s
2000 kbit/s
500 kbit/s

Minimum robustness
500 kbit/s
2000 kbit/s
4000 kbit/s
5000 kbit/s

achieve the results shown in
Figure 4.

CAN FD and partial
networking

Partial networking is stan-
dardized in 1SO11898-6. At
the time when this part of

ISO11898 was developed,
CAN FD was still in its in-
fancy and thus not consid-
ered. In order not to disturb
or delay the development of
1ISO11898-6, NXP published
a proposal how to solve the
challenge of selective wake-
up in CAN FD systems. This
publication was made as a
so-called “defensive publica-
tion”, so that any attempt to
patent such a compatibility
mode is blocked. The tech-
nical idea behind this pub-
lication is simple: CAN FD
frames are recognized by
the recessive FDF bit and
are just ignored. This disen-
gages the CAN decoder in
the physical layer chips from
the need to decode CAN FD

frames. Wake-up frames
still have to be classic CAN
frames.

The FDF bit is sent be-
fore the frame format and
bit-rates are switched. Thus
receiving a CAN FD frame
does not cause a clas-
sic CAN decoder embed-
ded in a partial networking
transceiver to detect decod-
ing errors prior to the FDF
bit. After receiving a reces-
sive FDF bit (or r0 accord-
ing to the 'old' definition), the
classic CAN decoder in the
physical layer stops decod-
ing and waits for idle on the
bus. This new behavior will
be added to 1SO11898-2 in
the course of the currently
ongoing review (and merge)
of parts 2, 5 and 6. With the
TJA1145FD and the System
Basis Chip UJA1168FD first
products are available that
feature “CAN FD Passive”
partial networking.

Bear in mind that "pas-
sive" here is not the oppo-
site of "active", since being

Figure 5: Exemplary system set-up for mixing CAN FD and classic CAN nodes in a network
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Necessary considerations when
designing a CAN FD network

Propagation delay symmetry:

This parameter is important only for CAN FD
systems that exceed 1 Mbit/s. Watch out for updated
datasheets that guarantee the required timings for
the targeted bit-rate in the fast phase.

Sensor-Technik Wiedemann GmbH
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Backward compatibility to classic CAN:
This is solved by transceivers featuring partial
networking which is CAN FD tolerant.

EMC:

Emission increases with the bandwidth by

physical law, while it is different for immunity.

Only transceivers that have "best in class" EMC
performance should be used for systems exceeding
500 kbit/s in the fast phase. s
Topology: <
Slower arbitration allows for more cable length, not
necessarily resulting in less bandwidth.

Transceivers:

For up to 1 Mbit/s in the fast phase all existing trans-
ceivers can be used, many of them even at bit-rates
above 1 Mbit/s. Look out for updated datasheets that
guarantee operation at higher bit-rates, if needed.

* 32bit controller with max. 136 1/0s and 4 x CAN
o freely programmable in ,C" and CODESYS

* certified for safety applications (SIL2, PLd)

e including memory protection

"CAN FD Active" means can be transmitted over the

being able to receive and
transmit with bit-rates above
1 Mbit/s in the fast phase. Un-
fortunately, this odd wording
has become common over
the last months. Attributes
like "silent" and "tolerant" are
also used in conjunction with
"CAN FD". Unfortunately, the
usage of all these attributes
is currently not consistent.

Compatibility of CAN
and CAN FD

Due to the fact that clas-
sic CAN controllers are un-
able to tolerate CAN FD
frames, “CAN FD Passive”
partial networking is cur-
rently the only way to allow
a mix of classic CAN and
CAN FD controllers connect-
ed on the same network. As
long as one or more clas-
sic CAN controllers are ac-
tive, the CAN FD controllers
have to resign from CAN FD
frames and send only clas-
sic CAN frames. After com-
manding the physical layers

bus lines. This is advanta-
geous in special operating
situations like SW-download
to dedicated modules, etc.
Such CAN FD communica-
tion phases end by a wake-
up-frame (WUF) in the clas-
sic CAN format.

CAN FD and FT-CAN
physical layer

Changing from classic CAN
to CAN FD can also be at-
tractive for low bit-rates, for
example when using the in-
creased number of up to
64 bytes of data per frame.
As the physical layer does
not care about the protocol,
CAN FD can also be used
in combination with the FT-
CAN (fault tolerant) physical
layer.

These are, of course,
not the only possible ap-
plication scenarios where
CAN FD (with or without be-
ing mixed with classic CAN
by means of partial network-
ing) will bring advantages.
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* max. media temperature 150°C / max. ambient temperature 125°C
* wetted parts and case in stainless-steel
e CAN-Bus interface
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of all classic CAN nodes into  The first implementations of
a CAN FD passive partial CAN FD networks will hope-
networking sleep or stand- fully encourage creativity for
by mode, CAN FD frames more.
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Hardware
& Software for CAN / LIN Bus Applications

B PCAN-Diag 2

Handheld device for CAN bus diagnostics

Clear CAN traffic representation in lists with configurable
symbolic message representation

Transmission of individual CAN frames or CAN frame lists
Recording and playback of CAN traffic

Optional automatic bit rate detection

Bus load and termination measurement

Internal memory with USB connection for saving projects,
screenshots, traces, and CSV files

Oscilloscope functions

Oscilloscope with two independent measurement channels,
each with a maximum sample rate of 20 MHz

Display of the CAN-High, CAN-Low, and difference signal
Configurable trigger events: frame start, frame end, CAN
errors, or individual CAN frames based on their CAN ID

www.peak-system.com

Take a look at our website for the
international sales partners. Scan the
QR code on the left to open that page.

B PCAN-Explorer 5

Universal CAN bus monitoring software

Simultaneous connections to multiple networks
(connected via the same hardware type)

Easy message transmission

Clear display of the CAN traffic with various information
Configurable symbolic message representation

Data logging with tracers and the 4-channel Line Writer
Multiple flexible filters

VBScript interface for macros

Functionality upgrades with add-ins, e.g. an instruments
panel or J1939 support

Supports Windows 8, 7, Vista (32/64-Bit)

PEAK-System Technik GmbH

Otto-Roehm-Str. 69, 64293 Darmstadt, Germany
Phone: +49 6151 8173-20 - Fax: +49 6151 8173-29
E-mail: info@peak-system.com

PEAK

System
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